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1 | Flexdriver

1.1 Preface

This document describes one of three different approaches for interfacing to the Flex Terminal.
The approach described here is the Flexdriver.

Before using the Flexdriver in your ECR solution you must sign a development agreement with
Verifone Denmark A/S.

The certifying authority, Nets, must certify an ECR implementation using the Flexdriver. Informa-
tion of the certifying process can be found at Nets website.

Please read the FAQ.pdf section “Important before a Certification”.

The Flexdriver (DLL/LIB) supports simple function calls that initiate transactions and administra-
tive functions and the results are delivered in callback functions. The Flexdriver is a single thread
system, which means that all callback functions must be processed as fast as possible. This
means that stopping the thread in a callback function can cause an ’out of sync’ situation. Using
breakpoints during software development must therefore be done with care.

From version 2.1.00 of the flxdrv.dll, the procedures and functions of the Flexdriver are callable
from Microsoft Visual Basic 6 and Microsoft .NET.

Revision
3.7.20
Terminal Properties extended with software build date
Network disconnect causing flxdrv dll crash is fixed
Fix the error reported around PTAG_CARDDATA, which becomes
PTAG_LOCALCARDDATA
3.7.15
Fixed stoplist callback so we zero terminate and don’t look for code before OK
response
Early stan pan longer than buffer
Disable connection id send in every packet
3.7.14
MobilePay support
Ip-routing Timeout changed
Swipp no longer supported as of 28-02-2017
3.7.12

Xenta and Xentissimo are no longer supported.
Scan bar code purchase now support Swipp transactions.
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Revision

3.7.11

3.7.10

3.7.00

3.6.04

3.6.00

3.5.03

New Post Transaction Types.
Extended receipt have to new fields:
eVAS - Json receipt info

¢ TCC - Transaction Condition Code.

Long ip connect timeout reduced.
Test of network removed if connection is lost.

Test of network (netstat) if connection is lost.
Advices send to ecr if configured in psam by terminal.

Contactless transactions now supported and a callback for (early) amount is is-
sued. A new report added for contactless.

The flexdriver will now exit current method if a terminal sync is received during
transaction or administrative functions.

New flxTerminalProperties command for user input.

Relaxed windows error check for serial port connection.

Better handling of lost USB connection, after the transaction/admin result
0x10002 - VENT LIDT, PRQV IGEN, it's now possible to perform an adminis-
tration function by trying once more.

In the BinaryReceipt callback, sporatic application stop has been seen, this is
now fixed.

Better handling of lost USB connection, after the transaction/admin result
0x10002 - VENT LIDT, PR@V IGEN, it's now possible to perform the transac-
tion by trying once more.

fixAdministration(ADMIN_DOWNLOADPROGRAM retur SUCCESS if error set
to TEDO 0x5465446f.

ADMIN_DOWNLOADPROGRAM with IP routing now has the possibility to
change the behavior by setting some values using flxSetConfiguration.

Six new parameters can be used with flxSetConfiguration:
CONF_DOWNLOAD_TIMEOUT.

CONF_DOWNLOAD_BLOCK_SIZE.

CONF_DOWNLOAD_TIMEOUT_NEXT.
CONF_DOWNLOAD_BLOCK_SIZE_NEXT.
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Revision

3.5.02

3.5.01

3.5.00

CONF_DOWNLOAD_METODE.
CONF_DOWNLOAD_IP_ROUTING_RECV_BUFFER_SIZE.
fixCardTransaction/flxAdministration/flxldlelPforwarding now return FAILURE if
internal DLL error (>=0x10000) encounted.

IP routing problems with param and program download fixed.

Better handling of tracefiles in case of communication failure, so we have data to
look at.

Two new admin functions to get/set ip, port of external TeleDone server.
Problem with building Linux from source fixed.

Now we don’t hang on a program download if money still on terminal.

Time format of PtFxDrTr changed, so it matches flxComtrace.

Missing enums.

Better handling of TeleDone status.

Handling of Secure Hash to Electronic Receipts has been added.

Three new parameters can be used with flxSetConfiguration:
CONF_GUARDTIME.

CONF_RECEIPT_WIDTH.

CONF_PIP_TIMEOUT.

ECR connected via IP can now drop the IP connection or reboot terminal on
another port.

storebox.dk has been added as an electronic receipt.

Full terminal name is now displayed on terminal report.

Disconnect USB/serial: Try to get a new connection on the device in case of this
error instead of just stopping.

Added Check Card.

Admin function that will initiate a check of the icc cardreader and will return OK
if a card is detected in the reader.

To support prepaid scanned bar code in the terminal flexdriver (flxdrv.dll) now
have a new callback to put the scanned bar code to the terminal.

See "Gavekort Scan Bar Code" document for further details.

If terminal is in system error FFF6 or 5000 the flexdriver will issue an Admin
Update PSAM command — see 1.5.2.3 flxOpen function.

PSAM now controls all masking of carddata.

Callback to support Cashback amount so cardholder can receive cash — see
"The setExtendedAmount call-back function”.

Admin functions to get and set the terminals IP settings.
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Revision
3.4.02

3.4.00

3.3.00

3.1.00

3.0.00

2.5.00

2.3.00

2.2.10

2.2.01

2.2.00

Colorcode:

Clarifying that no "no receipt" / "ingen kvittering" no longer will appear from ter-
minal sw version 3.4.00.

Lock receipt discontinued, so no more "ingen kvittering" / "no receipt".
KeyEntry of transaction type.
Support for EIE.

Typos corrected, administrative functions added, setCardData mandatory.
Support for PSAM handled MSC track2 local cards.
Language support.

Version now follow the OCX version, new transaction types, new DCC menu
command.

CheckStopList now include status.

Local cards not applicable.

New callback cardData(...) to enable transaction types key purchase, key refund,
(key signature) and key authorization. EcrExtendedFunctions documentation.

New callback hostAdvice(...) to enable ECR applications to handle timeout of
host advises.

fixConnect and fIxOpen bug in return of value OPEN_NO_RECEIPT (0x13)
GetReceipt for the _stdcall interface is added Asw1Asw2.

Added transaction types with tokens, Authorization (Original or Supplementary),
Capture and Reversal (Authorization).

Gratuity.

Limit in first parameter in the pcbPrintReceipt callback function.

Check Stop List function.

fixldlelPforwarding function.

fIxGetlID function.

Additions since last release
Changes since last release
Removals since last release
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1.2 Hardware Overview

The terminal and ECR can communicate using an RS232 serial cable, connected between the
terminals ECR port and a COM/serial port on the ECR.

For communication with acquire and Verifone Denmark the terminal can either have Ethernet
cable connected or it can route IP communication via the RS232 cable through the ECR. The
last option requires the terminal to be configured for “IP routing via RS232”. The terminal is also
capable of communicating to the ECR by TCP/IP. When communicating by TCP/IP, no COM cable
is used, hence the ECR and terminal communicate by the local network.

POsS

Local Network

Point Download Systems

The figure shows an example of a normal setup. Only three YOMANI terminals are shown, but
there is no limit to the number of terminals in the network.
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1.3 Software Overview

The software interface is based on the ASN.1 TLV principle. This document describes a number
of tags and defining the information the tag holds. All transferred data objects are encoded in BER
TLV — and the document will give a description of the structure of the TLV data objects.

Finally, the tags are wrapped in the KISS Protocol and for Ethernet communication in the TCP/IP
Protocol.

The KISS Protocol is a serial byte oriented protocol, full duplex, asynchronous, and with no notion
of master or slave. It is described elsewhere. Software delivered by Verifone Denmark A/S has
been tested on Windows 7 (64 bit).

TLV object
| Protocol wrapping the [ containing the . :
ECR > TLV objects Open » Terminal
Command
-
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1.4 Functionality

The terminals functionality is fulfilling the CT-TRG-OTRS specifications which can be found at
Nets website. It is recommended for the ECR developer to read the merchant section in the
OTRS specification.

Terminal functions and options are configurable through parameter download from Verifone Den-
mark. Observe that functions and options are configured to support the wanted ECR functions,
e.g. if the ECR uses token transaction types the terminal must be configured to handle these
transaction types.

Please read the FAQ.pdf section “Important before a Certification”.

1.4.1 Initialisation

The initialization functions are used to make the terminal available to the users ECR. The functions
must be initiated from the ECR. Make sure the terminal has finished it's boot sequence before
issuing these commands, it cannot communicated to a connected or open command during the
boot sequence.

1.4.1.1 Connect

The connect command, can only be used in 'DISCONNECTED’, 'CONNECTED’, 'OPEN’, and
‘'COM_ERROR’ state.

The ECR must send a 2-byte compatibility number to verify its software compatibility. The terminal
replies with a 2-byte number. The first byte defines the software compatibility and the second byte
defines software changes, which does not affect compatibility.

1.4.1.2 Disconnect

The disconnect command, can be used in both ’'CONNECTED’ state and 'OPEN’ state, e.g. just
after the close command. The terminal display will change to ’Lukket’.

1.4.1.3 Open

The open command changes the text in the terminal display to "Terminalen er klar’. It can be used
if the terminal is in 'CONNECTED’, 'OPEN’ and 'COM_ERROR'’ state.

1.4.1.4 Close

The close command changes the text in the terminal display from "Terminalen er klar’ to "Velkom-
men’. It can only be used if the terminal is in ’'OPEN’ mode.

Observe that the order of these functions is Connect — Open ... application ... Close — Disconnect.
1.4.2 Transaction functionality

These functions are used to make transactions. If the transactions is keyentry added, the user
must enter carddata using the terminal keys.
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1.4.2.1 PIN purchase transactions

PIN based transaction can be initiated from either the terminal, by swiping a card, or from the
ECR, by sending purchase information to the terminal. If initiated from the terminal, the user must
enter the PIN code and wait for the amount from the ECR. If initiated from the ECR, the user is
requested to swipe/insert a card, enter a PIN code and press 'Godkend’.

1.4.2.2 Signature purchase transactions

Signature based transactions must be initiated from the ECR. After initiating the transaction the
user is requested to swipe/insert a card and approve the amount. This transaction type generates
two receipts, unless host rejects the transaction or a communication error occurs. In this case
only 1 receipt is generated. In case of successful host communication/verification, the first receipt
is generated by the terminal and sent immediately to the ECR. The receipt must be printed, the
user must sign and the operator must verify the signature. The second receipt is then generated
based on the operator’s decision (signature accepted/rejected). Signature verification is controlled
by the PSAM.

1.4.2.3 Signature refund transactions

Refund transactions must also be initiated from the ECR. After initiating the transaction the user
is requested to swipe/insert a card and (depending on PSAM decision) approve the amount. This
transaction type generates two receipts, unless host rejects the transaction or a communication
error occurs. In this case only 1 receipt is generated. In case of successful host communica-
tion/verification, the two receipts are generated by the terminal and immediately send to the ECR.
Both receipts must be printed, and the operator must sign the customer receipt.

1.4.3 Administrative functionality

The administrative functions are used to retrieve information from the terminal or set-up the ter-
minal. All administrative functions can only be initiated from the ECR. Here are some of them.

1.4.3.1 End of day functionality

The end of day routine must be called at least one time every 24 hours. It is used to empty and
balance the terminals Data store against the transaction inquirer host system. It is also used for
PSAM updates.

1.4.3.2 Unlock receipt functionality

Unlock receipt request is used to fetch a copy of the last receipt from the terminal Data store if the
terminal is locked in the NO_RECEIPT state. Booting the terminal will not unlock the terminal. It
is also not possible to make transactions in this state.

This command is not needed anymore since the terminal state “Locked in No Receipt” no longer
exists.
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1.4.3.3 Terminal report

The terminal report gives vital information on the terminal configuration, e.g. software and hard-
ware version, communication module etc.

1.4.3.4 Clock synchronization

The clock synchronization functionality is very useful when testing the terminal communication
capabilities, testing the connection to Nets and Verifone Denmark, or testing the connection in
case of communication errors during transactions.

1.4.3.5 Get DC Properties

Get DC properties are used to get the status of a previous transaction. The PSAM (version >= 50)
stores data of the last 8 approved transactions. This function will retrieve the data of a transaction
if the search key (STAN) matches.

1.4.4 The Connect and Open procedure

The terminal operates in many internal states, and it is only 'usable’ for the customer and the ECR
in the 'OPEN’ state. Notice that sequence of connect and open. When ending terminal operation
the application can issue the fxClose and flxDisconnect commands.
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1.4.5 Verifone Error codes

In addition to NETS errorcodes (aswiasw?2) the Flexdriver defines internal Verifone error codes
starting at 0x10000. The current codes can be found in flex.h.

// ERROR CODES

typedef enum ERR_E

{
ERR_UNKNOWN = 0x00010000,
ERR_TERM_NOT_READY,
ERR_NO_CONNECTION,
ERR_NO_RECEIPT_NOT_USED,
ERR_SW_NOTCOMPATIBLE,
ERR_NO_LICENSE,
ERR_TOKEN_TRANS,
ERR_SYSTEM_ERROR,
ERR_SPARE,
ERR_STATE,
ERR_TOKEN,
ERR_IP_ROUTING,
ERR_TRANSMISSION,
ERR_STOP_TIMEQOUT,
ERR_TLV_NOT_ALLOWED,

} ERRORCODE_TYPE;

1.4.6 Timer event callback

A new feature in version 2.1.01 is the timer callback method. The DLLs transaction and communi-
cation ’layer’ implements blocking timers, e.g. the KISS communication protocol on the serial port
retransmits every four seconds if the terminal for some reason do not acknowledge a received
frame, and worst case the DLL may block for 16 seconds. Enabling the timer event callback will
allow the application to avoid total blocking.

1.4.7 File operation

Transferring files to and from the terminal is possible with the fixGetFile, fixGetFiles, flxPutFile
and flxDeleteFile functions. Contact Verifone Denmark for more information of these func-
tions. No longer supported.

1.4.8 Language support

The Flexdriver will use an ascii textfile — fIxText.txt — for support of different languages, if the file
is present in the install directory.
For more information, see 1.B Appendix.
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1.5 The Flexdriver Interface

This section describes how to interface to the terminal using the Verifone YOMANI/XENTA Flex-
driver. The Flexdriver is a software component developed and supplied by Verifone Denmaek A/S
to simplify the integration for the ECR developer. The Flexdriver is programmed in C, and the
following is available for the Flexdriver software package:

e MS Win 32 Bit DLL
o flex.h header file
e Documentation

1.5.1 Callback principle

The Flexdriver contains methods, which ensures that the synchronization and format used in
the terminal is respected. The overall principle is based on ’callback’ methods, which must be
implemented in the software that interfaces with the Flexdriver.

So to use the Flexdriver, it is important that callback functionality is supported in the software
interfacing to the Flexdriver.

ECR ' Flexdriver
i
I=e my fundion "printR eceipt’ _| Cal'printReceipt when the
to give me the receipt ! i receipt isready
L= my fundion ' . .
| ) \ Call"gtatusi essage’ when the
Statushessage to give me the »- status changes
gtatus
|
!
B Hx

As seen above, the callback function is defined with respect to the Flexdriver. This means that the
Flexdriver is initialized with the callback functions that the interfacing software is using to process
the respectively functionality.
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1.5.1.1 Flexdriver function

This section describes the function used to setup the Flexdriver and initiate routines on the Ter-
minal. For up to date information consult the latest flex.h file.

Using functions with Visual Basic 6, the WINAPI is using the _stdcall naming convention. The
function name preceded by an underscore ( _ ) and followed by an at sign (@) and the size of the
functions arguments in bytes. No case translation is performed.

If not otherwise noted the flex functions will return SUCCESS = 0x00 if run successful, and
FAILURE = 0x01 if an error is encountered during processing. Additional an error code may be
supplied.

1.5.2 Initialisaton
1.5.2.1 fixInitCallback function

This function is used to setup the Flexdriver with the functions that the ECR uses to print receipt
etc.

Synopsis

void flxInitCallback( FLX_CALLBACK methodId, void* methodPtr );

Parameter description:
methodld informs the Flexdriver on which connection to use the method methodPir.
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The possible values for method_id are:
FLX_CALLBACK_SET_CARDDATA

FLX_CALLBACK_PRINT_RECEIPT
FLX_CALLBACK_DISPLAY_STATUS
FLX_CALLBACK_VERSIGCONFIRM
FLX_CALLBACK_ABORT
FLX_CALLBACK_ADVICEFLAG
FLX_CALLBACK_ADVICELOG

FLX_CALLBACK_MENU

FLX_CALLBACK_MENURESULT
FLX_CALLBACK_SET_AMOUNT
FLX_CALLBACK_SET_AMOUNT_FEE
FLX_CALLBACK_GET_AMOUNT_FEE

FLX_CALLBACK_SET_AMOUNT_GRATUITY

FLX_CALLBACK_GET BINARY RECEIPT
FLX_CALLBACK_EARLY STAN_PAN

FLX_CALLBACK_TIMER
FLX_CALLBACK_PUT_TOKEN
FLX_CALLBACK_GET_TOKEN
FLX_CALLBACK_CHECK_STOPLIST

FLX_CALLBACK_BREAK_IP
FLX_CALLBACK_CARD_DATA

Function which uses the PCI truncated card
number

Function to print the receipt

Function to display status messages
Function which verifies the signature
Function which aborts the transaction
Function which uses advice flags

Function to get a copy of terminal data store
operations

Function to display menus on the ECR dis-
play

Function to reply to selected menu

Function which delivers the amount

ECR calculates the fee in this function
Terminal calculates fee and delivers it in this
function

Function which delivers the gratuity amount
Terminal delivers a binary receipt

Terminal delivers transaction stan and PCI
truncated pan

Function to avoid timer blocking

Send a transaction Token to the terminal
Terminal delivers a transaction Token

ECR checks Stop List and delivers a autho-
rization code

Break fIxldleIPforwarding

Send carddata to terminal

Notice that callback methods must be initiated with flxInitCallback before the rest of the drivers
methods can be used. None of the callback methods used as argument to flxInitCallback must be
blocking (the functions must return promptly).

Example:

fixInitCallback( FLX_CALLBACK_SET CARDDATA, setCardData );
fixInitCallback( FLX_CALLBACK_PRINT_RECEIPT, printReceipt );
fixInitCallback( FLX_CALLBACK_DISPLAY_STATUS, printStatus );
fixInitCallback( FLX_CALLBACK_ABORT, abortTransaction );
fixInitCallback( FLX_CALLBACK_VERSIGCONFIRM, verSigConfirmation );
fixInitCallback( FLX_CALLBACK_ADVICEFLAG, adviceFlag );
fixInitCallback( FLX_CALLBACK_MENU, showMenu );

fixInitCallback( FLX_CALLBACK_MENURESULT, resultMenu );
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1.5.2.2 flxConnect function

Synopsis
int flxConnect( int EcrExtendedFunctions );

Parameter description:
EcrExtendedFunctions  bit 1 (0x02) if set preresult used
bit 2 (0x04) if set extended trace information
Return values
Always returning SUCCESS = 0x00

1.5.2.3 fIxOpen function
Synopsis

int flxOpen( void );

If terminal is in system error FFF6 or 5000 the Flexdriver will issue an Admin Update PSAM
command.

Parameter description:

No parameters.

Return values

CONNECT OK 0x00
OPEN_NO_RECEIPT 0x13
CONNECT_NO_INIFILE 0x01

CONNECT_INIFILE_READ_ERROR  0x02
CONNECT_COMPORTINITFAILURE  0x03
CONNECT_SW_NOTCOMPATIBLE 0x04

CONNECT_TERM_NOT_RESP 0x05
CONNECT_COMPORTOPEN 0x06
General flx error values

DATALINKERROR 0x07
FUNCTION_NOT_POSSIBLE 0x08
TIMEOUT IN_ COMMUNICATION 0x09
CONNECT_NO_LICENCE 0x0A
CONNECT _INTERNAL_ERROR 0x0B
CONNECT_SYSTEM_ERROR 0x0C
CONNECT_KISS _ERROR 0x0D

CONNECT_TLV_NOT_ALLOWED Ox0E

1.5.2.4 fixClose function
Synopsis
int flxClose( void );

Parameter description:
No parameters
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Return values
See 1.5.2.3 fIxOpen function.

1.5.2.5 flxDisconnect function

Synopsis
int flxDisconnect ( void );

Parameter description:

No parameters

Return values

See 1.5.2.3 fIxOpen function.

1.5.2.6 flxGetTerminalState function
Synopsis

int flxGetTerminalState ( void );

Cannot be used to detect close or disconnected states. The terminal has to be open to tell this.
Parameter description:

No parameters

Return value

Terminal state.

If state is 7 terminal is open and ready for new transaction or admin functions.

1.5.2.7 fixGetFile, fixGetFiles, flxPutFile, fixDeleteFile functions

Description

It is possible for the ECR to fetch the terminal data store and configuration files. The function
can only be used when the terminal is in IDLE mode, hence the ECR may not be ‘connected’.
No supported anymore.

1.5.2.8 fIxSetConfiguration function

Synopsis
int flxSetConfiguration( int Func, ... );
Description:
enum CONF_E
{
CONF_PARAM = 1, // Placement of inifile
CONF _TRACE, // Enable trace
CONF_EXTTRACE, // Enable extensive tracing
CONF_EXTTRACE_PLUS, // Enable extensive tracing with append
CONF_FILEPATH, // Define directory path for flxdrv.ini and trace files
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CONF_KISSPARAM,
CONF_NO_TRACE_AT_ALL=16,
CONF_RESETPORT,
CONF_GUARDTIME,
CONF_RECEIPT_WIDTH,
CONF_PIP_TIMEQUT,
CONF_DOWNLOAD_TIMEOUT,
CONF_DOWNLOAD_BLOCK_SIZE,
CONF_DOWNLOAD_TIMEQUT_NEXT,
CONF_DOWNLOAD_BLOCK_SIZE_NEXT,
CONF_DOWNLOAD_METODE,
CONF_IP_ROUTING_RECV_BUFFER_SIZE,
CONF_USE_GETTIMEOFDAY,
};
This function is used to setup the communication method in the Flexdriver.
If using CONF_FILEPATH, this call to flxSetConfiguration must be called before any other flx
functions.
Func: describes the additional parameters:
CONF_PARAM - the following parameters defines comtype (RS232 or IP), port or IP address
and baud or IP port.
CONF_USERINPUT - the following parameters defines how the terminal is configured for user-
input of accounttype, DCC or gratuity (ask Verifone Denmark).
Examples:
Example of how to set the Flexdriver to run RS232 with 19200 baud on COM port 1:

rc = flxSetConfiguration( CONF_PARAM, RS232_COMM, "COM1",19200 );
For Linux e.g. use:
rc = flxSetConfiguration( CONF_PARAM, RS232_COMM, "/dev/ttyl",19200 );

Example of how to set the Flexdriver to run TCP/IP to a terminal with IP address 192.168.0.37 on
port 2000:

rc = flxSetConfiguration( CONF_PARAM, ETHERNET_COMM, "192.168.0.37", 2000 );

An optional receiver timeout can be defined by adding a parameter (default is 500 ms).
rc = flxSetConfiguration(CONF_PARAM, ETHERNET_COMM, "192.168.0.37", 2000, 3000);
Example of how to define the file path to C:\(note that the path ends with "\\').

rc = flxSetConfiguration(CONF_FILEPATH, ETHERNET_COMM, "C:\\", 0);

Example of how to define user input:

rc = flxSetConfiguration(CONF_USERINPUT, 1, "1", 0);

Return values:
Return 0x00 for SUCCESS and 0x01 for FAILURE.
Three new parameters to be used with flxSetConfiguration.
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CONF_GUARDTIME is used to set the time before the DLL will initiate a new transaction/admin
on the terminal. The OTRS states 500 ms and this is the default. Values lower than 500 are not
accepted and will be set to 500.

Example of setting guard time to 750 ms:

flxSetConfiguration (CONF_GUARDTIME, 750, ComPortORIPAdress, 1);
// CONF_GUARDTIME = 18

CONF_RECEIPT_WIDTH is used to set the width of the receipts printed. Values lower than 24 is
not accepted, it will be set to 24.

Observe some admin functions use 48 chars per line, this will still be the case even if a value of
24 has been set.

Some admin functions center text, but the algorithm used doesn’t handle this well, so it is advised
to set the value to 24 before using the admin functions involved.

Example of setting receipt width to 48 chars:

flxSetConfiguration(CONF_RECEIPT_WIDTH, 48, ComPortORIPAdress, 1);
// CONF_RECEIPT_WIDTH = 19

CONF_PIP_TIMEOQOUT used by Verifone Denmark to tweak an internal timeout, don’t try to set
this without consulting Verifone Denmark first. Default is set to 70 ms.

Currently OCX doesn’t have support for this extra configuration.

ECR connected via IP can now drop the IP connection or reboot terminal on another port.
Handling of communication errors between ECR and terminal are improved, to minimize the need
for reboot of ECR or terminal to get the next transaction/administrative function started.

At boot the terminal listen for a new connection from the ECR, RS232/USB or IP. If an IP con-
nection is made, terminal will begin listen on port 2001 for a command, to either drop the IP
connection or to reboot.

The command can be sent via telnet but it have to be completed within 10 s, to be successful,
and only if the right data has been sent.

Where XXXXXX is the terminal identification

To drop the IP connection send

Droplp:00XXXXXX

To reboot the terminal send

Reboot:00XXXXXX

If the command is accepted by the terminal, it will respond with:

Dropping IP port 2000 on terminal 00XXXXXX

or

Restarts terminal 00XXXXXX — Wait 1 — 2 min.

The fIxdrv.dll has a new function to send the above commands.

Function:

int flxDropIp(char *ip_addr, char *terminal_ident, int to_do);
Tell the terminal to drop IP connection, making it ready for a new connect:

Input: ip_addr Terminals IP address
ex. 10.0.0.156
terminal_ident Terminal identifier
ex. 00990768 Must be 8 digits
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to_do Action terminal has to perform
0: Droplp Dropping terminals IP connection
1: Reset Restarts terminal

Qutput: 1 - SUCCESS - OK
0 - FAILURE - not OK

See Appendix 1.E Drop IP listing

To optimize ADMIN_DOWNLOADPROGRAM with IP routing it is now possible to change the
behavior by setting some values using flxSetConfiguration, the default values now work on all the
platforms we tried on.

Consult Verifone Denmark (development .hrv@verifone.com) if problems with
ADMIN_DOWNLOADPROGRAM with IP routing should occur.

CONF_DOWNLOAD_TIMEOUT

Timeout on first packet send to terminal

Default 125 ms

CONF_DOWNLOAD_BLOCK_SIZE

Block size on the first packet send to terminal

Default 1000 bytes

CONF_DOWNLOAD_TIMEOUT_NEXT

Timeout on all remaining packets send to terminal

Default 25 ms

CONF_DOWNLOAD _BLOCK_SIZE NEXT

Block size on all remaining packets send to terminal

Default 1000 bytes

CONF_DOWNLOAD_METODE

Method used for ADMIN_DOWNLOADPROGRAM

0. use timeout on first block only

1. use timeout on every block

2. No timeout

3. Auto DLL adjust block size and timeout

Default is set to 3.

CONF_IP_ROUTING_RECV_BUFFER_SIZE

Size used with ADMIN_DOWNLOADPARAM

Default 8191 bytes

CONF_USE_GETTIMEOFDAY

Our Linux LIB previous used time() for some internal timers giving a resolution of 1 second, now
we default use gettimeofday() for a millisecond resolution, like the Windows DLL.
If you wan't to go back to the old 1 second resolution timer, you can use the fIxSetConfigura-
tion(CONF_USE_GETTIMEOFDAY) to disable.

Example:
flxSetConfiguration(CONF_USE_GETTIMEQFDAY, O, ComPortORIPAdress , 1);
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A problem seen on Linux LIB with the 1 second timer: You are waiting for CardSwipe and the
BreaklP is only called once every second, giving a delay before you can start the transaction after
a card has been swiped/inserted, with the new timer, the BreaklP is called every 50ms

1.5.2.9 fIxSetTrace functionality
Synopsis

void flxSetTrace( int tracelLevel );

Description

There are four levels of tracing (defined in flex.h). All four levels generate text files located in the
same directory as the Flexdriver.

Make sure ECR has backup algorithm for the trace files, so they don’t grow to a size slowing
the transactions, you are unable to send trace files for analysis, depended on the number of
transactions copy/compress daily/weekly.

The low level communication on RS232/USB/Ethernet is written in: fixComTrace.txt.

The next level DLL commands, results etc. are written in: PtFxDrTr@VVVV.ixt, where VVVV is the
current DLL version number.

Files are usually found in the same folder as the fIxdrv.dll.

GONF—PARAM—=1 Placement-ofinifile Not supported anymore
CONF_TRACE Enable trace

CONF_EXTTRACE Enable extensive tracing
CONF_EXTTRACE_PLUS Enable extensive tracing with append
CONF_NO_TRACE_AT _ALL =16

1.5.2.10 fIxGetTrace functionality
Synopsis

int flxGetTrace( void );

1.5.3 Transaction
1.5.3.1 fIxCardTransaction function

Synopsis

int flxCardTransaction( FLX_TRANSTYPE transactionType,
FLX_AMOUNT amount,
int currencyCode,
unsigned char merchantInitiative,
const unsigned int *refno,
unsigned int *error );

Description:
fixCardTransaction is the method to use when initiating a ’Purchase’ on the Flex Terminal.
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transactionType: Describes the transaction type, possibilities are:

FLX _TRANS_ PURCHASE Debit transaction

FLX_TRANS_REFUND Credit transactoin

FLX TRANS_ORIGINAL _AUTH Original authorization, outputs a token

FLX_TRANS_ SUPL_AUTH Token based transaction

FLX _TRANS_CAPTURE Token based transaction

FLX_TRANS_ REVERSAL_AUTH Token based transaction

FLX _TRANS_PREPAID PURCHASE Debit prepaid transaction

FLX_TRANS_PREPAID_REFUND Credit prepaid transaction

FLX_TRANS_PREPAID_ORIGINAL_AUTH Orig auth prepaid transaction, no token
output

FLX TRANS_PREPAID_SCAN_PURCHASE Debit prepaid scan transaction

FLX _TRANS_ PREPAID _SCAN_REFUND Credit prepaid scan transaction

FLX _TRANS_PREPAID_SCAN_ORIGINAL_AUTH Orig auth prepaid scan transaction, no
token output
FLX_TRANS_CANCELLATION

FLX TRANS_CARDCHECK Card check

FLX_TRANS_POST_PURCHASE Post Purchase Request

FLX TRANS_ POST_REFUND Post Refund Request,
Amount

Describes the size of the amount in the smallest unit (are for DKK). It must always be a positive
value, also at refund transactions. The amount can also be delivered to the Flexdriver via the
setAmount callback routine. If the setAmount routine is used, the amount in the flxCardTransaction
function is ignored by the Flexdriver. It is also possible to use the getExtendedAmount callback
routine.

CurrencyCode
Describes the currency code according to “ISO 4217, e.g. DKK = 208 and EUR = 978.

Merchantlnitiative

Is compatible with “Merchant Initiative” in OTRS document, it is important to understand that it is
only a request to perform a transaction in a specific way, the request may be denied by card or
PSAM.

It could e.g. be relevant to request “SIGNATURE” if cardholder has forgotten the PIN code and
wants to use signature instead or to request “OFFLINE” if the network is down.
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MI_PIN = 0x00 (is actually “DEFAULT” which in most
cases is PIN)

MI_ONLINE = 0x50

MI_OFFLINE = 0x60

MI_FORCED_CVM = 0x80

MI_FORCED_PIN = 0x81
MI_FORCED_SIGNATURE = 0x82

Values can be combined by “Bitwise OR” so “FORCED_OFFLINE_SIGNATURE” would be:
01100000|10000010 = 11100010 (( 0x60|0x82 = OxE2))

If the type KEY_ENTRY is added to the transactionType, the terminal will ask for carddata -
cardnumber, expiration date and card verification number.

Using the FLX_TRANS_PREPAID_SCAN_PURCHASE transaction type, it's now possible to start
a Swipp transaction to a specific phone number given as a cardnumber like:

sw:45PPPPPPPP where sw tells it's a Swipp transaction, the 45 is the country code without the
normal plus, and the P’s are the phone number digits going to be used for the transaction.

Other country codes - shorter/longer phone numbers are allowed as long the maximum length of
the total string passed is 19 char or below. White space in the end is not allowed.

Refno parameter
Can be used for tracking transactions on the terminal. The terminal does not change the refno,
so it's up the ECR to keep track of transactions.

Error

A pointer to an error code, if any. The value can be all the values defined in the OTRS specification,
e.g. 1017 for wrong PIN code. Some of the error codes starting at 0x10000 are defined by Verifone
Denmark. The current definitions can be found in the flex.h file.

Return values for Nets transactions:

0x00 Transaction approved
0x01 Transaction is not approved (rejected, communication error or aborted)

Return values for Local Card transactions (use flxCompleteExtCardTransaction to complete)
0x10 Transaction approved
0x11 Transaction is not approved (rejected, communication error or aborted)

1.5.3.2 fIxCompleteExtCardTransaction function

Synopsis

int flxCompleteExtCardTransaction( int result )
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Description:

This function is used to complete a Local Card Transaction.

The result parameter must be 0x00 to approve the transaction and 0x01 to reject the transaction.
Return values

Return 0x00 for SUCCESS and 0x01 for FAILURE

Description

This function returns the current trace level

1.5.3.3 fIxGetID function

Synopsis

int fixGetID(void);

Description

This function returns the terminal ID as an integer, e.g. 990125. Return value: Terminal ID as
integer.

1.5.3.4 fIxGetSetExtendedEcrFunctions function

Synopsis

int flxGetSetEcrExtendedFunctions(char command, int * value);

Description

This function sets or returns the ECR Extended Function value. For more information of ECR
Extended Functions consult Verifone Denmark.

Command: Set 0x84, set to value
Get 0x85, get value
Return value: 0 if success
Non 0 if failure
value:
Bit
0. 0x0001 No PTAG_INFO during transaction
1. 0x0002 PRERESULT as TLV
2. 0x0004 Debuglinfo SEQNO, EVENT and FROMSTATE
3. 0x0008 Pre-connect to host
4. 0x0010 Print only PIN transactions in transaction-log
5. 0x0020 Print only approved transactions in transaction-log
6. 0x0040 Opel/Seb solution - No longer valid
7. 0x0080 Reply spaces in authcode on CheckStoplList
8. 0x0100 Card inserted signal to ECR
9. 0x0200 EMV 4.3a PDOL early amount needed

1.5.3.5 fixTerminalProperties function

Synopsis

char * flxTerminalProperties (int command, char *str, size_t length, uint *error);

Description
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Perform terminal properties (get or set commands). More info from Verifone Denmark.
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command: ADMIN_PROPS_GET - 1: str is output of terminal settings

str

ADMIN_PROPS_PREPECEIPT - 2: str is input with amount in ascii for Prereceipt
ADMIN_PROPS_DATASTORE - 3: str is input for datastore cleaning
ADMIN_PROPS_SET - 4: str is input param for flxAdministration function
ADMIN_PROPS_ADVICERECON - 5: str is input for advice reconciliation report
ADMIN_PROPS_BATCH - 6: str is input for setting batch number
ADMIN_PROPS_GET_LABELS - 7: str is empty
ADMIN_PROPS_EVENTLOG_SEND - 8: str is syslogserverip for send eventlog
ADMIN_PROPS_EVENTLOG_DELETE - 9: str is syslogserverip for send and re-
move eventlog

ADMIN_PROPS_SETIP_SETTINGS - 10: str is input for setting terminals IP
ADMIN_PROPS_GET_EXT_LABELS - 11: str is empty
ADMIN_PROPS_SETTELEDONE_SETTINGS - 12: str is input for setting IP/Port
to server going to be called after teleload has been done on terminal
ADMIN_PROPS_USER_INPUT - 13: str is input for
<min>,<max>,<textid1>,<textid2>,<timeout> e.g. "1,12,550,551,60"

user can enter minimum 1 and max 12 digits

and display textid 550 and 551 (contact Verifone for valid txtid)

within time of 60 seconds.

Return entered digits error is 0 or null and error is 0 or ERR_STOP_TIMEOUT

Ex. If you make a marketing survey, where you want to ask the customer for the
postal code, always 4 digits long (DK), to avoid delaying the transaction for a long
periode the timeout is set to 30 secounds.

You send:

4,4 textid1,textid2,30
The screen could look something like:

Your Company Name
Enter postal code:

— pointer to csv ascii string

: <AMOUNT>,<CURRENCYCODE>

: <PSAMID>,<RECORDID>,<FILENUMBER>,<STAN>

: <PARAM1>,<PARAM2>,...,.<PARAMX>

: <ADVICE_FILE_INDEX>

: <BATCHNR1>,<CURRENCY1>,...,<BATCHNRX>,<CURRENCYX>

ONODUAWN =

: <SYSLOGIP>

9: <SYSLOGIP>

10:<IP >,<SUBNET >,<GATEWAY>,<DNS1>,<DNS2>,<DOMAIN >
11: 49

12:<IP >,<Port >

13:<MIN >, <MAX >, <TEXTID1 >, <TEXTID1 >, <TIMEOUT >



length length of string str

Return: null if command not valid or str too short or command fail.
1: pointer to ascii csv str including properties
<TERMINALID>,<RECEIPTTYPE>,<GRATUITYMODEL>,<DCC>,
<TOKEN>,<PREPAID>,<KEYENTRY>,<OFFLINE>,<IP ROUTING>,
<MERCHANTNUMBER>,<MERCHANTNAME>,<MERCHANTCITY>,
<MERCHANTADDRESS>,<MERCHANTZIP>,<MERCHANTPHONE>,
<MERCHANTBRN>,<FLXTRACELEVEL>,<LANGUAGE>,<VAT>,
<USERINPUT>,<COUNTRYCODE>,<DEFAULTCURRENCY >,
<CONTACTLESSFLAGS>, <TERMINALTYPE>,<DCCMARKUP>,
<TCS>,<SOFTWARE_VERSION>,<CDP>,<PSAM_CDP>,
<HARDWARENAME>,
<EIE>,<PSAM_EIE>, <ISSUER_ENVELOPE_NON_EMV_SIZE>,
<ISSUER_ENVELOPE_EMV_SIZE>,
<TOTAL_ISSUER_ENVELOPE_NON_EMV_SIZE>,
<TOTAL_ISSUER_ENVELOPE_EMV_SIZE>,
<ERECEIPT_SCHEMES>,
<PSAM_VERSION>

See Appendix 1.C Terminal Properties
2 — 6: str or text NULL
8-9:

1.5.3.6 fIxGetDCProperties functionality
Synopsis
int flxGetDCProperties( int stan, STAN *pStan, DC_RESULT *dcRes );

Description
This function returns the status and data (DC_RESULT) of previous approved transactions stored
in the PSAM. This function is implemented as separate Administration functions.

1.5.4 Administration

1.5.4.1 flxAdministration functions

int flxAdministration( FLX_ADMIN_FUNCTION func, unsigned int *error );

This function is used to initiate administrative functions on the terminal. The flex.h file encloses
an enumerated list of the functions. Each adminFunction definition (see flex.h) is described in the
following sections.

Error is a pointer to an error code, if any. The value can be all the values defined in the OTRS
specification, e.g. OxFFF3 for system error. Some of the error codes are defined by Verifone
Denmark. The definitions can be found in the flex.h file:

Error codes
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ERR_TRANSMISSION added.

// ERROR CODES

typedef enum ERR_E

{
ERR_UNKNOWN = 0x00010000,
ERR_TERM_NOT_READY,
ERR_NO_CONNECTION,
ERR_NO_RECEIPT_NOT_USED,
ERR_SW_NOTCOMPATIBLE,
ERR_NO_LICENSE,
ERR_TOKEN_TRANS,
ERR_SYSTEM_ERROR,
ERR_SPARE,
ERR_STATE,
ERR_TOKEN,
ERR_IP_ROUTING,
ERR_TRANSMISSION,
ERR_STOP_TIMEOQOUT,

ERR_TLV_NOT_ALLOWED,
} ERRORCODE_TYPE;

Return values are SUCCESS or FAILURE, with error set.

If terminal is has IP routing enabled, the flxAdministration(ADMIN_DOWNLOADPROGRAM) will
now call the flxldlelPforwarding (1 to enable IP routing) and the flxAdministration wait for the
teleload to be perform before it return, with the status of the download. The result of the flxAdmin-
istration will indicate the teleload was done, and error will be set to TeDo = 0x5465446f.

A display message during the teleload will tell the status of the download, the same as the mes-
sage send to the server below.

If BreaklP callback has been set, the sync will have the value TeDo = 0x5465446f and you should
set the result to 1 to break the flxldlelpforwarding. If not this is handled by the DLL internally.

If the terminal is configured to run with the terminals build in Ethernet, it's possible to have a
TeleDone entry in the terminal with information about an external server / port to be called by the
terminal after a program download has been done.

The fIxAdministration(ADMIN_DOWNLOADPROGRAM) will return and connection to the terminal
will be lost, so one have to either wait a long time or get a signal from the external server telling
the teleload has been done.

The external server will receive a message and the connection closed, no reply expected.

The message contains a html line:

<PointSay>text2 = "TELELOAD FARDIG" text3 = " SUCCESS - 01"</PointSay>

Or on error ex.

<PointSay>text2 = "TELELOAD FEJL" text3 = " ERROR - 5a"<PointSay>

1.5.4.2 Endofday (balancing/clearing) routines

Value
ADMIN_ENDOFDAY
Description
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This value will initiate a balancing routine on the terminal and prints a transaction report on the
Merchant Unit Printer. Endofdaylog will also deliver the log, which is a short summary of each
transaction. The endofday/endofdaylog must be called (either by the person operating the Mer-
chant Unit or automatically) at least once every 24 hours. This routine includes emptying of the
terminals transactions database against the host (Nets), plus an update of the PSAM. Notice that
the status can be approved even though the terminal does not connect to Nets. NB: If the ECR
does not log every transaction electronically, the ADMIN_ENDOFDAYLOG must be used.

Note that in some error situations, the line length of the transaction record is twice the length of
the regular reports, (48 chars. vs. 24).

1.5.4.3 Endofdaylog routine

Value

ADMIN_ENDOFDAYLOG

Description

If the ECR does not log every transaction electronically, the ADMIN_ENDOFDAYLOG must be
used.

This value will initiate the same routine as the ADMIN_ENDOFDAY. In addition it will attach a
record for all balanced transactions. Note that the line length of the transaction record is twice the
length of the regular reports, (48 chars vs. 24).

1.5.4.4 Terminal report routine

Value

ADMIN_REPORT_TERMINALREPORT

Description

This function fetches the terminal report. The terminal report includes vital information regarding
the terminal SW version, communication card etc.

1.5.4.5 Transaction totals report

Value

ADMIN_REPORT_TOTALS

Description

This function fetches the transaction totals in the terminal.

1.5.4.6 Transaction log report

Value

ADMIN_REPORT_LOG

Description

This function fetches the complete transaction log in the terminal.
1.5.4.7 Old log routine

Value
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ADMIN_REPORT_OLDLOG

Description

The ADMIN_REPORT_OLDLOG fetches the summary of transaction and the log from the previ-
ous endofday.

1.5.4.8 Receipt functions

Values

ADMIN_LASTRECEIPT and ADMIN_UNLOCK_RECEIPT

Description

ADMIN_UNLOCK_RECEIPT is used to unlock terminal if it is locked in “NO RECEIPT” state.
NOTE: This state no longer appears from version 3.4.00 and the function will not be needed.
ADMIN_LAST_RECEIPT will fetch the stored receipt (if any) from the terminal.

1.5.4.9 Clock synchronization routines

Value

ADMIN_CLOCKSYNCNets or ADMIN_CLOCKSYNCPOINT

Description

These routines synchronize the clock in the terminal. The routines can be used to ’test’ the con-
nection to Nets and Verifone Denmark and are very useful during terminal setup. The clock syn-
chronization to Verifone Denamrk will set the time, date and year. The clock synchronization to
Nets will only set the time and date.

1.5.4.10 Download routines

Values

ADMIN_DOWNLOADPARAM, ADMIN_DOWNLOADTLCMDB,
ADMIN_DOWNLOADPROGRAM, ADMIN_UPDATEFEETABLE,
ADMIN_UPDATEPSAM, ADMIN_UPDATEDCCRATES, ADMIN_GETSALT
Description

These functions are used to download files to the terminal.
ADMIN_DOWNLOADPROGRAM is used to fetch the terminal software. This software is common
to all YOMANI/XENTA terminals.

ADMIN_DOWNLOADPARAM is used to fetch terminal specific parameter files.
ADMIN_DOWNLOADTLCMDB is used to get the communication file.
ADMIN_UPDATEPSAM is used (with IP routing) to update the PSAM.
ADMIN_UPDATE_DCCRATES updates the DCC rates.

ADMIN_GETSALT is used with "Handling of Secure hash to Electronic Receipts".

1.5.4.11 Contrast routines

Values
ADMIN_CONTRASTUP or ADMIN_CONTRASTDOWN
Description
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These function are used to increase or decrease the contrast level in the terminal display.

1.5.4.12 Clear data store routine

Value
ADMIN_CLEARDATASTORE
Description
This function clears the terminal data store, which is:
e Any stored receipt(s)
e Logs and reports (current and earlier)
e Any pending PSAM update replies
e All unbalanced transaction data
This function must be password protected to avoid clearing the terminal data store unintentionally.

1.5.4.13 Restore TLCMDB routine

Value

ADMIN_ADMIN_RESTORETLCMDB

Description

This function can be used to restore the communication file (TLCMDB) to default settings.

1.5.4.14 Restart terminal routine

Value

ADMIN_RESTARTTERMINAL

Description

This function restarts the terminal. The terminal only accepts this function in OPEN mode. Com-
munication with the terminal ends, and must be reinitialized.

1.5.4.15 Send log routine

Value

ADMIN_SENDLOG

Description

This function sends the terminal data store and logfiles to Verifone Denmark Server System.

1.5.4.16 Eject card routine

Value

ADMIN_EJECTCARD

Description

This function can be used to force an eject of a card in the motorized card reader attached to the
SPIN terminal. The function is not used in conjunction with YOMANI/XENTA terminals.
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1.5.4.17 Print msc routine

Value

ADMIN_MSC

Description

This function is used to fetch the card range table in the terminal. This function is for future use.

1.5.4.18 Backlight on routine

Value

ADMIN_BACKLIGHT_ON

Description

This function is used to turn on the terminal light.

1.5.4.19 Backlight off routine

Value

ADMIN_BACKLIGHT_OFF

Description

This function is used to turn off the terminal light.

1.5.4.20 Network Report

Value

ADMIN_NETWORK_REPORT

Description

This function is used to check the network and print a report.

1.5.4.21 Rates Report

Value

ADMIN_RATES_REPORT

Description

This function is used to print a DCC currency rates report.

1.5.4.22 Exclude datastore record with specific stan routine

Value

ADMIN_EXCLUDE_DATASTORE_RECORD_WITH_STAN

Description

Use fIxTerminalProperties( ADMIN_PROPS_SET ) to set the STAN and use
fixTerminalProperties(ADMIN_EXCLUDE_DATASTORE_RECORD_WITH_STAN )

to remove a faulty advice from file5.

Alternatively you could use flxTerminalProperties( ADMIN_PROPS_DATASTORE )

to set the STAN and call the

fixAdministation( ADMIN_EXCLUDE_DATASTORE_RECORD_WITH_STAN ) in one call.
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1.5.4.23 Advice Forwarding routine

Value

ADMIN_ADVICEFORWARDING

Description

This value will initiate an emptying of the Terminals transactions database against the host (Nets).
No data will be printed.

1.5.4.24 Report file5 Status routine

Value

ADMIN_REPORT_FILE5STATUS

Description

This value will initiate printing of File5 Status report on the Merchant Unit Printer.

1.5.4.25 Report Advice Reconciliation Report routine

Value

ADMIN_GETADVICERECON

Description — need parameter:

Use flxTerminalProperties( ADMIN_PROPS_SET to set the parameter ) and call fixAdministation
( ADMIN ADMIN_GETADVICERECON )

or

Use fIxTerminalProperties( ADMIN_PROPS_ADVICERECON to set the parameter and automatic
call fixAdministation ( ADMIN ADMIN_GETADVICERECON )

Parameter is ASCII string with number 0 to 12.

0 — To get advice reconciliation report on current advice file.

1 — To get advice reconciliation report on advice file after one end of day (EOD)

2 — To get advice reconciliation report on advice file after 2 EOD’s.

12 — To get advice reconciliation report on advice file after 12 EOD’s

1.5.4.26 Set Batch Number routine

Value

ADMIN_SET BATCH_NUMBER

Description

Need parameter:

Use fIxTerminalProperties( ADMIN_PROPS_BATCH, ) to set the parameter
To set a batch number use this format:

CURR, NAME

for parameter.
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Where CURR is one of the texts
DKK, ISK, JPY, NOK, SEK, CHF, GBP, USD, EUR

And NAME is a text up to 12 characters long.
To go back to default — terminal selects batch numbers — set the first 4 characters of parameter to
AUTO.

1.5.4.27 TCS report routine

Value
ADMIN_REPORT_TCS
Description

Contact Verifone Denmark.

1.5.4.28 get Salt

Value

ADMIN_UPDATESALT

Description

Update salt value for Handling of Secure hash to Electronic Receipts — contact Verifone Denmark.

1.5.4.29 Print the Event report

Value
ADMIN_EVENTLOG_PRINT
Description

Print the PCI eventlog report.

1.5.4.30 Send the Event report

Value

ADMIN_EVENTLOG_SEND

Description

Send the PCI eventlog to a syslog server UDP/514, with IP address that you provide.

Terminal must not use IP routing, to get the eventlog in case of IP routing, ask Verifone Denmark
to change the terminals setup to NO IP routing, make a param download, connect the terminal to
the network with an Ethernet cable, make the ADMIN EVENTLOG SEND, ask Verifone Denmark
to change back the terminals setup to IP routing, make a param download, remove the Ethernet
cable from the terminal.

1.5.4.31 Delete the Event report

Value
ADMIN_EVENTLOG_DELETE
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Description

First we try to send the PCI eventlog to a syslog server UDP/514, with IP-address that you provide,
next we delete the PCI eventlog. Could be used if the terminal is short of space and you do not
want to keep the eventlog.

Terminal must not use IP routing, to get the eventlog in case of IP routing, ask Verifone Denmark
to change the terminals setup to NO IP routing, make a param download, connect the terminal to
the network with an Ethernet cable, make the ADMIN EVENTLOG SEND, ask Verifone Denmark
to change back the terminals setup to IP routing, make a param download, remove the Ethernet
cable from the terminal.

1.5.4.32 The TPROPS CVS report routine

Value

ADMIN_REPORT_TPROPS_CVS

Description

Get and save the Terminal Properties used in the flexDriver to control Extended Issuer Envelope
(EIE). Format is the same as in flxTerminalProperties.

1.5.4.33 Get IP Settings

Value

ADMIN_GETIP_SETTINGS

Get the terminals IP settings.

Format: IP;SUBNET;GATEWAY;DNS1;DNS2;DOMAIN;DHCP

1.5.4.34 Set IP Settings

Value

ADMIN_SETIP_SETTINGS

Sets the terminals IP settings.

Format: IP;SUBNET;GATEWAY;DNS1;DNS2;DOMAIN;DHCP

1.5.4.35 Download Images

Value

ADMIN_DOWNLOAD_IMAGES

Description

Download images from Verifone Denmark’s host to terminal. For more info see Appendix 1.G.

1.5.4.36 Check Card

Value
ADMIN_CHECK_CARD
Description

51



After a successful transaction this admin can be called repeatedly until the customer has removed
the card from the ICC reader in the terminal. A minimum of 500 ms should pass before calling
ADMIN_CHECK_CARD.

This value will initiate a check of the ICC card reader and will return OK if a card is detected in
the reader.

Use fIxldlelPforwarding(3) to wait for card swipe.

Return

If card in reader, SUCCESS (0) is returned, is card removed FAILURE (1) is returned.

1.5.4.37 Get TeleDone

fixAdministration(ADMIN_GETTELEDONE_SETTINGS)

Will produce a receipt like this

stk ke ok sk ok sk sk ok sksk sk ok sksk sk ok sksk sk ke sksk sk ke sksk sk sk sksk ok sksk ok sk ok ok
TELEDONE Settings Rapport

3k 3k 3k 3k 3k 5k >k 3k 3k >k 3k 3k 5k >k 3k 5k >k 3k 3k 5k 3k 3k 3k >k 3k 3k >k sk Sk ok ok 3k ok ok sk k ok sk kok ok kok ok kk

I1P;10.0.0.123

PORT ;2001

skeskook ke ok skok ok sk s ok sk sk ok sk sk ok sksk sk ok sksk sk ok sksk sk sk sk sk sk sk sk ok sk ok ok

or if nothing set

skeskosk ke ok sk e ok sk s ok skok sk ok sksk sk ok sksk sk ok sksk sk ok sksk sk sk sk sk sk sk sk ok sk ok ok
TELEDONE Settings Rapport

skeskosk ke ok sk ok sk sk ok sksk sk ok sksk sk ok sksk sk ok sksk sk ok sksk sk sk sk sk sk sk sk sk sk ok ok

IP;

PORT;

3k 3k >k >k 3k 5k >k 3k 5k >k 3k 5k >k >k 3k 5k >k 5k 5k 5k 5k 5k 5k >k 3k 5k >k >k 5k 5k >k 3k 5k >k %k 5k >k >k 3k >k %k >k ok >k %k k

1.5.4.38 Set TeleDone

fixAdministration(ADMIN_SETTELEDONE_SETTINGS)

If TCP/IP communication used and you run the administrative function
ADMIN_DOWNLOADPROGRAM, the terminal will try to send a message to a server after the
terminal has been updated (Teleload has been done)

ADMIN_SETTELEDONE_SETTINGS will set the IP address, Port of the server to be called, first
you must set the IP address, Port using flIxTerminalProperties( ADMIN_PROPS_SET)

you can use the

fiIxTerminalProperties( ADMIN_PROPS_SETTELEDONE_SETTINGS) to set the IP,Port and a call
to fixAdministration(ADMIN_SETTELEDONE_SETTINGS) is done before flxTerminalProperties
exits. (Only one call needed)

The IP,Port has to be in this format:

IP,Port

Ex. Server has IP: 10.0.0.123 and listen on Port: 2001

10.0.0.123,2001

A receipt is printed like this
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ook ook sk ok ok ook ok ok ok ok ok sk ook ok sk ok ok ok sk sk ok ok ko ok ok ok ok ok ok ok ok

Set TELEDONE Settings Rapport
stk ok ok sk ok sk sk ok sksk sk ok sksk sk ok sksk sk ke sksk sk sk sk sk ok sk sk ok sksk ok skok ok

Success - TeleDone selected
IP;10.0.0.123
PORT ;2001

Sk >k 3k 3k Sk 3k ok 3k ok 3k ok Sk ok Sk >k ok >k ok 3k sk 3k ok sk ok Sk ok Sk sk Sk >k Sk sk ok 3k ok sk ok Sk ok Sk ok ok sk k kok
To remove the entry use only the comma (both IP and Port empty)

and the receipt will look like this
5K 5k 5K 5k >k ok >k ok 5k sk k sk 3k sk 3k 5k 3k ok 5K oK ok 5K 5k ok >k ok ok ok ok 3k k 3k 3k 3k 3k 3k ok ok ok 5K oK K K K Kk

Set TELEDONE Settings Rapport
stk ok ok sk ok sk sk ok sksk sk ok sksk ok ok sksk sk ke sksk sk sk sksk sk sksk ok sksk ok skok ok

Success - TeleDone TLCMDB entry removed

3k 3k >k 3k 3k ok >k 3k sk ok 3k Sk ok >k Sk sk >k Sk kook 3k Sk sk >k sk sk ok sk Sk ok sk Sk sk ok sk k ok sk ko sk kok ok kk
The message send to the server from the terminal will look like this

<PointSay> text2="TELELOAD END" text3=" SUCCESS - 00"</PointSay>
in case of no download or error
<PointSay> text2="TELELOAD ERROR" text3=" ERROR - 01"</PointSay>

1.5.4.39 Short Contactless Terminal report routine

Value

ADMIN_REPORT_CTLSREPORT_SHORT

Description

This function makes report with contactless limits of last transaction. Limits are used to configure
contactless verification tool.

1.5.4.40 User input Terminal report routine

Value
ADMIN_USER_INPUT
Description

Contact Verifone Denmark.

1.5.4.41 Obsolete Terminal report routine

Value
ADMIN_SWIPP_ID
Description
Obsolete - Don'’t use
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1.5.4.42 Long Contactless Terminal report routine

Value

ADMIN_REPORT_CTLSREPORT_LONG

Description

This function makes report with contactless limits and all data of last transaction. Very long about
1500 lines.

1.5.5 Idle/IP
1.5.5.1 fixldlelPforwarding (fIxldle) function

Synopsis

int flxldlelPforwarding(int syncronize, int *error ); or int flxldle(int syncronize, int *error );
Description

This function is intended for use if the terminal used ip forwarding, sending ip traffic through the
ecr or if the ecr want to pickup a card inserted event.

If e.9. a new PSAM is installed in the terminal, the ecr must forward ip traffic during PSAM instal-
lation after terminal reset. This function will repeatedly call the callback function pcbBreaklP.
Synchronize: If 1 the function will look for a synchronization frame from the terminal, and when
found it will continue forwarding ip traffic until the callback function pcbBreaklIP returns 1. If O the
function will not look for the synchronization frame, but continuously forward ip traffic. If 2 the
function will return CARD_SWIPED, when card swiped or inserted.

If 3 the function will call callback FLX_CALL_CARD_SWIPE, when card swiped or inserted, and
run until pcbBreaklP return 1.

fiIxSetEcrExtendedFunction(0x100), must be called once before start of flxldlelPforwarding(3).
*error: Pointer to error returned (ERR_IP_ROUTING).

enum ERR_E
{
ERR_UNKNOWN = 0x00010000,
ERR_TERM_NOT_READY,
ERR_NO_CONNECTION,
ERR_NO_RECEIPT, (Not relevant from terminal SW version 3.4)
ERR_SW_NOTCOMPATIBLE,
ERR_NO_LICENCE,
ERR_TOKEN_TRANS,
ERR_SYSTEM_ERROR,
ERR_KEY_TRANS,
ERR_STATE,
ERR_TOKEN,
ERR_IP_ROUTING,
ERR_TRANSMISSION,
ERR_STOP_TIMEQUT,
ERR_TLV_NOT_ALLOWED,
}

Return value: The function returns SUCCESS or FAILURE when pbcBreakIP not defined, or
CARD_SWIPED.
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1.5.6 Token
1.5.6.1 fixReadToken() function

Synopsis
int fixReadToken (int what, char *tokenfile, uint *error);
Description
This function reads the unencrypted part of a transaction token.
what: 0: token data **
Data: <type >,<ver > ,<aid>,<amount>,<curr>,<exp>,
<VPKca>,<VK>,<ALGH>, <Merchant>,
1: additional token data
Data <feepercent>,<cvm>,<OriginalRefNo>,
2: dcc token data
<dccamount>,<dccamountfee>,<dccamountextra>,<dcccurr>,<exp>,
<dccrate>,<clerkid>,
tokenfile: Tokenfilename
error: error code non zero (ERR_TOKEN) if token not found.
Return value: string

Example:
token data: 'EMV,1,A0000000031010,457,USD,2,02,01,01,0107601100,
** see OTRS for more information.

1.5.7 Callback
1.5.7.1 verSigConfirmation callback routine

Synopsis
int verSigConfirmation( void );

Description

verSigConfirmation is used to approve/reject signature transactions. As an example, it could be
implemented so the operator e.g. presses 'F1’ for approval and 'F2’ for rejected. The PSAM de-
cides if this functionality is used or not. If it is not called and the transaction is approved, both
receipts will be sent from the terminal straight away. If a fake signature is given, the operator must

run a refund.
Return values:

SIGNATURE_OK 0x01
SIGNATURE_NOTOK 0x00
SIGNATURE_NOTKNOWNYET 0x02 // return 2 if the operator hasn’t pressed ok/notok

1.5.7.2 setCardData callback routine

Synopsis

int setCarddata( const char *cPan, int cardType );

Description
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Mandatory function.

setCarddata is used by the Merchant Unit SW to reject certain types of credit cards. E.g. if a
customer wishes to get some cash together with the purchased item, then the Merchant Unit
should ensure that the swiped card isn’t a credit card. Otherwise the store will give the customer
credit.

The cPan parameter delivers the first 8 digits of the track2 number (PCI padded) which is encoded
in the ASCII format.

If a fee.ini file is present in the terminal, the cPan also delivers the CRC number of the card. The
CRC number (e.g. 1 for Dankort) is separated from the 8 digit pan by a comma. The ’cardType’
parameter is used to inform which card is swiped/inserted. Values are 0x00 for Nets related cards
and 0x01 for other cards (e.g. Local cards). Also if configured the ereceipt token and hash values
are delivered in cPan as an commaseparated ascii string, the format of the string is:

’<masked-pan>,<crc>,<storebox.dk-token>,<ekvittering.dk-token>,
<nets-storebox.dk-hash>,<nets-ekvittering.dk-hash>,<nets-spare-hash>’

e.g: masked pan, crc and two Verifone Denmark ereceipt tokens and no nets psam hash values
?457199AAAAAA3429,1,
bcb64439b3b8abe697933db30a43c37cadad44212637f£18bf0166a7ee0648ce,
2£40b9ab58c9dd80d356£4b938dbea21d27£dc9cb5£476d28f0c4e9f296652e59D, , ,°

Return values:

CARDNUMBER_NOTOK 0x00
CARDNUMBER_OK 0x01
CARDNUMBER_OK_AMOUNTOTHER 0x02
CARDNUMBER_OK_CONFIRM 0x03 // External card confirm...
CARDNUMBER_OK_ECR_ACTIONO 0x04
EARDNUMBER_OK_ECR_ACTION1 6 0x14
EARDNUMBER_OK_SILENTABORT 0x80

1.5.7.3 printReceipt callback routine
Synopsis

int printReceipt( unsigned int receipt_status, const char* cText );

Description

printReceipt prints a formatted receipt or report on the Merchant Unit Printer. Text is coded as ISO
8859-15 and is 0 terminated. The cText parameter has a maximum length of 16385 characters
incl. \0’. If a larger text must be printed it is divided in smaller segments.

Normal the length of cText is below 2000, but if receipt width is set via SetConfiguration more
characters will be used.
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The printReceipt must return the result of the receipt printing. If 0x00 is returned signaling an error
condition the terminal will enter a no print state, which must be unlocked with the administrative
function unlock receipt, before further transactions can be performed.

Since terminal sw version 3.4 the “no print state” has been discontinued. The receipt_status pa-
rameter can be used to control when to cut the receipt. It is 0x01 if there are missing segments
(e.g. during ADMIN_REPORT_LOG) and 0x0 if it is the last/whole segment (all transaction re-
ceipts). If it's 0x02 the receipt needs (signature) verification — must be printed (the dll may also
call the menu callback_function). You can use bit 1 (0x00/0x01) as cutting information. This func-
tion must be implemented.

Return value

Return RECEIPT_OK = 0x01 for receipt received and printed OK, and RECEIPT_NOTOK = 0x00
for error condition.

1.5.7.4 printStatus callback routine

Synopsis
void printStatus( const char cStat[21], unsigned int line );

Description

printStatus is used to show the terminals statuses on the ECR Display. The Flexdriver automati-
cally calls printStatus when the status changes.

cStat is coded as ISO 8859-15 and is 0 terminated with a maximum length of 21 incl. "\0’.

The ‘line’ parameter is the terminal suggestion to which status line the text should be placed. Four
lines are supported in the terminal. Values are 0x01 for line1, 0x02 for line2 etc. This function is
mandatory to implement.

Return value

None

1.5.7.5 abortTransaction callback routine

Synopsis
int ecrAbortTransaction( void );

Description

abortTransaction can be used by the Merchant Unit software to abort Transactions. During trans-
actions the Flexdriver repeatedly calls the abortTransaction function. Notice that even though the
Merchant Unit SW tries to abort a Transaction, it might not be aborted. It is the terminal, which
decides if the Transaction is aborted, or not. This function is mandatory to implement.

Return values

Return OPERATORWISHTOABORT = 0x01 if the operator wish to abort and
OPERATORDONOTWISHTOABORT = 0x02 if the operator do not wish to abort.

1.5.7.6 adviceFlag callback routine

Synopsis

57



void adviceFlag( void );

Description

This callback routine is called if the host indicates that a balancing/endofday routine must be
called.

This means that the ECR must not be able to run further transactions before the endofday routine
is run and approved. This function is mandatory to implement. (See new supplemental callback
function 1.5.7.20 HostAdvice callback routine.

Return value

None

1.5.7.7 setAmount callback routine

Synopsis
FLX\_AMOUNT setAmount( void );

Description

This callback routine fetches the amount from the ECR. If this function isn’t initialized in the flx-
InitCallback function, then the amount from the flxCardTransaction is used.

Return value

The transaction amount. The returned value must be the smallest available unit for given currency
(ore for DKK).

1.5.7.8 getAmountFee callback routine

Synopsis
void getAmountFee( FLX_AMOUNT fee );

Description

If the ECR isn’t able to calculate a fee, the terminal can make the calculations and send it
to the ECR. To do this, the ECR must initialize and implement this function (initialized with
FLX CALLBACK_GET_AMOUNT_FEE). The callback function is called when the fee amount
is calculated by the terminal. The fee parameter is in gre.

Return value

None

1.5.7.9 setAmountGratuity callback function

Synopsis
FLX\_AMOUNT setAmountGratuity( void );

Description

This callback routine fetches the gratuity amount from the ECR (only active gratuity model 4 for
transaction type capture).

Return value

The gratuity amount. The returned amount must be the smallest available unit for given currency
(ore for DKK).
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1.5.7.10 Menu callback function

Synopsis

void Menu( unsigned char command, int timeout,
unsigned char lines, const char menus[]J[ 21 ] );

Description

This function is currently used to display information to the operator, e.qg. if or if not an EMV card

is placed correctly in the terminal and for DCC selection.

The selected answer is given in the setMenuResult callback function.

command 1: Applicationistseleetmenu—No-longerused,selection-is-on-terminal-

2: EMV card placed correct selection (menu line 0 e.g. 'KORT ISAT KORREKT)
3: BCGC-eurrency-select{menu-line-0-is<decAmount><decCurrency><exp>)-
Nolonger-used;now-selection-is-on-terminalk

timeout timeout for menu in milliseconds ( 0 if no timeout )
lines number of lines in the menu
menus menu texts

Return value

None

1.5.7.11 SetMenuResult callback function
Synopsis

int setMenuResult( char* rc );

Description

When a menu is displayed on the ECR screen, the setMenuResult is called repetitively (like abort),
to verify the choice made by the operator.

Return values

setMenuResult must return 0 if the answer isn’t known yet (the operator hasn’t pressed a key),
and no timeout has occurred, otherwise 1 is returned. When returning 1, in case of application
select menu, the chosen menu point must be entered in the rc variable e.g. *rc = 1 if the first menu
line is selected. In case of EMV card is placed correct, *rc=1 for ‘yes’ and *rc=-1 or 0 for ‘no’. If a
timeout has occurred, *rc = -2. For DCC selection *rc=1 is ‘yes’.

1.5.7.12 AdvicelLog callback function
Synopsis

void pcbAdviceLog( unsigned int len, const unsigned char* data );

Description

The terminal is capable of sending copies of data store operations to the ECR. This is done by
initializing and implementing this function.

len: length of host message

data: host data

Return value

None
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1.5.7.13 GetReceipt callback function
Synopsis

void pcbGetReceipt (ReceiptStruct *rs);

Description

The terminal is capable of sending a binary receipt (the receipt broken down into its items). This
function returns a C struct holding the receipt items.

Return value

None

1.5.7.14 EarlyStanPan callback function
Synopsis

void pcbEarlyStanPan (STAN* stan, PAN* pan, char *DTHR);

Description

The terminal is capable of sending the PCI padded PAN and the transaction STAN.
Return value

None

1.5.7.15 Timer event callback function

Synopsis
void pcbTimer (unsigned int remain);

Description

If this callback is activated the DLL will break blocking timers, and informing of the timer remaining
in milliseconds.

Return value

None

1.5.7.16 GetToken callback function
Synopsis

int pcbGetToken (int *TokenLength, unsigned char *TokenData);

Description
This callback must be activated if an original authorization is performed. The callback will deliver
the transaction token in TokenData and length in TokenLength, which is used in capture and
reversal transactions using the putToken callback method. Max token length is 1024 bytes (see
OTRS).
Return value RECEIPT_OK if token received and saved OK
RECEIPT_NOTOK if errors during token receive
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1.5.7.17 PutToken callback function
Synopsis

void pcbPutToken (int TokenLength, const unsigned char *TokenData) ;

Description

This callback must be activated if capture, supplemental, reversal, post purchase or post refund
is performed. The callback must deliver the transaction token from the original authorization in
TokenData and length in TokenLength.

Return value

None

1.5.7.18 CheckStopList callback function
Synopsis

int pcbStopList (char *Code) ;

Description
This callback must be activated if offline transactions are performed (merchant initiative = 0x60).
The function is called repeatedly until it returns 1 indicating that the code is ready. The callback
must deliver the 6 character authorization code issued by Nets and a 2 character stop list status
separated by ', e.g. '123456,80’, authorization code ='123456’, status = '80’ (in hex).
A timer will require this callback function to return 1 within 600 seconds. Best practice is to require
the transaction authorization code before the transaction is started, e.g. for ’'Dankort’ transactions
this is usually done by calling Nets with merchant id, card number and other required information,
and receiving the authorization code. If a business decision is done, that no code is required, the
ECR may return 6 spaces (0x20).
The returned code is printed on the receipt as 'AUT KODE:’

Return value 0 — code not ready yet

1 — code ready

Status codes from OTRS 2.5:

Return value 0 — code not ready yet
1 — code ready
‘00° Card not found in Stop List
‘01’ Card found in Stop List
‘02’ Card found in Stop List (pickup requested
‘03 Stop List not found
‘04... 7TF’ RFU
‘80° Voice Authorization rejected
‘81"...'FF’ RFU

1.5.7.19 BreaklP callback function
Synopsis

int pcbBreakIP (int sync);
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Description
This callback must be activated if the terminal uses IP forwarding and the ECR handles e.g.
installation of a new PSAM. It is repeatedly called by the flxldlelPforwarding function.
sync: Is 1 if the terminal sync frame was detected (only valid when flxldleIPforwarding is called
with synchronize set to 1), and 0 if the frame is not detected.
The terminal always sends a sync frame (0x55,0xa5,0x5a,0xaa) during boot if it uses IP forward-
ing.

Return value 0 — continue flxldleIPforwarding

1 — break flxIdlelPforwarding

1.5.7.20 HostAdvice callback routine
Synopsis

void hostAdvice( unsigned char tag, char *text );

Description

This callback routine is called if the host issues an advice and is supplemental to the callback
routine adviceFlag. The callback passes the host tag and its supplemental text string (max 20
char) that can be empty. E.g. tag OxCA text ‘CAtestCA’. At present host tags 0xC9 and 0xCA are
passed. Tag Oxff is an internal tag from the terminal indicating that service is required. See the
OTRS for more information.

Return value

None

1.5.7.21 preResult callback function
Synopsis
int preresult( unsigned char result );

Description
This callback is used with the EcrExtendedFunctions and signals that the ECR application is alive.
Consult Verifone Denmark for more information.

Result: 0x00 (0) Success
0x01 (1) Success — signature/refund transaction — operator accepted sig-
nature

0x80 (128)  Rejected by Nets/PSAM
0x81 (129)  Rejected — signature/refund transaction — operator rejected signa-
ture
0x82 (130)  Rejected — Other reasons
Return value Must return 0xA1 (161 decimal) at all times to inform the terminal the user
application is still alive. No matter the value of Code.

1.5.7.22 getExtendedAmount callback function

typedef enum FLX_AMOUNT_T
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FLX_AMOUNT_AMOUNT,
FLX_AMOUNT_FEE,
FLX_AMOUNT_GRATUITY,
FLX_AMOUNT_VAT,
FLX_AMOUNT_BACK,

} FLX_AMOUNT_TYPE;

Synopsis

void getExtendedAmount( FLX_AMOUNT_TYPE type, FLX_AMOUNT amount,
currCode curr)

Description

This callback is currently used to send user entered amounts (e.g. gratuity) to the ECR.
Return value

None

1.5.7.23 setExtendedAmount callback function

Synopsis
FLX_AMOUNT setExtendedAmount( FLX_AMOUNT_TYPE type, currCode *curr );

Description

This callback is used to send amounts from the ECR to the terminal (e.g. VAT).
Return value

None

1.5.7.24 EIEdataReceived callback function

Synopsis
int EIEdataReceived (int *EIE_data_length, unsigned char *EIE_DATA_BLOCK);

Description

This callback must be activated if extended issuer envelope (EIE) is going to be used. The callback
will deliver EIE_data_length bytes of struct EIE_DATA_ BLOCK containing data send by Issuer
host to the terminal as part of the transaction flow.

EIE_data_length is calculated in the following way:

1 for resp_mode

+4 for length_ie

+4 for length_eie

+length_ie

+length_eie
Fill in the struct by copy EIE_data_length bytes of EIE_DATA BLOCK
struct

{
byte resp_mode;
// 0x00 - Empty not used - allow memset 0x00 to be used
// 0x01 - Request - Append EIE to PSAM (PSAM start with empty EIE)
// 0x02 - Advice - Clear EIE in PSAM before update with this
// 0x03 - Advice - Append to EIE hold by PSAM
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// 0x04 - Advice - Clear EIE in PSAM only
// 0x05 - Request - Clear EIE in PSAM only
// 0x06 - Response from Host to the Request EIE
int length_ie; // Length of SW IE part of data
int length_eie; // Length of EIE part of data
byte datal[512]; // 0..length_ie+length_eie
PACKED EIE_DATA_BLOCK; // Extended Issuer Envelope Data Block

Observe: length_ie and length_eie is stored as little-endian.
TAGlength in data as big-endian.

Return value

None

1.5.7.25 EIEdata2host callback function
Synopsis

int EIEdata2host (int *EIE_data_length, unsigned char *EIE_DATA_BLOCK) ;

Description
This callback must be activated if extended issuer envelope (EIE) is going to be used. The callback
will request the EIE_DATA_BLOCK and length in EIE_data_length, of data to be send to Issuer
host as part of the transaction flow.
EIE_data_length calculation and EIE_DATA_BLOCK format

— see EIEdataReceived callback above.
Return value:

— 0 no data

— 1 contains valid data

1.5.7.26 CardSwipe callback function
Synopsis

int pcbCardSwipe (int status);

Description

This callback must be activated if flxIdlelPforwarding(3, is used).

The callback is called as a card is swiped/inserted with the status set to 0x20

The ECR has to fetch this status and stop the flxldlelPforwarding on the next BreaklIP callback,
before starting transaction with flixCardTransaction.

If transaction success and the ECR want to detect the card is removed from the reader, it's advised
to call the admin flxAdministration(ADMIN_CHECK_CARD) repeatedly until the customer has
removed the card. If the transaction fails this admin may hang as the card already removed.

The FLX_CALL_CARD_SWIPE found in the DLL pdf should be changed to
FLX_CALLBACK CARD_SWIPE.
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1.5.8 Extra App Protocols

To support the extra applications in the terminal Verifone Denmark’s Flexdriver (flxdrv.dll) now
have a new callback and a function to reply to the extra application in the terminal.

1.5.8.1 fixExtraReply

This function is used to send data to the extra application in the terminal.

The ECR must ensure connection to the terminal is running, before sending data to the extra
application in the terminal.

This is done by running flxldlelPforwarding or flxCardTransaction.

int flxExtraReply(struct ExtraAppReplyStruct T *ExtraAppData, int extra length)
or the Visual Basic interface.

int WINAPI flxExtraReplyVB(struct ExtraAppReplyStruct_T *ExtraAppData, int
extra_length)

Returns

0: OK

1: Communication to terminal timed out (after 20 sec) and a callback is made to tell the extra app,
this status.

1.5.9 Callback pcbExtraAppdataReceived

The callback is called as a result of the extra application performing a send data to the ECR. For
this to work the ECR must be listening for the callback, if the function flxldlelPforwarding(2, ref
error); is called. We wait for a card swipe and if some extra application data is received it passed
on in the pcbExtraAppdataReceived callback.

If a card has been swiped, the flxldlelPforwarding must be stopped, and the flxCardTransaction
called to start a transaction.

This is done by setting the status to abort in the FLX_CALLBACK_ABORT.

In the switch between flxldlelPforwarding and flxCardTransaction the extra app will receive a re-
sponse saying ECR not listening for data from the terminal, this should prevent packets being
lost.

static int (*pcbExtraAppdataReceived) (size_t ExtraApplength,
const unsigned char *EXTRA_APP_DATA_BLOCK_block, char AppNo) = NULL;

or the Visual Basic interface.
static void (WINAPI *pcbExtraAppdataReceivedVB) (int Extralength,

unsigned char *EXTRA_APP_DATA_BLOCK_block, char AppNo, int *res) = NULL;
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1.5.10 Enabling the pcbExtraAppdataReceived callback

To register the callback in the flxdrv.dll you need to do an

flxInitCallback (FLX_CALLBACK.FLX_CALLBACK_EXTRA_APP_DATA_RECEIVED,
pcbExtraAppdataReceivedDelegate) ;

and set the EcrExtendedFunctions bit 0x0100 this may be done like this:
First obtaining EcrExtendedFunctions

fl1xGetSetEcrExtendedFunctions (ADMIN_GET_ECR_EXTENDED_FUNCTIONS,
EcrExtendedFunctions) ;

Second set the bit
EcrExtendedFunctions = EcrExtendedFunctions | 0x0100;
Third set the EcrExtendedFunctions in terminal to the new value

flxGetSetEcrExtendedFunctions (ADMIN_SET_ECR_EXTENDED_FUNCTIONS,
EcrExtendedFunctions) ;

1.5.11 Flexdriver Flow

The Flexdriver is single threaded, which means that none of the callback functions may be block-
ing. The Flexdriver uses 90 percent of its runtime in the 'readEventsFromTerminal’ loop. This
means that the faster callback routine returns, the sooner the Flexdriver can return to this loop
and thereby avoid retransmission on the link layer. The figure below illustrates a simplified Flex-

driver transaction flow.
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1.5.12 Local cards with Flexdriver — amount displayed

The Local Card functionality is comprised of two flx functions. The purchase is initiated in the
same way as with normal transactions, but flxCardTransaction returns after delivering the card
data. The terminal is now listening for input while the ECR processes the transaction. Finally the
ECR calls flxCompleteExtCardTransaction with the transaction result as a parameter.
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1.5.13 Local cards with Flexdriver — amount not displayed

If the amount shouldn’t be displayed in the terminal display, the flow is a little different.
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1.6 General Flowcharts

1.6.1 The important flow of the receipt and the transaction result

As seen in the illustration below, the receipt is the responsibility of the ECR after acknowledging
the receipt.
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1.A Extra receipt information

Extra receipt information (binary receipt). The callback function getReceipt(ReceiptStruct *) re-
turns data extracted from the receipt generated by the terminal. The terminal must be configured
to send the information to the DLL. The struct is reset to all zeros by default, and only valid receipt
information is mapped into the struct.

Two examples are given in section 1.A.2 and 1.A.3: a completed MobilePay transaction and a
failed Swipp transaction.

Consult the file flex.h for the latest version of ReceiptStruct_T.

// see: NETS Electronic Receipt design document (JKP, august 2013)
// Defined Scheme Ids

// Value ERCo

// 01 Kvittering.dk

// 02 eKvittering Aps

// 03 1F

// 20 Nets Denmark A/S

#define KVITTERINGDK_SCHEME 0x01

#define EKVITTERINGDK_SCHEME 0x02

#define NETSDK_SCHEME 0x20

#define NETS_HASH_MAX 3
#define EHASH_LENGTH_MAX 32

// Placeholder for NETS ereceipt HASH values etc.
// See. OTRS Retrieve Hash Value command (’0019°)
typedef struct NetsHashStruct_T
{

unsigned char scheme_id;

unsigned char algorithm_id;

unsigned char salt_version;

unsigned char len_hash;

unsigned char hash[EHASH_LENGTH_MAX];
} PACKED NetsHash, *pNetsHash;

typedef struct NetsHashResStruct_T

{
NetsHash NetsEreceipts[NETS_HASH_MAX]; // NETS E-receipt NETS_HASH_MAX = 3
short hashRes;

} PACKED NetsHashRes;

typedef struct ReceiptStruct_T

{

time_t gmtime; // Windows (Unix) time stamp (gmt) (NOTE: 64 bit)
FLX_AMOUNT total; // total amount in smallest currency unit
FLX_AMOUNT extra; // extra -

FLX_AMOUNT fee; // fee -

FLX_AMOUNT  gratuity // gratuity -

int currency; // Currency code (208=DKK, 978=EUR etc.)

int Stan; // Nets ref number converted from BCD code
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int PSAM_Creator; // PSAM #

int PSAM_ID; // PSAM ID #

int MTI; // Nets apacs transaction code

int AswlAsw2; // PSAM retur code (see OTRS spec.)

int ActionCode; // Transaction result code

int reflr; // Transaction ref. nr passed from user
char netsResult; // Nets Transaction result

char CvmStatus; // Cardholder verification method see EMV specs
char CardDataSource; // Magnetic- or chip card

char TR; // Transaction request

char nota; // True if signature on receipt

char copy; // True if receipt copy

char mt; // EMV decline code see EMV specification
char psn; // EMV pan sequence number see EMV spec.
char lenPAN; // Length of PAN

char lenAID; // Length of AID

char PAN[10]; // Primary account number BCD code

char AID[16]; // EMV application ident.

char ATC[2]; // EMV value see EMV specification

char AED[3]; // EMV value see EMV specification

char ARC[2]; // EMV value see EMV specification

char PosEntryMode [3] ; // Transaktionen information see OTRS/EMV.
int number; // Merchant Nets number

char authorizationCode[6+1]; // Nets authorization code as string
char CardName [16+1] ; // Card name as string

char TermIdent [8+1]; // Terminal ID string

char name [18+1] ; // Merchant name as string

char city[16+1]; // Merchant city as string

char address[24+1]; // Merchant address as string

char zip_code[8+1]; // Merchant zip code as string

char phone [24+1] ; // Merchant phone number as string

char cvr[12+1]; // Merchant CVR number as string

int DCCcurrency; // DCC Currency code

char DCCrate[8+1]; // DCC rate in ascii (e.g. 20.138400°)
int CardCRC;

char CancellationAllowed;

char BatchNumber [12+1] ; // Batch Number as string

FLX_AMOUNT vat;

char Ereceipt[64+1]; // E-receipt

FLX_AMOUNT saldo;
FLX_AMOUNT dcctotal;
FLX_AMOUNT dccfee;
FLX_AMOUNT dccgratuity;
FLX_AMOUNT cashback;
char expiredate[2]; // local card expire date as 2 byte
(first: year (bcd) 0-99, second: month (bcd) 0-11)

int NetsEreceiptLen;

NetsHashRes NetsEreceipts; // NETS E-receipt NETS_HASH_MAX = 3

char Kreceipt [64+1]; // e-receipt Verifone Denmark storebox.point-ts.dk
char vasJsonReceipt [256] ;

char tcc[3]; // Transaction Condition Code

} PACKED ReceiptStruct, *pReceiptStruct;
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1.A.1 CSV - Comma Separated String - getReceipt

The _stdcall interface of getReceipt(BSTR *rc) returns the information as a csv (semicolon sep-
arated string) including:

Time (yyyy-mm-dd hh:mm); // O
PAN;

total;

extra;

fee;

gratuity; // 5
currency;

Stan;

PSAM_Creator;

PSAM_ID;

netsResult; // 10
AswlAsw?2;

_CvmStatus;
CardDataSource;
authorizationsCode;
CardName; // 15
TermIdent;

number ;

name;

_Ccity;

address; // 20
zip;

phone;

cvr;

refNr;

DccCur; // 25
DccRate;

CRC;
CancellationAllowed;
vat;

ereceipttoken; // 30
SALDO;

BACK;

DCCTOTAL;

DCCGEBYR;
DCCDRIKKEPENGE; // 35
CARDDATASQOURCE;

AID;

ATC;
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AED;

ARC; // 40

EXPDATE;

STOREBOXDK ;

EKVITTERING;

NETSDANMARK ;

STOREBOX; // 45

vasJsonReceipt;

TCC; // Transaction Condition Code
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1.A.2 Example: binary receipt of completed MobilePay transaction

BINARY RECEIPT:

2017-03-02 11:24;920861615641535085;35;0;0;0;208;12345;0;0;0000;0000;0; ;

MobilePay; ;0; Verifone QA; Herlev; Knapholm 7; 2730; ;
POSDKVF418;0;0;1 ;508;;0;0; 991187170302112423 ;0;0;35;0;0;0;;0;000000;;0000;;;;
5e9e967eeb5d7464993b2b9e831b081ab;

{"time":"11:24" ,"date":"2017-03-02","currency": "DKK" , "amount": 35,
"orderId":"991187170302112423","customerToken":"",
"customerReceiptToken":"5e9e967eebd7464993b2b9e831b081a5",
"transactionId":"61258283","tr":0,"status": "DONE"

};VF1

1. TID : 2017-03-02 11:24

2. PAN 1 920861615641535085

3. TOTAL : 35

4. EXTRA : 0

5. GEBYR : 0

6. DRIKKEPENGE : 0

7. VALUTAKODE : 208

8. STAN 1 12345 (locationId - "xxxxx"

prefixed 0’s are removed

9. PSAMCREATOR : 0

10. PSAMID : 0

11. STATUS : 0000

12. ASW1ASW2 : 0000

13. CVMSTATUS : 0

14. AUTORISATIONSKODE :

15. KORTNAVN : MobilePay

16. TERMINALID :

17. AFTALENUMMER : 0

18. NAVN : Verifone QA (merchantName)
19. BY : Herlev (locationCity[5])
20. ADRESSE : Knapholm 7 (locationStreet)
21. POSTNUMMER 1 2730 (locationCity)
22. TELEFON :
23. CVR : POSDKVF418 (merchantId)
24. REF.NUMMER. : 0
25. DCC VALUTAKODE : 0
26. DCC KURS 1

27. CRC 508

28. BATCH

29. ANNULLERINGAKTIV : 0

30. MOMS : 0

31. E-KVITTERING 1 991187170302112423 (orderId)

32. SALDO : 0

33. BACK : 0

34. DCCTOTAL : 35

35. DCCGEBYR : 0

36. DCCDRIKKEPENGE : 0
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37.
38.
39.
40.
41.
42.
43.
44 .
45.
46.
aT.

48.

CARDDATASOURCE
AID

ATC

AED

ARC

EXPDATE
STOREBOXDK
EKVITTERING
NETSDANMARK
STOREBOX
vasJsonReceipt

TCC

: 0
: 000000

: 0000

: 5e9e967eebd7464993b2b9%9e831b081ab
: {"time":"11:24",

"date":"2017-03-02"

"currency":"DKK",

"amount":35,

"orderId":"991187170302112423",

"customerToken":"",,
"customerReceiptToken":"5e9e967eebd7464993b2b9e831b0§
"transactionId":"61258283",

"tr":0,,

"status":"DONE"

}

: VF1

For readability newlines are inserted in the vasdsonReceipt - real data are without newlines.
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1.A.3 Example: binary receipt of failed Swipp prepaid scanned bar code purchase

As Swipp is no longer available as a feature, this example should serve as a guideline for imple-
menting MobilePay.

BINARY RECEIPT:

2015-12-10 09:51;4561626605;3600;0;0;0;208;0;0;0;0000;120B;0; ; VAS TYPE 507; ;0;
; ; ; ; ; ;05051 ;
507;;0;0;;0;0;0;0;0;0;;0;000000;;0000;;;;;
{"date":"2015-12-10","time":"09:51","currency": "DKK" , "amount": "3600",
"merch_id":"Verifone","pos_id":"991027","key_id":"3","trans_id":"",
"ref_id":"8c4ab53049f2311e58a3100081924a19b", "status" :"FAILED","fail_code":"404001"};VF1

1. TID : 2015-12-10 09:51
2. PAN : 4561626605
3. TOTAL : 3600
4. EXTRA : 0

5. GEBYR : 0

6. DRIKKEPENGE : 0

7. VALUTAKODE : 208
8. STAN : 0

9. PSAMCREATOR : 0
10. PSAMID : 0
11. STATUS : 0000
12. ASW1ASW2 : 120B
13. CVMSTATUS : 0
14. AUTORISATIONSKODE :

15. KORTNAVN : VAS TYPE 507
16. TERMINALID :

17. AFTALENUMMER : 0
18. NAVN :

19. BY
20. ADRESSE
21. POSTNUMMER
22. TELEFON
23. CVR
24. REF.NUMMER. : 0
25. DCC VALUTAKODE : 0
26. DCC KURS 1
27. CRC : 507
28. BATCH :
29. ANNULLERINGAKTIV : 0
30. MOMS : 0
31. E-KVITTERING :
32. SALDO : 0
33. BACK : 0
34. DCCTOTAL : 0
35. DCCGEBYR : 0
36. DCCDRIKKEPENGE : 0
37. CARDDATASOURCE : 0
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38.
39.
40.
41.
42.
43.
44 .
45.
46.
47.

48.

AID

ATC

AED

ARC

EXPDATE
STOREBOXDK
EKVITTERING
NETSDANMARK
STOREBOX
vasJsonReceipt

TCC

: 0
: 000000

: 0000

: {"date":"2015-12-10",

"time":"09:51",
"currency":"DKK",
"amount":"3600",
"merch_id":"Verifone",
"pos_id":"991027",
"key_id":"3",
"trans_id":"",
"ref_id":"8c4a53049f2311e58a3100081924a19b",
"status":"FAILED",
"fail_code":"404001"

}

: VF1

Example Transaction Condition Code TCC:

Search for Transaction Condition Code in latest OTRS
We expanded it with a V for VAS in the Card Entry Mode
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1.B Language Support

The text strings are initialized to Danish text strings by default. The Windows dIl supports text
strings from a Windows resource (*.rc) file.

// Microsoft Visual C++ generated include file.
// Used by flxdll.rc

#define IDS_ERMSG_TERM_NOT_READY 100
#define IDS_ERMSG_CARD_INIT 101

#define IDS_ERMSG_DATALINK 102

#define IDS_ERMSG_NO_RECEIPT 103

Not relevant from terminal SW version 3.4
#define IDS_ERMSG_SYSTEM_ERROR 104
#define IDS_ENAI_MSG_CONNECT 105

#define IDS_ENAI_MSG_DISCONNECT 106
#define IDS_ENAI_MSG_SEND 107

#define IDS_ENAI_MSG_RECEIVE 108

If the file flxText.txt file exist in the install directory its content will be used. Nine text strings are
currently supported, the strings must be placed in correct order.
Example of format of the file fIxText.txt with Danish text strings:

# If line starts with # it is skipped

#

# Format: index, max 20 characters

# ERMSG_TERM_NOT_READY 100
# ERMSG_CARD_INIT 101
# ERMSG_DATALINK 102
# ERMSG_NO_RECEIPT 103
# ERMSG_NO_RECEIPT 103
(Not relevant from terminal SW version 3.4)

# ERMSG_SYSTEM_ERROR 104
# ENAI_MSG_CONNECT 105
# ENAI_MSG_DISCONNECT 106
# ENAI_MSG_SEND 107

#

100, TERMINAL OPTAGET

101,PORT FEJL

102,VENT LIDT, PR@V IGEN

103, INGEN KVITTERING (Not relevant from terminal SW version 3.4)
104,SYSTEM FEJL

105,0PKALD. ..

106 ,AFBRYDER. . .

107 ,SENDER. . .

108,MODTAGER. . .
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1.C Terminal Properties

Terminal properties returned from flxTerminalProperties();

separation is ’,’ (comma)
1: <TERMINALID>
max 8 char eg: 2990197’
2: <RECEIPTTYPE>
79)
3: <GRATUITYMODEL>
JOJ
4: <DCC>

0’ DCC disabled
’1’> DCC enabled
5: <TOKEN>
’0’ Tokenbased transaction disabled
’1’ Tokenbased transaction enabled
6: <PREPAID>
’0’ Prepaid transaction disabled
’1’ Prepaid transaction enabled
7: <KEYENTRY>
’0’ Keyentry disabled
’1’> Keyentry enabled
8: <OFFLINE>
>0’ Offline transaction disabled
’1’ Offline transaction enabled
9: <IP ROUTING>
>0’ IP routing disabled
’1’ IP routing enabled
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10:

11:

12:

13

14

15

16

17

18

<MERCHANTNUMBER>

>0’ 10 char eg. ’0760110001°
<MERCHANTNAME>

18 char eg: ’Nets PSAM-146 EQR>
<MERCHANTCITY>

16 char eg: ’BALLERUP
<MERCHANTADDRESS>

24 char eg: ’LAUTRUPBJERG 10
<MERCHANTZIP>

8 char eg: ’DK-2750 ’
<MERCHANTPHONE>

24 char eg: ’(+45) 44 68 44 68
<MERCHANTBRN>

12 char eg: ’12345678 ’
<FLXTRACELEVEL>

number

’16° no trace

<LANGUAGE>

3 char

’DAN’ Danish

’SWE’ Swedish

’ENG’

’NOR’

’GER’

’FRA’
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19

20

21

22

23

<VAT>

number

eg. ’250° vat is 25.0 %
<USERINPUT>

>0’ user input of dcc and gratuity disabled
’1’ user input of dcc and gratuity enabled

<COUNTRYCODE>

7208° Denmark
’752° Sweden
’578’ Norway
7826’ UK
7276 Germany
?250° France
<DEFAULTCURRENCY>
7208’ DKK
’7527 Sweden
’578° Norway
7826’ UK
7276 Germany
?250° France

OLD CONTACTLESSFLAGS
’0’ hardcoded

82



24

25

26

27

28

29

30

31

32

33
34
35
36
37

<TERMINALTYPE>

’17° - Cash

’33? - Quasi Cash

734> - retail (hex ’22°)
’35? - UTP

36 - Hotel/Restaurant
»37° - Fuel

<DCC_MARKUP>

?3.0000°

<TCS>

710 -0, 1or 2
<SOFTWARE_VERSION>

’3.4.00° (example) - term
<CDP> card data protection
7127 -0, 2, 4, 12
<PSAMCDP> - psam cdp suppo
24> -0, 4

<HARDWARENAME>

’YOMANTI’ - YOMANI, XENTA,
<EIE>

>0’ Disabled

7128’ Enabled

<PSAM_EIE>

>0’ Disabled

7128’ Enabled
<ISSUER_ENVELOPE_NON_EMV_SIZE>
<ISSUER_ENVELOPE_EMV_SIZE>
<TOTAL_ISSUER_ENVELOPE_NON_EMV_
<TOTAL_ISSUER_ENVELOPE_EMV_SIZE
<ERECEIPT_SCHEMES>

inal TAPA version

rt

SIZE>

>

“00000000’” schemes see OTRS ‘‘Retrieve Hash Values’’ command
e.g. ‘80000003’ scheme ‘‘01’’, ‘02’ and ‘20’

<PSAM_VERSION>

“80.07’ reported PSAM version e.g. 80.07

39

40

<CONTACTLESSFLAGS>
<BUILD_DATE>
‘e.g. 2018-05-29°
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1.0 DCC

Terminals configured to offer DCC will — if DCC is selected — calculate DCC amounts based on
the exchange rate received for the selected DCCcurrency. The DCCcurrency is selected from the
terminals card number table based on the customers card PAN prefix.

Rates are received and updated daily (can differ during weekends) and include a markup. If rates
are outdated the terminal will not offer DCC.

If DCC is selected by the user (customer) DCCcurrency is different from merchant currency and
DCCrate is the rate received (including markup).

The merchant receives payment from DCC transactions in his currency (merchant currency), and
normally do not need the DCC information, but the terminal splits the received rate’ into ’exchange
rate’ and ’exchange markup’ to calculate DCC amounts, where received rate’ = 'exchange rate’
+ ‘’exchange markup’ and markup is a configuration constant (e.g. 3%) set in the terminal, and
defined by the acquirer, the company supplying the rates and the merchant.

Transaction amount (DCCcurrency) = Transaction amount (merchant currency) * received rate’.
Transaction fee (DCCcurrency) = Transaction fee (merchant currency) * ‘exchange rate’.
Transaction Gratuity (DCCcurrency) = Transaction Gratuity (merchant currency) * ’exchange rate’.

Note: Merchant selection of DCC is deprecated.
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1.E Drop IP listing

int flxDropIp(char *ip_addr, char *terminal_ident, int to_do)
{

int mysocket;

struct sockaddr_in dest;

char wzRec[256];

char searchResult[256];

int nLeft = 256;

int iPos = 0;

int nData = 0;

int res = 0;
#ifdef _WIN32

uint NonBlock = 0;
#endif

fd_set Reader ;

int n ;

struct timeval tv ;

int iLoopCnt = 0;

mysocket = socket(AF_INET, SOCK_STREAM, 0);

memset (&dest, 0, sizeof(dest)); /* zero the struct */
dest.sin_family = AF_INET;
dest.sin_addr.s_addr = inet_addr(ip_addr);

/* set destination IP number */
dest.sin_port = htons(2001);

/* set destination port number */

if (connect(mysocket, (struct sockaddr *)&dest,
sizeof (struct sockaddr)) == SOCKET_ERROR)

{
_trace2File("Error connect %s 2001 %d - %s",
ip_addr, errno, strerror(errno)) ;
return O;
}

_trace2File("Connect %s 2001 %d - %s", ip_addr,
errno, strerror(errno));

/* Change the socket mode on the listening socket
from blocking to non-block */
#ifdef _WIN32
NonBlock = 1;
if (ioctlsocket(mysocket, FIONBIO, &NonBlock) == SOCKET_ERROR)
{
_trace2File("ioctlsocket() failed - %d - %s", errno,
strerror (errno)) ;
return O;
}
#else
fentl(mysocket, F_SETFL, fcntl(mysocket, F_GETFL, 0) | O_NONBLOCK);
#endif
// process data
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if (to_do == 0)
{
sprintf (wzRec, "DropIp:%s\n", terminal_ident);
sprintf (searchResult,"Dropping IP port 2000 on
terminal %8.8s\n", terminal_ident);
}
else
{
sprintf (wzRec, "Reboot:%s\n", terminal_ident);
sprintf (searchResult, "Restarts terminal 78.8s
- Wait 1-2 min.\n", terminal_ident);
}
nlLeft = strlen(wzRec);
do
{
nData = send( mysocket, &wzRec[iPos], nLeft, 0 );
if ( nData == SOCKET_ERROR ) {
_trace2File("Error sending data %d - %s", errno,
strerror(errno)) ;
break;
}
nLeft -= nData;
iPos += nData;
} while( nLeft > 0 );

// Set up the file descriptor set.
FD_ZERO (&Reader) ;
FD_SET (mysocket, &Reader) ;

// Set up the struct timeval for the timeout.
tv.tv_sec = 10 ;
tv.tv_usec = 0 ;

// Wait until timeout or data received.
_trace2File("Before select..");

n = select ( mysocket+l, &Reader, NULL, NULL, &tv ) ;
if (n == 0)

{
_trace2File("Timeout..");
return O;

}

else if( = -1)

{
_trace2File("Error..");
return O;

}

_trace2File("After select..n=/d FD_ISSET (mysocket, &Reader)=%d",
n, FD_ISSET(mysocket, &Reader));

memset ( &wzRec, 0, sizeof( wzRec ) );

nLeft = strlen(searchResult);

iPos = 0;
if (FD_ISSET(mysocket, &Reader))
{
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do

nData = recv( mysocket, &wzRec[iPos], nLeft, 0 );
if ( nData == SOCKET_ERROR ) {
_trace2File("Error receiving data %d - %s",
errno, strerror(errno)) ;
break;
}
nLeft -= nData;
iPos += nData;
} while((nLeft > 0) && (iLoopCnt++ < 10));
}
_trace2File("Data Received len=%d", iPos);
if (iPos > 0)

{
if (strncmp(wzRec, searchResult, strlen(searchResult)) == 0)
{
_trace2File("Received expected result from terminal");
if (pKiss)
{

pSleep (CONNECT_SLEEP) ;
PKISS_Delete (&pKiss);
}

res = 1;

}

shutdown (mysocket, 2); // SD_BOTH
closesocket (mysocket) ;

return res;
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1.F Extra App Protocols

To support the extra applications in the terminal flexdriver (flxdrv.dll) now have a new callback and
a function to reply to the extra application in the terminal.

1.F.1 fixExtraReply

This function is used to send data to the extra application in the terminal, our DLL kasse demo
(no longer surpported) show examples of use of the command.

The ECR must ensure connection to the terminal is running, before sending data to the extra
application in the terminal.

This is done by running flxldlelPforwarding or flIxCardTransaction.

int flxExtraReply(struct ExtraAppReplyStruct_T *ExtraAppData, int extra_length)

or the Visual Basic interface

int WINAPI flxExtraReplyVB(struct ExtraAppReplyStruct_T *ExtraAppData,

int extra_length)

Returns 0 — All OK

-1 : Communication to terminal timed out (after 20 sec) and a callback is made to tell the extra
app, this status.

1.F.2 Callback pcbExtraAppdataReceived

The callback is called as a result of the extra application performing a send data to the ECR. For
this to work the ECR must be listening for the callback, if the function flxldlelPforwarding(2, ref
error); is called. We wait for a card swipe and if some extra application data is received it passed
on in the pcbExtraAppdataReceived callback.

If a card has been swiped, the flxldlelPforwarding must be stopped, and the flxCardTransaction
called to start a transaction.

This is done by setting the status to abort in the FLX_CALLBACK_ABORT.

In the switch between flxldlelPforwarding and flxCardTransaction the extra app will receive a re-
sponse saying ECR not listening for data from the terminal, this should prevent packets being
lost.

static int (*pcbExtraAppdataReceived) (size_t ExtraApplength,

const unsigned char *EXTRA_APP_DATA_BLOCK_block, char AppNo) = NULL;

or the Visual Basic interface

static void (WINAPI *pcbExtraAppdataReceivedVB) (int Extralength,

unsigned char *EXTRA_APP_DATA_BLOCK_block, char AppNo, int *res) = NULL;

1.F.3 Enabling the pcbExtraAppdataReceived callback

To register the callback in the flxdrv.dll you need to do an

flxInitCallback (FLX_CALLBACK.FLX_CALLBACK_EXTRA_APP_DATA_RECEIVED,
pcbExtraAppdataReceivedDelegate) ;

and set the EcrExtendedFunctions bit 0x0100 this may be done like this:
First obtaining EcrExtendedFunctions
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flxGetSetEcrExtendedFunctions (ADMIN_GET_ECR_EXTENDED_FUNCTIONS,

EcrExtendedFunctions) ;

Second set the bit

EcrExtendedFunctions = EcrExtendedFunctions | 0x0100;

Third set the EcrExtendedFunctions in terminal to the new value

f1xGetSetEcrExtendedFunctions (ADMIN_SET_ECR_EXTENDED_FUNCTIONS, EcrExtendedFunctions);
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1.G Custom Images

1.G.1 Yomani

It is possible for customers with a Yomani terminal to show a custom image on the idle screen.
Additionally, if the customer is using an ECR integration, the customer can get an image, i.e. their
logo, shown in the top right corner during transactions. An example of this is shown in Figure 1.1.

~

TERMINALEN ER KLAR

320 % 2 1

Figure 1.1: Example images

Name Size (pixels) Format
Idle image 320 x 211 png
Transaction image 140 x 35 png

Table 1.4: Yomani image sizes
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1.G.2 Verifone
1.G.2.1 Vx 820

1.G.2.2 Vx 680

1.G.2.3 Vx 520c

Name Size (pixels) Format
Idle image 240 x 156 png
Transaction image 69 x 36 png

Table 1.5: Vx 820 image sizes

Name Size (pixels) Format
Idle image 240 x 124 png
Transaction image 69 x 36 png

Table 1.6: Vx 680 image sizes

Name Size (pixels) Format
Idle image 320 x 124 png
Transaction image 69 x 28 png

Table 1.7: Vx 520c image sizes

The images must be in png format and must follow the size specification shown in Table 1.4, 1.5,
1.6 or 1.7, all other images will be rejected!

In case the pictures does not fit exactly into the required size, it is possible to use transparent
pixels to fill out the remaining space.

To use this functionality, send the pictures and terminal number(s) to kundeservice@verifone.com.
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1.H How to interpret a Network Report

On terminals with software version 2.2.01 or newer a Network Report can be made. The report
can be found in test menu — 7 — 6 or the title 'NETVARK'.

The network type is written in the terminal, but if the type is Ethernet a report is also written on
the printer.

Network Report Explanation

2013-01-22 14:52

TERM: 00990067 The terminals id

DOMAIN: If the terminal belongs to a domain, part of point.local net-
work, the name is written here

DNS1: 192.168.0.200 Domain Name Server 1

DNS2: 192.168.0.204 Domain Name Server 2

IP: 192.168.0.56 The IP address of the terminal

SUBNET: 255.255.255.0 The terminal under a subnet

GATEWAY: 192.168.0.1 If IP address can’t be found then ask here

DHCP: 192.168.0.204 Were shall the terminal ask to get its address

PING TEST

DNSH1

Ping 192.168.0.200 — SUCCESS A DNS shall not reply on ping, but often does
DNS2
Ping 192.168.0.204 — SUCCESS

GATEWAY

Ping 192.168.0.1 — SUCCESS A DNS shall not reply on ping, but often does

DNS lookup TEST Lookup on Domain Name Server to check if it
recognizes the IP addresses we need to make:
Transactions,
Send lodfiles,

Download parameter,
Download TLCMDB,
Download programs etc.
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DNS1:

Host to find
IP

Host to find
P

Host to find
IP

Host to find
IP

Host to find
IP

Host to find
P

Host to find
IP

DNS2:

Host to find
P

Host to find
IP

Host to find
IP

Host to find
P

Host to find
IP

Host to find
IP

Host to find
P

192.168.0.200

: test.point-ts.dk
:195.184.107.188

: test2.point-ts.dk
:213.173.241.112

: test.point-ts.dk
:195.184.107.188

: test2.point-ts.dk
:213.173.241.112

: param.point-ts.dk
:195.184.97.18

: time.point-ts.dk
:195.184.97.18

> rtl.point-ts.dk
:195.184.97.18
192.168.0.204

: test.point-ts.dk
:195.184.107.188

: test2.point-ts.dk
:213.173.241.112

: test.point-ts.dk
:195.184.107.188

: test2.point-ts.dk
:213.173.241.112

: param.point-ts.dk
:195.184.97.18

: time.point-ts.dk
:195.184.97.18

- rtl.point-ts.dk
:195.184.97.18

Used by sendlog, download param, TLCMDB

Verifone time server

Used by download program

Same as above on Domain Name Server 2
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TLCMDB:

[100]
NAME: test.point-ts.dk
PORT: 22000
RECV ERROR -3

Err Timeout
Connect [100] — FAILED

[101]
NAME: test.point-ts.dk
PORT: 22000
RECV ERROR -3
Err Timeout
Connect [101] — FAILED

[120]
NAME: test.point-ts.dk
PORT: 22000

Date: 20070122 14:53:03
Connect [120] - SUCCESS

[121]
NAME: test.point-ts.dk
PORT: 22000
RECV ERROR -3
Err Timeout
Connect [121] — FAILED
[181]

NAME: param.point-ts.dk

PORT: 24000

[182]
NAME: time.point-ts.dk
PORT: 13
2007-01-22 14:52

Contents of TLCMDB entries

Who is contacted when TLCMDB entry 100 is chosen
Which port is chosen

Status on the get date/time that the terminal has made
for entry 100

A timeout error has occurred

Date and time is shown when connection is made

It is not possible to make a test on entry 181 and 182

Verifone time server
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2 | Local Payment Protocol

2.1 Preface

This document describes one of three different approaches for interfacing to the Flex Terminal.
The approach described here is how to communicate directly with the terminal, using TLV struc-
tures embedded in the KISS communication protocol.

Revision
3.7.12 Tags TCC - Transaction Condition Code and VAS - VAS Json receipt added.
Xenta and Xentissimo are no longer supported.
3.7.10 Admin Contactless settings report.
3.5.03 Admin Get/Set Teledone server ip/port.
3.5.02 eKvittering added.

ECR connected via IP can now drop the ip connection or reboot terminal on
another port.

3.5.00 PSAM now controls all masking of carddata. So e.g. local cards can provide all
carddata if "whitelisted" by Nets.
Support for Cashback amount (see Appendix 2.A.1 Tag definitions).
Admin functions to get and set the terminals IP settings (see Appendix 2.A.5
Command data).
If terminal is configured e-kvittering token is received already in CardData.
See section 2.7.2 The DATA Container.
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2.2 Hardware Overview

The terminal and ECR can communicate either by using a RS232 serial cable, connected between
the terminals ECR port and a COM/serial port on the ECR, or by TCP/IP. When communicating by
TCP/IP, no COM cable is used, hence the ECR and terminal communicate by the local network.

POsS

Local Network

Point Download Systems

The illustration shows an example of a normal setup. Only three YOMANI terminals are shown,
but there is no limit to the number of terminals in the network.

2.2.1 The Terminal

The terminal can be configured with four different communication modules. TCP/IP is only sup-
ported with the Ethernet module.

Communication module RS232 TCP/IP
Ethernet Supported Supported
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2.3 Software Overview

The software interface is based on the ASN.1 TLV principle. This document provides a number of
tags defining which information the tag withholds. All the transferred data objects are encoded in
BER TLV — this document will give a description of the structure of TLV data objects. Finally, the
tags are wrapped up in the KISS Protocol. The KISS Protocol is a serial byte oriented protocol,
totally full duplex, asynchronous, and with no notion of master or slave. It is described elsewhere
in this document. The illustration shows an example of an OPEN command:

.| Protocol wrapping the| containing thg N :
ECR TLV objects Terminal
-
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2.4 Terminal Functionality

The terminal functionality is fulfilling the Nets OTRS specification. It is recommended for the ECR
developer to read the merchant section in the OTRS specification.

2.4.1 Initialization

The initialization functions are used to make the terminal available to the user. The functions must
be initiated from the ECR.

2.4.1.1 Connect

The connect command, is used to connect the terminal in 'DISCONNECTED’ state, e.g. just
after the terminal is booted. The ECR must send a 4 byte compatibility number to verify its SW
compatibility (e.g. 0x02,0x00,0x00,0x00).

2.4.1.2 Disconnect

The disconnect command, is used to disconnect the terminal in the 'CONNECTED’ state.

2.4.1.3 Open

The open command changes the text in the terminal display to 'TERMINALEN ER KLAR'. It is
used if the terminal is in ’'CONNECTED’ mode.

2.4.1.4 Close

The close command changes the text in the terminal display from 'TERMINALEN ER KLAR'’ to
'VELKOMMEN'. It is used if the terminal is in "'OPEN’ mode.

2.4.2 Transaction functions

These functions are used to make transactions.

2.4.2.1 PIN purchase transactions

PIN based transaction is initiated from either the terminal, by swiping/inserting a card, or from the
ECR, by sending purchase information to the terminal. If initiated from the terminal, the user must
enter the PIN code and wait for the amount from the ECR. If initiated from the ECR, the user is
requested to swipe/insert a card, enter a PIN code and press 'Godkend’ ('OK’). This transaction
always generates a receipt.

2.4.2.2 Signature purchase transactions

Signature based transactions must be initiated from the ECR. After initiating the transaction the
user is requested to swipe/insert a card and approve the amount. This transaction type generates
two receipts, unless the host rejects the transaction or a communication error occurs. In this case
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only one receipt is generated. In case of successful host communication/verification, the first re-
ceipt is generated by the terminal, and immediately sent to the ECR. The receipt must be printed,
the user must sign it, and the operator must verify the signature (depending on PSAM configura-
tion). The second receipt is then generated based on the operator’s decision if the functionality is
available in the PSAM (signature accepted/rejected).

2.4.2.3 Signature refund transactions

Refund transactions must be initiated from the ECR. After initiating the transaction the user is
requested to swiped/insert a card and approves the amount. This transaction type generates
two receipts, unless the host the rejects the transaction or a communication error occurs. In this
case only one receipt is generated. In case of successful host communication/verification, the two
receipts are generated by the terminal and immediately send to the ECR. Both receipts must be
printed, and the operator must sign the customer receipt.

2.4.3 Administrative functionality
The administrative functions are used to retrieve information from the terminal or set-up the ter-
minal. Administrative functions can only be initiated from the ECR.

2.4.3.1 The End of Day functionality

End of Day routine must be called at least one time every 24 hours. It is used to empty and
balance the terminals Datastore against the transaction inquirer host system. It is also used for
PSAM updates.

2.4.3.2 The unlock receipt functionality

Unlock receipt request in used to fetch a copy of the last receipt from the terminals Datastore if
the terminal is locked in the NO_RECEIPT State. Booting the terminal will not unlock the terminal.
It is not possible to initiate transactions in this state.

2.4.3.3 The terminal report

The terminal report gives vital information on the terminal configuration, e.g. SW and HW version,
communication module etc.

2.4.3.4 The clock synchronization

The clock synchronization function is very useful when testing the terminal’s communication capa-
bilities. E.g. to test the connection to Nets and/or Verifone Denmark when setting up the terminal
in a store, or testing connection in case of communication errors during transactions.

2.4.3.5 Debit/Credit Properties

Debit/Credit properties return the status of previous transactions. This function is implemented
from PSAM version 50.
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2.4.4 The Connect and Open procedure

The terminal operates in many internal states, and it is only 'usable’ for the customer and the ECR
in the 'OPEN’ state. Notice the sequence of connect and open.
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2.5 The KISS protocol

The KISS protocol is used with communication to the terminal. The KISS protocol is serial bytes
oriented protocol, full duplex, asynchronous, and with no notion of master or slave. It uses ASCII
coding, and provides transparency over data field, by stuffing some characters (see Chapter Byte
Stuffing). The connection is point-to-point. Messages are wrapped with a header and a tail to
determine the beginning, the numbering, the end and the validity. A message has a maximum
length of 2 KB. A message sent by the application is repeated up to 3 times (thus a total of
4 transmissions) by the protocol if the message is not acknowledged. If messages are lost or
cannot be acknowledged the protocol will re-synchronize itself on the numbering of the first next
correctly received message.

2.5.1 Approach — the KISS & BER-TLV interface

The rest of the document describes the direct approach to interfacing to the Smash terminal. This
approach is based on the KISS protocol and TLV (Tag Length Value) objects.

2.5.2 Frame layout

There are two kinds of frames exchanged:

e Information frames
e Supervision frames

Information frames

Information frames consist of user data with a header, a trailer and a CRC (16-bit Cyclic Redun-
dancy Check).

They have the following structure:

| STX | Sequence number | User data | ETX [ CRC(LSB) | CRC(MSB)Name |

Supervision frames
1. Affirmative acknowledge frame
| ACK | Sequence number |

2. Negative acknowledge frame

3. Flow regulation frame (Wait for ACK)

All fields are described in detail in the next sections.
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2.5.3 Control characters

STX (0x02) Start of Text
Definition
The transmission control character STX precedes an information frame.
Description of use
1. An information frame must be preceded by STX.
2. STX resets the CRC computation to zero, when preceding an information frame.
3. If a User Data contains a character STX, a DLE character (Bytes stuffing) must precede it.
4. If STX appears in the sequence number, no stuffing is done.
5. STX is not included in the CRC computation.

ETX (0x03) End of Text
Definition
A transmission control character, which terminates an information frame.
Description of use
1. ETX indicates the end of an information frame.
ETX calls for a reply ACK, NAK or WACK from the other party.
ETX signals that the next following 16 bits are the CRC characters.
ETX is included in the CRC computation.
If a text contains a character ETX, a DLE character (byte stuffing) must precede it.
If ETX appears in the sequence number, no stuffing is done.

ook

DLE (0x10) Data Link Escape
Definition
A transmission control character stuffs another control character in the data of an information
frame.
Description of use
1. DLE informs the receiving station that the next character is to be treated as data and must
not be considered as a control character.
2. DLE must precede STX, ETX and DLE when they are used in the data field of a message.
3. DLE is included in the CRC computation.
4. If DLE appears in the sequence number, no stuffing is done.

ACK (0x06) Affirmative Acknowledgment
Definition
Transmission control character sent by a station as an affirmative response to the other station.
Description of use
1. ACK is transmitted by one station as an affirmative response to the other station.
2. ACK is used to indicate that the last transmitted information frame has been correctly re-
ceived.
3. A sequence number follows ACK, which is identical to the number of the information frame
to which an affirmative acknowledgment is given.
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NAK (0x15) Negative Acknowledgment

Definition

A transmission control character sent by a station as a negative response to the other station.
Description of use

1.

NAK indicates that the last transmitted information frame was not received correctly, and
the receiving station is ready to receive the same one. A sequence number does not follow
NAK.

WACK (0x13) Wait for ACK (flow regulation)

Definition

A transmission control character sent by a station as a request to the other station to wait for ACK.
It is however possible that data is sent before this ACK.

Description of use

1.
2.
3.

4,

o o

7.
8.

WACK is transmitted by one station as a request to wait for ACK

A sequence number does not follow WACK.

WACK is used to indicate that the last frame has been correctly received but has not yet
been given to the application layer, because the buffers are not empty.

WACK will be repeated regularly (every time the receiving station tries to give the frame to
the application layer).

There is no limit on the number of WACK’s, which might be transmitted.

The time between successive WACK’s must be less than the time-out on the ACK reception
on the transmission station.

A WACK retriggers the ACK time-out at the transmission station.

When the frame is passed to the application layer, an ACK is sent.

Sequence Number (0x00 . . . OxFF)

Definition

A sequence number sent by both stations as a way to mark the frames. Once the sequence
number has reached FF, it restarts at 00.

Description of use

1.

2.
3.

~N o

The Sequence Number is a one-byte value, and is sent just after the STX in an information
frame. The same value must be repeated in the affirmative acknowledgment.

The Sequence number is used to compute the CRC.

Each station manages its own transmission sequence numbering. It should be incremented
after an Affirmative Acknowledgment or after an answer time-out.

. The Sequence number is used to avoid that the same frame is given twice (or more) to the

application.

Value OxFF is the only value for which the receiving station always accepts the frame re-
gardless of its previous sequence number.

No stuffing is done over the sequence number.

Upon reaching the value OxFF, the sequence numbering should start at 0x00 again.
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CRC computation

Definition

The CRC is computed over the sequence number and the ETX of a frame. It uses the polynomial
X154+ X3 + 1, and is sent after the ETX closing the frame.

A frame is made of:

STX — Sequence number — data field — ETX — CRC (LSB) — CRC (MSB)

Upon reception of the STX, the LSB and MSB of the CRC field are initialised with zeroes. For
each data byte between the Sequence Number (included) until and included the closing ETX, the
following algorithm is applied:

table_index = CRC(LSB) XOR data_byte CRC(LSB) = CRC(MSB) XOR Isb(table(table_index))
CRC(MSB) = 0 XOR msb(table(table_index))

Where:

LSB stands for Least Significant Byte

MSB stands for Most Significant Byte

XOR stands for eXclusive OR

Table is an array of 256 values, which is delivered together with the documentation package.

crctpl] = { 0x0, 0xcOcl, 0xc181, 0x140, 0xc301, 0x3cO, 0x280, Oxc241,

0xc601, 0x6c0, 0x780, O0xc741, 0x500, Oxcbcl, 0xc481, 0x440,

0xcc01, OxccO, 0xd80, Oxcd41l, 0xf00, Oxcfcl, Oxce81, 0xe40,

0xa00, Oxcacl, Oxcb81, 0xb40, 0xc901, 0x9c0O, 0x880, 0xc841,

0xd801, 0x18c0, 0x1980, 0xd941, 0x1b00, Oxdbcl, 0Oxda81, 0x1a4o0,
0x1e00, Oxdecl, 0xdf81, 0x1f40, 0xddO1, 0x1ldcO, 0x1c80, 0Oxdc4il,
0x1400, Oxd4cl, 0xdb81, 0x1540, 0xd701, 0x17c0, 0x1680, 0xd641,
0xd201, 0x12c0, 0x1380, 0xd341, 0x1100, Oxdlcl, 0xd081, 0x1040,
0xf001, 0x30c0, 0x3180, Oxf141, 0x3300, O0xf3cl, 0xf281, 0x3240,
0x3600, Oxf6cl, Oxf781, 0x3740, 0xf501, 0x35cO, 0x3480, 0xf441l,
0x3c00, Oxfccl, 0xfd81, 0x3d40, O0xff01l, 0x3fcO, 0x3e80, Oxfedl,
0Oxfa01, 0x3acO, 0x3b80, Oxfb41l, 0x3900, O0xf9cl, 0xf881, 0x3840,
0x2800, 0Oxe8cl, 0xe981, 0x2940, Oxeb01l, 0x2bc0O, 0x2a80, Oxeadl,
Oxee01, 0x2ecO, 0x2f80, Oxef4l, 0x2d00, Oxedcl, Oxec81, 0x2c40,
0xe401, 0x24c0, 0x2580, 0Oxeb41, 0x2700, Oxe7cl, 0xe681, 0x2640,
0x2200, Oxe2cl, 0xe381, 0x2340, 0xel01, 0x21c0, 0x2080, 0xe041,
0xa001, 0x60c0, 0x6180, Oxal4l, 0x6300, Oxa3cl, 0xa281, 0x6240,
0x6600, Oxa6cl, 0xa781, 0x6740, 0xab01l, 0x65c0, 0x6480, Oxad4l,
0x6c00, Oxaccl, Oxad81, 0x6d40, OxafO1l, 0x6fcO, 0x6e80, Oxae4dl,
Oxaal0l, Ox6ac0O0, 0x6b80, Oxab4l, 0x6900, Oxa9cl, 0xa881, 0x6840,
0x7800, 0xb8cl, 0xb981, 0x7940, OxbbO1l, 0x7bcO, 0x7a80, Oxbadl,
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0xbe01, 0x7ecO, 0x7£80, Oxbf41l, 0x7d00, Oxbdcl, Oxbc81, 0x7c40,
0xb401, 0x74c0, 0x7580, Oxb541, 0x7700, Oxb7cl, 0xb681, 0x7640,
0x7200, Oxb2cl, 0xb381, 0x7340, O0xb101, 0x71c0, 0x7080, 0xb041,
0x5000, 0x90c1l, 0x9181, 0x5140, 0x9301, 0x53c0, 0x5280, 0x9241,
0x9601, 0x56c¢0, 0x5780, 0x9741, 0x5500, 0x95cl, 0x9481, 0x5440,
0x9c01, OxbccO, 0x5d80, 0x9d41, 0x5f00, 0x9fcl, 0x9e81, 0x5e40,
0x5a00, 0x9acl, 0x9b81, 0x5b40, 0x9901, 0x59c0, 0x5880, 0x9841,
0x8801, 0x48c0, 0x4980, 0x8941, 0x4b00, 0x8bcl, 0x8a81, 0x4a40,
0x4e00, 0Ox8ecl, 0x8f81, 0x4f40, 0x8d01, 0x4dcO, 0x4c80, 0x8c4l,
0x4400, 0x84cl, 0x8581, 0x4540, 0x8701, 0x47c0, 0x4680, 0x8641,
0x8201, 0x42c0, 0x4380, 0x8341, 0x4100, 0x81cl, 0x8081, 0x4040

Example of CRC computation:

station 1 0808A06D 1 o7
28771383 5 6A
station 2 08 0707A063 0707A063
68 2A781316 2A781316
station 1 SSECC N AS
TE<data> TRR A CE
XQ XCC K KQ
station 2 ASSS ECC SS ECC
CE TE<data> TRR TE<data> TRR
KQ XQ XCC XQ XCC

2.5.4 Time out controls

Answer time-out

The answer time—out is started at the transmitting station when a frame is sent. The answer time—
out is re-triggered at the transmitting station when a WACK is received. The answer time-out is
stopped at the transmitting station when an answer (ACK, NAK) is received from the other station.
Note that the affirmative acknowledge is followed by the same sequence number as the frame just
sent, to be considered as a valid affirmative acknowledgment. The time—out is 4 seconds.

Inter character time—out

The inter character time—out prevents a station having received a STX and some more characters,
to stay in this state infinitely. The value of the inter character time—out is 2 ms.
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2.5.5 Retry counter

The retry counter is the maximum number of times a message may be retransmitted in case of

NAK response, or no answer at all. Value = 3.

2.5.6 Byte stuffing

The User data field allows transparent transmission, meaning that every byte in this field may
have a valid value between 0 and 255. To avoid confusion between some values and control
characters, a byte stuffing mechanism is implemented at both stations. The transmitting station
scans every byte it received from its application, to find a STX, an ETX or a DLE control char-
acter. If it does, it stuffs this control character by adding a DLE just before this character. On the
receiving station, once the leading STX and the Sequence Number are received, every DLE will
be discarded, reconstituting by the same way the original User data. The DLE’s added by this

stuffing mechanism are used in the CRC computation.

2.5.7 Transmission Control Sequences

Normal message transmission

CRC error and retransmission accepted

station 1 SSECC
TE<data> TRR
XQ XCC
station 2 AS

CE

KQ
station 1 SSECC

TE<data>

XQ
station 2 N

A

K

S8
TRR
XCC

AS
CE

KQ

ECC

TE<data>

XQ

CRC error and re-transmissions refused

station 1 SSECC
ECC
TE<data>
TE<data>
TE<data>

XQ
XQ

S8

ECC

SS

TRR TE<data>

TRR
TRR

XCC
XCC

XQ

XCC

TRR
XCC

ECC S8

TRR

XQ XCC
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=>warns its application that the last message is lost

station 2 N N N N
A A A A
K K K K

Answer time-out and re-transmission accepted

station 1 SSECC SS
TE<data> TRR<data> TRR
XQ XCC XQ XCC
=>time-out
station 2 AS
CE
KQ
station 1 SSECC SS ECC SS ECC SS
ECC
TE<data> TRR TE<data> TRR
TE<data> TRR
TE<data> TRR
XQ XCC XQ XCC XQ XCC
XQ XCC
=>time-out =>time-out =>time-out =>time-out
=>warns its application
station 2

Inter character time-out and re-transmission accepted

station 1

station 2

SSECC
TE<data>

XQ

N
A
K

ECC
TRR
XQ

AS
CE
KQ

TE<data>
XCC

=>inter character time out

Normal full duplex exchange

station 1

SSECC
TE<data>
XQXCC

AS
TRR
KQ

CE
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station 2 SSECC AS
TE<data> TRR CE
XQ XCC KQ

Information frame with out of order sequence number

station 1 SSECC SS ECC
TE<data> TRR TE<data> TRR
XQ XCC XQ XCC
X
station 2 ASAS
CE CE
KQ KQ
X

=>warns its application for break in sequence numbering

station 1 SSECC SS ECC
TE<data> TRR TE<data> TRR
XQ XCC XQ XCC
X
station 2 ASAS
CE CE
KQ KQ
X

=>warns its application for break in sequence numbering

ACK frame with out of order sequence number

station 1 SSECC SS ECC
TE<data> TRR TE<data> TRR
XQ XCC XQ XCC
X

=>invalid ACK. Fall in time out and re-send frame
station 2 ASAS

CE CE
KQ KQ
X

WACK frame followed by an ACK

station 1 SSECC
TE<data> TRR
XQ XCC
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station 2 W W AS

A A CE
ccC KQ
K K

2.5.8 Error recovery

A negative (NAK) reply to an information frame causes re-transmission of the information frame.
The maximal number of re-transmissions is equal to the message retry counter (see RETRY
COUNTER). This implies that the information frame is sent a number of times equal to the retry
counter plus one.

When the retry counter overflows, the sending station generates an alarm to its application layer,
and takes the next information frame. The sequence number is incremented for this new informa-
tion frame.

Station 1 SSECC SS ECC SS ECC SS
ECC SS ECC
TE<data> TRR  TE<data> TRR
TE<data> TRR
TE<data> TRR

XQ XCC  XQ XCC  XQ XCC
XQ XCC  XQ XCC

+

1

=>Warns application retry counter exceeds

Station 2 N N N N AS
A A A A CE
K K K K KQ
+
1

=>Warns application a frame has been lost

An answer time-out on an information frame on the sending station, causes the re-transmission
of the information frame a number of times equal to the value of the retry counter + 1. In case of
unsuccessful re-sending, the sending station generates an alarm to its application layer, and take
the next information frame. The sequence number is incremented for this new information frame.
Station 1 SSECC SS ECC SS ECC SS

ECC Ss ECC

TE<data> TRR  TE<data> TRR

TE<data> TRR

TE<data> TRR

XQ XCC  XQ XCC XQ XCC

XQ XCC  XQ XCC
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N = +

>Warns to the application

Station 2 AS

CE

KQ

"

1

=>Warns to the application a frame has been lost
An information frame having the same Sequence Number as the previous received information
frame, must be acknowledged but discarded towards its application layer.
Station 1 SSECC SS ECC SS ECC

TE<data> TRR TE<data> TRR

TE<new> TRR

XQ XCC XQ XCC  XQ XCC
+
1
Station 2 ASAS AS
CE CE CE
KQ KQ KQ

"
=>Give to application 1
=>Discard! =>Give to application
An inter character time-out is treated in two different ways. The easiest way is not to answer and
wait for the answer time-out to elapse, causing the re-transmission of the information frame.
A more efficient way to handle the inter character time-out is to generate a negative (NAK) reply,
causing a faster re-transmission of the information frame. The final choice is left open for the
designer.

2.5.9 Line supervision

To monitor the link between both stations, a so-called "I'm alive" mechanism is available. This is
done by regularly sending an empty frame to the other station. Only one of both stations sends
these messages: it is called the sender. The other station is called the receiver. Sender/receiver
selection depends on the configuration.

Example:

The External Device is the sender. It sends an "I’'m alive" message whenever it wants to know the
connection is operational.

Message flow:

The sender:

Sends the "I'm alive" frames regularly

Reports to its application in case of no answer
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After a reset, it sends “I'm alive” frames regularly and reports to its application when it receives
the first ACK frame.

The receiver:

Answers all “I'm alive” frames with an ACK frame

Reports to its application in case of no reception.

Message layout for “I'm alive” frame:

| STX | Sequence number | ETX | CRC(LSB) | CRC(MSB) \

The “I'm alive” frame is supported in the terminal, but it's not mandatory for the ECR to send this
frame.

2.5.10 Line characteristics

Asynchronous

Full duplex

1 start bit, 8 data bits, 1 stop bit

Parity: None

Speed: 4800 to 115200

Physical encoding method: Non Return to Zero (NRZ)
Byte serialisation: Least Significant Bit (LSB) first
Maximum user data length: Up to 2048 bytes

2.5.11 Function in C to calculate CRC

unsigned int CalcCRC(const unsigned char * pBuf, size_t sizeBuf)
{
unsigned int i, cval, crc = 0;
for(i=0; i<sizeBuf; i++)
{
cval = crc ~ (unsigned int) pBuf[i];
crc = (crc > 8) ~ crctpleval & Oxff];
}
return crc; // crc & OxFF is first byte of CRC
// crc >> 8 is second byte of CRC
}

2.5.12 Functions in C to build KISS frame

#define PKISS_INIT_OUT 0xO1
#define PKISS_INIT_IN 0x02
static int PKISS_CheckState(PKISS *pKiss, byte state)
{
return pKiss->state & state;

}

static void PKISS_UnSetState(PKISS *pKiss, byte state)
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{
pKiss->state "= (state & pKiss->state);

}

static byte PKISS_NewSeq(byte *pSeq)
{
if (*pSeq >= OxFE) {
*pSeq = 0x00;
} else {
(*pSeq) ++;
}

return *pSeq;

static int PKISS_Stuff(byte *pSBuf, const byte *pBuf, size_t bufSize)
{
int res = 0;
byte *pCursor, *pEnd, *pStart;
if (bufSize)
{
pCursor = (byte*) pBuf;
pStart = pSBuf;
pEnd = pCursor + bufSize;
while (pCursor < pEnd)
{
switch(*pCursor)
{
case STX :
case ETX :
case DLE :
*pSBuf++ = DLE;
*pSBuf++ = xpCursor++;
res+= 2;
break;
default:
*pSBuf++ = *xpCursor++;
res++;
break;

}
}
return res;

}

static void PKISS_BuildFrame(PKISS *pKiss, const byte *pData, size_t dataSize)
{

uint fsize, crc;

pKiss->oframe[0] = STX;

if (PKISS_CheckState(pKiss, PKISS_INIT_OUT)) {
PKISS_UnSetState(pKiss, PKISS_INIT_OUT);
pKiss->oframe[1] = OxFF;
pKiss->oSeqNr = OxFF;

} else {
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pKiss->oframe[1] = PKISS_NewSeq(&pKiss->oSeqNr) ;
}
fsize = PKISS_Stuff (&pKiss->oframe[2], pData, dataSize);
pKiss->oframe[2 + fsize] = ETX;
crc = PCRC_CalcCRC(&pKiss->oframe[1], 2 + fsize);
pKiss->oframe[3 + fsize] = crc & OxFF;
pKiss->oframe[4 + fsize] = crc >> 8;
pKiss->ofSize = fsize + 5;
pKiss->number0fSends = 0;

}
2.5.13 Functions in C to verify KISS frame

static int PKISS_VerifySeq(PKISS *pKiss)

{
int res = 0;
byte recvSeq;
recvSeq = pKiss->iframe[1];
if (PKISS_CheckState(pKiss, PKISS_INIT_IN)) {
res = 1;
} else if (recvSeq == OxFF) {
res = 1;
} else if ((recvSeq == 0x00) && (pKiss->iSegNr >= OxFE)) {
res = 1;
} else if (recvSeq == pKiss->iSeqNr) {
res = 1;
} else if ((recvSeq - 1) == pKiss->iSegNr) {
res = 1;
}
return res;
}

static int PKISS_VerifyFrame (PKISS #*pKiss)
{

int res = 0;

uint calc_crc, recv_crc;

calc_crc = PCRC_CalcCRC(&pKiss->iframe[1], pKiss->ifSize - 3);
recv_crc = pKiss->iframe[pKiss->ifSize - 1] << 8;

recv_crc += pKiss->iframe[pKiss->ifSize - 2];

if (recv_crc == calc_crc)

{

pKiss->error = PKISS_OK;
if (PKISS_VerifySeq(pKiss)) res = 1;

else
{
if (pKiss->numberOfSends >= pKiss->maxNumberOfSends)
pKiss->error = PKISS_SEQ_ERROR;
fprintf (stderr,"Seq error...\n");
}
} else {

if (pKiss->numberOfSends >= pKiss->maxNumber(OfSends)
pKiss->error = PKISS_CRC_ERROR;
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fprintf (stderr,"CRC error... %x %x\n",recv_crc,calc_crc);
}

return res;
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2.6 The BER-TLV principle

The data objects are encoded in BER-TLV — this section will give a brief description of the struc-
ture of TLV data objects.

2.6.1 Definition

A BER-TLV is an ISO standardized encoded representation of a Data Object. BER stands for
Basic Rules of Encoding (of a data object) while TLV stands for Tag, Length and Value.

2.6.2 Properties

A TLV is a data object that encapsulates three properties Tag, Length and Value as follows:
TAG: a numerical value uniquely identifying the data object,

LEN: a numerical value specifying the length of data contained in the value property,

VAL: a data container for the actual value of the data object being encoded as a TLV.

TLV’s come in two forms: Constructed and Primitive.

Constructed TLV: is one that is used to embed one or more other TLV’s in its value property.
These embedded TLV’s can themselves be either primitive or constructed.

A Constructed TLV can contain virtually any number of other constructed TLV’s in there turn
containing other embedded TLV’s and so on.

A Constructed TLV could therefore be assimilated to a directory in a traditional file structure.
Primitive TLV: is one that is used to convey only simple data in its value property. It could be
assimilated to a data File in a traditional file structure.
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Constructed TLV

— Primitive TLV
—— Primitive TLV
L Constructed TLV

L Constructed TLV

L Constructed TLV

—— Primitive TLV
- Primitive TLV
—— Constructed TLV L Constructed TLV
Primitive TLV L Primitive TLV

|
|
|
| Constructed TLV
|
|
|

L Primitive TLV

2.6.3 Motivation

The use of TLV to convey data between two devices is specified for the following reasons
e |t is standardised following ISO specifications.
e Constructed TLV’s can embed other TLV’s which them selves if constructed may do the
same, which allows dynamic use and assembling of DO’s.
e Has been widely used, tested and documented.

2.6.4 Quick illustrated Description

The BER of TLV’s are fully described in the SS-ISO 8825 series of standards. The reader is
recommended therefore to read this document in conjunction with those standards.

The first byte in a TLV is the Tag byte, composed of 3 fields:

Class (2 bits) indicating its scope, Form (1 bit) indicating if it is constructed or primitive, and
Tagvalue (5 bits) representing the actual value of the Tag.

The Tag byte: If the Tag value is greater than or equal to 31 then the first five bits of the first Tag
byte will be 111112 indicating that there is at least one following Tag byte. This next Tag byte has
a Flag bit (bit 8) indicating weather it is the last or not in a series of Tag bytes. The other bits (7 to
1) represent the actual Tag value.

The Length byte: has a flag bit (bit 8) set to zero when bits 7 to 1 suffice to represent the length
otherwise set to 1 with bits 7 to 1 indicating the number of sub bytes representing the value of
LEN. Sub bytes do not have flag bits. LEN indicates the number of Value bytes.
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The Value byte: is only data, with Tag describing its content and Length its length in bytes.
Tag octet - First Tag octet

| Bit8 |Bit7 |Bit6 | Bit5 | Bit4 [Bit3 | Bit2 | Bit1 | Scope

Class

Universal.

Application.

Context Specific.

0
1
0
1

Private.

Form

Primitive.

alo

Constructed.

Value

1 | 1 | 1 [ 1 ] 1 See next byte

1 - 1E (hex) EMV RESERVED

0 | 0 ] 0 [ 0 [ O |Notused

Tag octet - Following Tag octet

Bit8 | Bit7 |Bit6é [Bit5 |Bit4 | Bit3 | Bit2 | Bit1 | Description

0 Last Tag

1 See next Tag byte

1 - 7F (hex) Tag ID or Value

Length octet

Bit8 | Bit7 |Bit6 [Bit5 |Bit4 | Bit3 | Bit2 | Bit1 | Description

0 LEN < 128.
Bits 7 — 1 = LEN
1 See next Tag byte
1 - 7F (hex) Tag ID or Value
Value octet
Bit8 | Bit7 |Bit6é [Bit5 |Bit4 | Bit3 | Bit2 | Bit1 | Description
0 - FF (hex) Value

118



2.7 Data objects — Container tags

This section describes the various Container tag data objects, which are sent between the ECR

and the terminal.

2.7.1 The INIT Container

The INIT container request from the ECR to the terminal is constructed like this:

Tag Value | Presence

0x69 Init Mandatory
0x40 Connect Mandatory*
0x42 Disconnect Mandatory*
0x44 Open Mandatory*
0x46 Close Mandatory*
0x80 Binary Optional

*Only one of these four tags included. The Connect tag must include version number as four bytes
(e.g. 0x02, 0x00, 0x00, 0x00).
The response from the terminal is constructed like this:

Tag Value | Presence

0x69 Init Mandatory
0x84 Result Mandatory
0x80 Binary Optional
0x82 Text Optional*
0x90 ExtendedECR Optional*
0x86 State Optional

* The terminal id and extended ECR functions are included at Connect.

2.7.2 The DATA Container

The DATA container from the terminal is constructed like this:

Tag Value | Presence

0x63 Data Mandatory
0x71 Local Card data Mandatory?
Ox6F Card data Mandatory
0x52 Card number Mandatory'!
0x54 AID Optional!
0x86 State (binary) Optional

L If the terminal supports Card Data Protection, the PAN returned will be truncated according to

119




the Card Schemes rules, i.e. leaving the first 6 and last 4 digits. The remaining digits may be
replaced by “A”. The full PAN may be padded with a trailing “F” for byte boundary alignment if
needed (see OTRS from Nets). 2 This tag is included in conjunction with Local Card transactions.
The DATA Container reply from the ECR is constructed like this:

Tag Value | Presence

0x63 Data Mandatory
0x48 Amount Optional®
Ox6F Card data Mandatory
0x71 Local Card data Mandatory?
0x84 Result Mandatory

L If the transaction must continue at this point, the amount tag must be included and the result
tag must be positive (0x00). If the transaction must be aborted the amount tag is optional but the
result tag must be negative (0x01), result with value (0x03) will do a silent abort.

2 This tag is included in conjunction with Local Card transactions.

2.7.3 The TRANSACTION Container

This container tag is used to initiate a transaction from the ECR, and can include several optional
tags:

Tag Value | Presence

0x65 Transaction Mandatory
0x4E Mi Optional!
0x4C cu Optional!
0x56 TT Optional!
0x50 TR Optional!
0x92 CARD_SOURCE Optional!
0x93 PREPAID Optional!
0x94 SCAN Optional!
0x95 TERMINAL ENV Optional!
0x4A REF_NO Optional!

LIf not included, the terminal will use the default values defined in its param.ini file.

E.g. For purchase set Ml to 0x00, TT to 0x00 and TR to 0x00; for refund set MI to 0x00, TT to
0x20 and TR to 0x01.

For KeyEntered transaction set CARD_SOURCE to 0x10 0x02 (shows as DLE 02 in demo).
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The reply from the terminal when the transaction finishes will be:

Tag Value Presence

0x65 Transaction Mandatory
0x84 Result Mandatory
0x6B Receipt Mandatory'
0x80 Binary Optional
0x86 State Optional
0x13 ASW1ASW2 Optional
Ox11 C9CA Optional
0x08 Acqmsg Mandatory'

LIf the terminal have been communicating with the transaction acquirer, the receipt will always be
present. If the user presses “Slet Alt” or the operator aborts the transaction before the transaction
is send to the transaction inquirer, there will be no receipt. Advice Transfer will only appear if
requested by Nets. The ECR may not run any further transactions before an endOfDay routine
has been accomplished.

The reply can include an INFO container with host information (e.g. “LANGE SVARTIDER” from
Nets).

NOTE: If the Terminal is configured to forward ip traffic to the ECR, the ENAI container will also
appear in the reply.

2.7.4 The ADMIN Container

This container tag is used to initiate administrative functions on the terminal.

Tag Value Presence

0x67 Admin Mandatory
0x88 Command Mandatory
0x10 STAN (bcd) Optional!
0x52 Card number Optional!

I Command values (0x80 and 0x81) will add either STAN or card number.

If the terminal supports Card Data Protection, the PAN returned will be truncated according to the
Card Schemes rules, i.e. leaving the first 6 and last 4 digits. The remaining digits may be replaced
by “A”. The full PAN may be padded with a trailing “F” for byte boundary alignment if needed (see
OTRS from Nets).
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The reply from the terminal when the administrative function finishes will be:

Tag Value Presence

0x67 Admin Mandatory
0x84 Result Mandatory
0x80 Binary Optional
0x86 State Optional

NOTE: Reply for command value 0x80, 0x81 and 0x83, are embedded in an INFO container.
NOTE: If the Terminal is configured to forward ip traffic to the ECR, the ENAI container will also
appear in the reply.

2.7.5 The INFO Container

This tag is used to carry information, which do not need any further action, e.g. status messages,
and response to administrative command 0x80 and 0x81.

Tag Value Presence

0x60 Info Mandatory
0x00 TSI ascii Optional
0x82 Text ascii Optional
0x84 Result Optional!
0x06 Abort Optional
0x52 Card number? bcd Optional
0x10 Stan?3 bcd Optional
0x5C Timestamp?-3 DTHR format Optional
0x48 Amount? Optional
0x4C Currency Code’ Optional
0x80 Binary? Optional
0x86 State’ Optional

TSI: Transaction State Information.

! See transaction flow (transaction preresult).

2 If the terminal supports Card Data Protection, the PAN returned will be truncated according to
the Card Schemes rules, i.e. leaving the first 6 and last 4 digits. The remaining digits may be
replaced by “A”. The full PAN may be padded with a trailing “F” for byte boundary alignment if
needed (see OTRS from Nets).

3 These tags only when command 0x80 and 0x81.

3 Currency Code (2 byte) embeds the currency exponent as 3. byte.

3 When the ECR issues administrative command 0x80 and 0x81, the terminal may respond with
Stan, Currency Code (+++) 2 byte, exponent 1 byte, Amount, Timestamp, or if requested transac-
tion properties not found with ASW1-ASW2 code (usually 0x1033) as a binary tag.
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2.7.6 The RECEIPT Container

This tag carries receipt information and it can be either nested in the transaction container or send
as a standalone container.

Tag Value Presence

0x6B Receipt Mandatory
0x82 Receipt Text Mandatory
0x02 Confirm? Optional
0x95 DCC rate? Optional
0x0E Token (ascii) Optional
0x80 Binary Struct Optional (2)
0x99 E—receipt Optional (8)
0x13 Asw1Asw2 Optional (8)
0x5C Time (unix) Optional (8)
0x52 Card number (bcd) Optional (8)
0x48 Amount (binary) Optional (8)
0x58 Fee (binary) Optional (8)
0x1C Extra (binary) Optional (8)
0x59 Gratuity (binary) Optional (8)
0x4C Currency (bcd) Optional (8)
0x54 AID (ascii) Optional (8)
O0x0A ATC! Optional (8)
0x0C AED' Optional (8)
Ox1E ARC! Optional (8)
0x10 STAN! Optional (8)
0x12 PSAMID! Optional (8)
0x14 ACODE! Optional (8)
0x16 CVM! Optional (8)
0x18 AutCode (ascii) Optional (8)

Table continues on next page.
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Tag Value Presence
Ox5E Cardname (ascii) Optional (8)
Ox1E Terminal ID (ascii) Optional (8)
0x4A Refnr (binary) Mandatory
0x01 Number (ascii) Optional (4)
0x03 Name (ascii) Optional (4)
0x05 City (ascii) Optional (4)
0x07 Address (ascii) Optional (4)
0x09 Zip (ascii) Optional (4)
0x0B Phone (ascii) Optional (4)
0x0B Brn. (ascii) Optional (4)
0x86 State Optional
0x08 Host msg Optional
0x97 Batch Number Optional
0x98 DCC currency Optional
0x96 Cancellation allowed Optional
OxOE Token Optional
OxOF PSAM Creator Optional
0x92 Card source Optional
Ox5A Card Reconciliation Counter id CRC Optional
0xC6 Nets Hash values from PSAM see OTRS “Retrieve Hash

Values” response
0xC7 Storebox

Optional (4): Merchant info bit set in terminal, Optional (8): Receipt information bit set in terminal.

If the terminal supports Card Data Protection, the PAN returned will be truncated according to the
Card Schemes rules, i.e. leaving the first 6 and last 4 digits. The remaining digits may be replaced
by “A”. The full PAN may be padded with a trailing “F” for byte boundary alignment if needed (see
OTRS from Nets).

1) EMV specific value (information in EMV specification).

2) See transaction flow, 3) DCC rate e.g. “1.000000".

The answer to a receipt must always look like this:

Tag Value Presence
0x6B Receipt Mandatory
0x84 | Result Optional

2.7.7 The ERROR Container

This tag is used to carry error information from the terminal to the ECR.
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Tag Value Presence
0x6C Error Mandatory
0x80 Error code Mandatory
0x86 State Mandatory

ECR must only handle Error codes 3, depending on the terminal state. Error codes other than 3
are for internal use.

2.7.8 The HANDLERSTR Container

This tag is used to carry handler string information.

Tag Value Presence
0x73 HandlerString Mandatory
0x80 | Data* Mandatory

* Variable length host data.
The ECR does not answer this operation.

2.7.9 The HOSTDATA Container

This tag is used to carry host data information.

Tag Value Presence
0x73 HostData Mandatory
0x80 | Data Mandatory

See below host data flow.

2.7.10 The MENU Container

This tag is used to carry menu information.
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The terminal menu request to the ECR is constructed like this:

Tag Value Presence

0x77 Menu Mandatory
0x88 Command Mandatory'
0x82 Text Mandatory
0x80 Binary Mandatory
0x48 DCC CH Amount Optional®
0x4C DCC CH Currency Optional?
0x58 DCC ME Amount Optional®
0x14 DCC CH Currency Exp Optional®
0x86 State Mandatory

The Command tag is 1 for Application list, 2 for ECR card inserted correct and 3 for DCC.

The Text tag holds menu text lines that are 20 chars long plus a termination zero, giving a total of
21 chars per line and maximum 10 lines (total 210 bytes).

For command 3 (DCC) text holds the DCC pre receipt text for printing (max 2048 bytes).

The Binary tag includes a timeout value. The response from the ECR must include the selected
line number in the Result tag, within the time of the timeout value.

If the Command tag is 2 the text is “KORT ISAT KORREKT?”, the ECR respond must include
1 for “*JA” or 0 or —1 for ‘NEJ”, within the time of the timeout value, otherwise the transaction is
terminated (“AFBRUDT”).

** CH Amount, CH Currency, CH Currency ACode (ch currency exponent) and ME Amount (ME
currency always DKK) only with DCC and command 3, and the ECR must respond 1 for selection
of DCC currency or 0 for not selection, within the given timeout value.

The response from the ECR is constructed like this:

Tag Value Presence
0x77 Menu Mandatory
0x84 | Result Optional

2.7.11 The ENAI Container

This container is used to carry data information and commands for External Network Application
Interface, e.g. routing of data to and from Nets through the ECR’s serial connection. If config-
ured the terminal will embed and route all IP traffic to the ECR through the serial interface. The
ECR must create and IP connection with the specified parameters and forward the traffic to the
connection.

The ENAI container will only be transmitted during transactions and administrative commands
(clock sync).
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The format from the Terminal:

Tag Value Presence

0x79 ENAI Mandatory
0x80 Binary Optional
O0x8A IP Address Optional
0x8C IP Port Optional
Ox8E IP Timeout Optional
0x88 Command Optional

The Terminal will initiate an IP transmission with the Command 0x01 (connect) and the IP Ad-
dress, IP Port and IP Timeout are present.

IP Address is up to 15 chars e.g. 80.164.132.229.

IP Port is a 4 byte integer e.g. 22000 (decimal).

IP Timeout is a 4 byte integer e.g. 30000 (for 30 seconds).

The ECR must create a connection with the specified parameters and reply the Result to the
Terminal.

The terminal will discontinue an IP connection with the Command 0x02 (disconnect). The ECR
must close the connection and reply the result to the Terminal.

The Terminal will transmit data with the Binary tag, and the ECR must forward these data to the
connection.

If the transmit data to be transmitted in the Binary tag exceed 1000 bytes, the Result is set to 0x5f
to indicate more packets to come, after one or more packets of 1000 bytes, the remainder (last
packet) is indicated by setting Result to 0x5a.

The ECR will forward received data with the Binary tag to the Terminal.

If the received data to be transmitted in the Binary tag exceed 1000 bytes, the Result is set to
0x5f to indicate more packets to come, after one or more packets of 1000 bytes, remainder (last
packet) is indicated by setting Result to 0x5a.

MAX_TCP_WINDOW_SIZE is 65535, so up to 65 packets of 1000 bytes and one of 535 should
be allowed.

The reply format from the ECR:

Tag Value Presence

0x79 ENAI Mandatory
0x80 Binary Optional
0x84 Result 1 byte Optional

2.7.11.1  ENAI Connect reply

For the connect command Result equal 0x00 (one byte) indicate OK, Result equal 0x01 indicate
an ERROR.
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2.7.11.2 ENAI CardSwipe reply

If no Binary tag, and the Result is 0x5a a card has been inserted in the terminal (CardSwipe).

2.7.11.3 ENAI Card Removed reply

If no Binary tag, and the Result is 0x5b a card has been removed from the terminal, this will only
be send if a transaction still running. Use the administrative function “check card state” to poll the
status after transaction completes.

2.7.11.4 ENAI Send Data reply

If Binary tag, and Result is Ox5f more packets of data to come, ECR must assemble the full packet
before passing it on to the TCP/IP connection.

If Binary tag and Result is 0x5a it’'s the last packet, ECR must pass on all the data received to the
TCP/IP connection.

If Binary tag and Result is 0x5¢ the TCP/IP connection used internal in the terminal was lost.

2.7.11.5 ENAI Syncframe

If Result is 0x16 — Terminal send sync frame to indicate to the ECR it's started. The Binary
tag contain four bytes 0x55, 0xa5, 0x5a, Oxaa. ECR should reply with ACK SEQ and an ENAI
container with Result set to 0x16, and Binary tag set to the four bytes: 0x5a, Oxaa, 0xa5, 0x55
first time it receives the sync frame from the terminal, to indicate it’s ready to make a IP routing
connection.

Any next time it see the sync from the terminal, Binary tag must be set to the four bytes Oxaa,
0xab, 0x55, 0x5a to indicate to the terminal ECR ready to process IP routing packets.

2.7.11.6 ENAI sync frame - start of program download example

TimeStamp: 09:14:52

STX 02
SEQ . ff
TAG : 79 - PTAG_ENAI Container
TAGlen : 09
TAG : 80 - PTAG_BINARY
TAGlen : 04
TAGvalue : 55 ab ba aa *UYzZ?
TAG : 84 - PTAG_RESULT
TAGlen : 01

TAGvalue : 16 - Unknown result >

ETX : 03
CRC : 0193
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TimeStamp: 09:14:52
ACK : 06
SEQ ;o ff

TimeStamp: 09:14:52

STX 02
SEQ . ff
TAG : 79 - PTAG_ENAI Container
TAGlen : 09
TAG : 84 - PTAG_RESULT
TAGlen 01
TAGvalue : 16 - Unknown result
TAG : 80 - PTAG_BINARY
TAGlen 04

TAGvalue : ba aa ab b5

ETX : 03
CRC : 7bé1l

TimeStamp: 09:14:52

ACK : 06
SEQ ;. ff

TimeStamp: 09:14:52

STX ;02
SEQ . ff
TAG : 79 - PTAG_ENAI Container
TAGlen 20
TAG : 88 - PTAG_COMMAND
TAGlen 01

TAGvalue : 01

TAG : 8a - PTAG_IPADDR

TAGlen : 0f

TAGvalue : 72 74 6¢c 2 70 6f 69 6e 74
’rtl.point-ts.dk’

TAG : 8c - PTAG_IPPORT

TAGlen . 04
TAGvalue : 00 00 14 b5e
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TAG

8e - PTAG_IPTIMEQUT
04
00 06 68 a0

4:52

TAGlen

TAGvalue :
ETX : 03
CRC : dbda
TimeStamp: 09:1
ACK : 06
SEQ . ff

TimeStamp: 09:1
STX ;02
SEQ . ff
TAG
TAGlen
TAG
TAGlen
TAGvalue :
TAG
TAGlen
TAGvalue :
ETX : 03
CRC : 0193
TimeStamp: 09:1
ACK : 06
SEQ . ff

TimeStamp: 09:1
STX ;02
SEQ : 00
TAG
TAGlen
TAG
TAGlen

TAGvalue :

TAG

5:19

79 - PTAG_ENAI Container

09
: 80 - PTAG_BINARY

04

55 ab ba aa

84 - PTAG_RESULT

01
16 - Unknown result

5:19

5:19

79 - PTAG_ENAI Container

09
: 84 - PTAG_RESULT

01

16 - Unknown result

80 - PTAG_BINARY
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TAGlen 04
TAGvalue : aa ab b5 ba ’YUZ’
ETX 03
CRC 695d
TimeStamp: 09:15:19
ACK : 06
SEQ 00
Slam: ff - §
TimeStamp: 09:15:34
STX ;02
SEQ ff
TAG 79 - PTAG_ENAI Container
TAGlen 09
TAG 80 - PTAG_BINARY
TAGlen 04
TAGvalue : 55 ab ba aa uYz’
TAG 84 - PTAG_RESULT
TAGlen 01
TAGvalue : 16 - Unknown result 7.
ETX 03
CRC 0193
TimeStamp: 09:15:34
ACK : 06
SEQ ff
TimeStamp: 09:15:34
STX . 02
SEQ 01
TAG 79 - PTAG_ENAI Container
TAGlen 09
TAG : 84 - PTAG_RESULT
TAGlen 01
TAGvalue : 16 - Unknown result 7
TAG 80 - PTAG_BINARY
TAGlen 04
TAGvalue : aa ab b5 ba ’YUZ’
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ETX
CRC

TimeStamp

ACK
SEQ

03
6bdc

09:15:34
06
01

2.7.12 The STOPLIST tag

The stoplist tag is used to inform the ECR to return an authorization code (issued by Nets, and
usually obtained before start of the transaction). The stoplist is checked for transaction type offline.
The ECR must return the authorization code using the stoplist tag and including 8 bytes (the tag
length must be eight), where the first six chars are the authorization code received from Nets
followed by two zeros.

The default code is defined as six spaces.

Tag

Value

Presence

0x5B

STOPLIST 0-8 bytes

Mandatory
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2.8 Flows of TLV data objects

2.8.1 The flow of a Connect command

To connect to the terminal, the following data must be sent to the terminal:
INIT
|

CONNECT ( value is e.g. 0x00 and 0x01 ) — see INIT for more detail.

The immediate feedback from the terminal will be:
INIT
|

RESULT ( value is e.g. 0x00 )
BINARY ( value is e.g. 0x00 and 0x01 )
TEXT ( value is terminal id e.g. ‘00990071" )
ExtendedECR (value is e.g. 0x00 0x00 0x00 0x00)
STATE ( optional )
The result will be either 0x00 for successful or 0x01 for unsuccessful.

2.8.2 The flow of a Disconnect command

To disconnect from the terminal, the following data must be sent to the terminal:
INIT
|

DISCONNECT (empty)

The immediate feedback from the terminal will be:
INIT
|

RESULT
STATE (optional)
The result will be either 0x00 for successful or 0x01 for unsuccessful.

2.8.3 The flow of an Open command

To open the terminal, the following data must be sent to the terminal:
INIT
|

OPEN (empty)
BINARY (optional)

The immediate feedback from the terminal will be:
INIT
|

RESULT
BINARY (optional)
STATE (optional)
The result will be either 0x00 for successful or 0x01 for unsuccessful.
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2.8.4 The flow of a Close command

To close the terminal, the following data must be sent to the terminal:

INIT
|
CLOSE (empty)
The immediate feedback from the terminal will be:
INIT
|
RESULT
STATE (optional)

The result will be either 0x00 for successful or 0x01 for unsuccessful.

2.8.5 The flow of a PIN Purchase

To initiate a transaction, the following data must be sent to the terminal:
TRANSACTION
I

Ml ( e.g. 0x0 for default transaction type )
CU (e.g. 208 for DKK)
TT ( purchase or refund )
TR ( purchase or refund )
AMOUNT ( purchase or refund amount)
GRATUITY
VAT
BACK ( cashback amount )
REF_NO (optional )
The MI, CU, TT, TR and the REF_NO tags are all optional. If not sent, default values can be found
in the appendix.

If terminal configured for contactless transactions

The AMOUNT is the minimum required

GRATUITY, VAT and BACK are all optional but required if used later.

This speed up the flow of a contactless transaction, now the terminal know the amount, gratuity,
vat and cashback amount at transaction start. Enabling the terminal to present the customer with
the full amount before customer tap a contactless card, inserting a ICC card or swipe a MSC card.

The immediate feedback from the terminal on the TRANSACTION tag will either be:
INFO
I

TSI ( “Afventer kort” )
BINARY ( 0x01 — status line 1)

STATE ( optional )
If the card hasn’t been swiped before sending a purchase request. The BINARY tag is optional. If

134



the card has been swiped before sending a purchase request:

Note that in certain fallback situations TSI is sent twice.
DATA
|

CARDDATA
I
CARDNUMBER ( e.g. 4571... ) PCI padded
AID ( optional and only if applicable (EMV))

I

STATE (optional)

If the card is accepted, the ECR must respond with the 4-byte AMOUNT tag:
DATA
I

CARDDATA

I
RESULT ( 0x00 )

]
AMOUNT (e.g. 19995 )
FEE (4 bytes)
The FEE tag (optional) is directly related to the fee amount (DKK gre), which must be added to
the transaction.
And the terminal replies:
INFO
!

TSI ( “Afventer PIN/belob” )
BINARY ( terminal suggests: status line 1)
STATE ( optional )

Note that in certain fallback situations CARDDATA is sent twice.
Or if the card is not accepted, the ECR must reply negative to the DATA tag, like this:
DATA
I
CARDDATA
|
RESULT ( 0x01 )

The terminal replies a termination tag:
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TRANSACTION

I
RESULT (0x01)
RECEIPT (0x01)

!
TEXT (“OLES PIZZABAR... etc.”)

STATE (optional)
REF_NO (optional)
The ECR must acknowledge the receipt by sending this tag:
RECEIPT
I

RESULT (0x00 or 0x01)

If the ECR application accepts the card, the terminal will continue in the PIN ENTRY state and
the state changes when the user presses Godkend:
INFO
I

TSI ( “Vent (arbejder)”)
BINARY ( status line 1)
STATE ( optional )
Followed by several status messages:
INFO
I

TEXT ( “Opkald...” )

PAN (the full primary account number)

STAN (a unique Nets reference number)
TIME (transaction timestamp in DTHR format)
BINARY ( status line 2)

STATE ( optional )

!
TEXT ( “Sender...” )

BINARY ( status line 2)
STATE ( optional )

INFO

Ete...
To make sure that the ECR receives the result of the transaction as soon as possible, the terminal
sends the expected(!) transaction result, before completing the transaction with the PSAM.
INFO
I

RESULT (expected(!) transaction result)

At this point, the terminal will always generate a receipt, which also enclosed the final result of the
transaction:
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TRANSACTION

I
RESULT (0x00 or 0x01)
RECEIPT

I
TEXT (“SMASH Terminal... etc.”)

I

STATE (optional)

BINARY (optional)

REF_NO (optional)
Note that in certain fallback situations the TRANSACTION container is sent twice.
The ECR must, as always, acknowledge the receipt by sending this tag:

RECEIPT
I

RESULT( 0x00 or 0x01 )

If the TRANSACTION tag isn’t received by the ECR, the expected transaction result can be used
to complete the transaction on the ECR. However, the transaction must be handled manually
(when convenient), to verify the result. If the RECEIPT tag is not sent from the ECR (cable error
etc.), the terminal will enter the “Ingen Kvittering” status, and can only be unlocked if the ECR
requests a receipt unlock (ADMIN with “unlock receipt” as the COMMAND). Note: This “Ingen
Kvittering” state has been removed from terminal SW version 3.4.

2.8.6 The flow of a Signature Purchase

To initiate a signature transaction, the following data must be sent to the terminal:
TRANSACTION
I

Ml ( e.g. 0x82 for Signature transaction type )

CU ( Optional )

TT ( 0x00 purchase )

REF _NO (optional )
The CU and the REF_NO tags are all optional. If not sent, default values are used (can be found
in the appendix). The immediate feedback from the terminal on the TRANSACTION tag will be:

INFO
I

TSI ( “Afventer kort”)
BINARY ( 0x01 — status line 1)
STATE ( optional )

When the card is swiped, the following data is sent to the ECR:
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DATA

I
CARDDATA
|
CARDNUMBER (e.g. 4571...)
AID ( optional and only if applicable (EMV))
]
STATE (optional)
If the card is accepted, the ECR must respond with the 4-byte AMOUNT tag:
DATA
]

CARDDATA

I
RESULT ( 0x00 )

I
AMOUNT (e.g. 19995 )
FEE (4 bytes)
And the terminal replies:
INFO
I

TSI ( “Afventer belob” )
BINARY ( terminal suggests: status line 1)
STATE ( optional )

Or if the card is not accepted, the ECR must reply negative to the DATA tag, like a PIN transaction.
If the ECR application accepts the card, the terminal will continue in the PIN ENTRY state and
the state changes when the user presses “Godkend”.
INFO
I

TSI ( “Vent (arbejder)”)
BINARY ( status line 1)
STATE ( optional )

Followed by several status messages:
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INFO

!

TEXT ( “Opkald...”)
BINARY ( status line 2)
STATE ( optional )

!
TEXT ( “Sender...” )

BINARY ( status line 2)
STATE ( optional )

INFO

Etc...
The first receipt, which the customer must sign is sent first:
RECEIPT
!

TEXT ( “SMASH Terminal...etc.”)
CONFIRM ( optional )

STATE ( optional )

BINARY ( optional )

REF_NO ( optional )

The answer to this receipt must be positive (0x00) to accept the customer signature and negative
(0x01) to reject the transaction. If the CONFIRM tag appears, then the ECR/operator is requested
to acknowledge the signature. This must be done within 3 minutes.
RECEIPT
I

RESULT ( 0x00 or 0x01 )

The terminal will reply with either an approved receipt or a rejected receipt.
TRANSACTION
]

RESULT (0x00 or 0x01)
RECEIPT

I
TEXT (“SMASH Terminal...etc.”)

I
STATE (optional)
BINARY (optional)
REF_NO (optional)
The ECR must also acknowledge the receipt by sending this tag:
RECEIPT
I

RESULT ( 0x00 or 0x01 )
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2.8.7 The application menu functionality

This functionality is used during refund transactions when the card requests a menu to be shown
on the ECR display. The OTRS Specification specifies at least 10 lines to be shown. The MENU
container is also used if the terminal detects an inserted chip card, but cannot read/write from the
card. A text message “Card inserted correctly?” is then to be shown on the ECR display.

MENU

]

COMMAND, 1 byte
TEXT, 21 bytes pr. menu
BINARY

COMMAND holds the line number to be displayed. TEXT holds 21 bytes per line (*\ 0’ terminated
text).
The binary tag holds the timeout (to display the menu) in milliseconds. If the value is 0, no timeout
is used (infinity). The binary tag is optional.
The ECR must reply with the following tag:
MENU
I

RESULT

The RESULT tag must hold the value for the selected menu point, e.g. if the first line is selected
RESULT is 1. If timeout is expired RESULT is —2. If RETURN is not within the number of lines,
the terminal response is undefined.

2.8.8 The Advice log functionality

The terminal is able to send copies of datastore operations to the ECR. This is done via the HAN-
DLESTR tag. The ECR can then save a copy of the terminal datastore to be used in conjunction
with error handling (primarily with offline transactions). If this functionality is activated (terminal
parameter) the transaction time is increased by half approx a second. The information is given
directly to the ECR. No reply is needed.
HANDLERSTR
I

BINARY

2.8.9 Fee functionality

If the terminal must calculate a fee, instead of the ECR. The calculated fee is sent directly to ECR
when the amount is known by the terminal. No reply is needed (DATA tag is even).
For return transactions with gratuity this amount can be added.
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DATA (0x62 1)

|
FEE ( 4 bytes )
GRATUITY ( 4 bytes )

2.8.10 Get terminal files functionality

The ECR is able to request certain files from the terminal. This functionality can only be used if
the terminal is in IDLE state/mode, hence the ECR is NOT “connected” to the terminal.
The ECR must send the following tags to the terminal:
DATAGRAM
I

COMMAND (“GET; <remote filename >")
The COMMAND tag must include the name on the file to get, e.g. “GET;/dk/otrs.log”.
The terminal will reply with the following tags:

DATAGRAM
I

COMMAND (“PUT,<filename >” or “PUTF,<filename >")
BINARY ( binary data segment )

If the terminal replies “PUT;<filnavn >”, it means that there are more data segments in the file.
The ECR must then reply:
DATAGRAM
I
RESULT (0x00)

The flow loops until the ECR receives a “PUTF”, which means that the entire file has been re-
ceived.

2.8.11 Abort from ECR

It is possible to abort the transaction from the ECR at any time by sending the abort tag (ABORT
tags from the ECR are ignored by the terminal after the user presses “Godkend” and the transac-
tion is transmitted to the host):
INFO
I
ABORT (empty)

The terminal will reply with the termination tag:
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TRANSACTION

|

RESULT ( 0x01)
BINARY ( optional )
STATE ( optional )
REF_NO ( optional )

2.8.12 The flow of a Local Card transaction (initiated by ECR)

To initiate a Local Card transaction, the following data must be sent to the terminal, similar to a

normal transaction:
TRANSACTION

I
Ml ( e.g. 0x0 for default transaction type )
CU (e.g. 208 for DKK)

TT ( purchase or refund )

TR ( purchase or refund )

REF_NO (optional )

The MI, CU, TT and the REF_NO tags are all optional. If not sent, default values can be found
in the appendix. The immediate feedback from the terminal on the TRANSACTION tag will either

be:
INFO

!

TSI ( “Afventer kort”)

BINARY ( 0x01 — status line 1)
STATE ( optional )

If the card have NOT been swiped before sending a purchase request. The BINARY tag is op-
tional. If the card have been swiped before sending a purchase request:
DATA
I

LOCALCARDDATA
|
CARDNUMBER
AID ( optional and only if applicable (EMV))
|
STATE (optional)
The LOCALCARDDATA tag states that a Local Card have been swiped. Now the ECR must reply
with the DATA tag. If the amount must be shown n the terminal, the ECR must attach the AMOUNT
tag. Otherwise no amount is shown on the terminal:
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DATA

I
LOCALCARDDATA

I
RESULT ( 0x00 )

I
AMOUNT (optional)
And the terminal replies:
INFO
!

TSI ( “Afventer belob” )
BINARY ( terminal suggests: status line 1)
STATE ( optional )

Or if the card is not accepted, the ECR must reply negative to the DATA tag, like this:
DATA
I

LOCALCARDDATA

I
RESULT ( 0x01 )

The terminal will reply with a termination tag:
TRANSACTION
I

RESULT (0x01)
RECEIPT

I
TEXT (empty)

I
STATE (optional)
BINARY (optional)
REF _NO (optional)
The ECR must acknowledge the receipt by sending this tag:
RECEIPT

|
RESULT ( 0x00 or 0x01 )
If the ECR application accepts the card, the terminal will show the amount and continue sending

the following tag when the user presses “Godkend” or “Slet Alt”.
HOSTDATA
|

BINARY ( 0x00 if Godkend and 0x01 if Slet Alt )

The HOSTDATA tag means that the terminal is now waiting for the ECR to approve/reject the
transaction. The ECR must reply with the HOSTDATA tag hold the value of the “transaction result”.
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HOSTDATA

|
BINARY ( TAPA message )
The TAPA message 0x03 is approved and 0x07 is rejected The terminal will generate beeps and

display texts similar to a PIN transaction.
TRANSACTION

I

RESULT ( 0x00 or 0x01 )
STATE ( optional )
BINARY ( optional )
REF_NO (optional )

2.8.13 The flow of a Local Card transaction (initiated by the user)

If the cardholder swipes the card before the transaction is initiated by the ECR, the following tags
are sent to the ECR (terminal parameter specific). Please notice that the two container tags DATA
and LOCALCARDDATA has different values, because no reply is needed:

DATA (0x62)

|
LOCALCARDDATA (0x70)
I
CARDNUMBER
AID ( optional and only if applicable (EMV))
|
STATE (optional)
The ECR can now initiate the transaction:
TRANSACTION

|
Ml ( e.g. 0x0 for default transaction type )

CU (e.g. 208 for DKK)

TT ( purchase or refund )

TR ( purchase or refund )

REF _NO (optional )
The MI, CU, TT and the REF_NO tags are all optional. If not sent, default values can be found
in the appendix. The immediate feedback from the terminal on the TRANSACTION tag will either

be:
INFO

!

TSI ( “Afventer kort”)

BINARY ( 0x01 — status line 1)

STATE ( optional )
If the card have NOT been swiped before sending a purchase request. The BINARY tag is op-
tional. If the card have been swiped before sending a purchase request:
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DATA

|
LOCALCARDDATA
I
CARDNUMBER
AID ( optional and only if applicable (EMV))
|
STATE (optional)
The LOCALCARDDATA tag states that a Local Card have been swiped. Now the ECR must reply
with the DATA tag. If the amount must be shown n the terminal, the ECR must attach the AMOUNT
tag. Otherwise no amount is shown on the terminal:

DATA
|
LOCALCARDDATA
]
RESULT ( 0x00 )
|
AMOUNT ( optional )
And the terminal replies:
INFO

|
TSI ( “Afventer belob”)

BINARY ( terminal suggests: status line 1)
STATE ( optional )
Or if the card is not accepted, the ECR must reply negative to the DATA tag, like this:
DATA
|

LOCALCARDDATA
!
RESULT ( 0x01 )
The terminal will reply with a termination tag:
TRANSACTION
|
RESULT ( 0x01 )
RECEIPT
!
TEXT (empty)
STATE ( optional )

REF_NO ( optional )
The ECR must acknowledge the receipt by sending this tag:
RECEIPT

I
RESULT ( 0x00 or 0x01 )
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If the ECR application accepts the card, the terminal will show the amount and continue sending
the following tag when the user presses “Godkend” or “Slet Alt”.
HOSTDATA
|

BINARY ( 0x00 if Godkend and 0x01 if Slet Alt )
The HOSTDATA tag means that the terminal is now waiting for the ECR to approve/reject the
transaction. The ECR must reply with the HOSTDATA tag hold the value of the “transaction result”.
HOSTDATA
|

BINARY ( TAPA message )
The TAPA message 0x03 is approved and 0x07 is rejected the terminal will generate beeps and
display texts similar to a PIN transaction.
TRANSACTION
|
RESULT ( 0x00 or 0x01 )
STATE ( optional )
BINARY ( optional )
REF_NO (optional )

2.8.14 The flow of an endofday

To initiate an “End of Day” (balancing) request, the following data must be sent to the terminal:
ADMIN
|

COMMAND ( 0x02 for End of Day )
The immediate feedback from the terminal will be:

INFO
!
TEXT ( “Afstemning” )
BINARY ( status line 1)
STATE ( optional )
Followed by several status messages:
INFO
!
TEXT ( “Afstemning” )
BINARY ( status line 1)
STATE ( optional )
Followed by several status messages:
INFO

I
TEXT ( “Opkald...”)

BINARY ( terminal suggests status line 2)
STATE ( optional )
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INFO

!
TEXT ( “Sender...” )
BINARY ( terminal suggests status line 2)

STATE ( optional )

Etc...

The end of day routine always delivers a receipt:

RECEIPT
I
TEXT ( “SMASH Terminal...etc.” )
BINARY ( part of a larger segment, or final segment )
STATE ( optional )

Etc...

When the receipt is safe (on your harddrive), you need to send this tag within 3 seconds from
receiving the receipt:

RECEIPT (empty)
I
RESULT ( 0x00 or 0x01 )
The immediate terminal answer will be either a new receipt:
RECEIPT
|
RESULT ( 0x00 or 0x01 )
The immediate terminal answer will be either a new receipt:
RECEIPT
!
TEXT ( "SMASH Terminal...etc.”)
RESULT ( 0x00 or 0x01 )
BINARY ( part of a larger segment, or final segment )
STATE ( optional )
Or a termination tag:
ADMIN
|
RESULT ( 0x00 or 0x01 )
STATE ( optional )

The ECR needs to acknowledge every receipt (if several) within 3 seconds. However, the termi-
nation tag (including result) is automatically sent from the terminal after 6 seconds even though
the receipt isn’t acknowledged.

2.8.15 The flow of a Terminal report

To initiate a terminal report request, the following data must be sent to the terminal:
ADMIN

I
COMMAND ( 0x01 for terminal report )
The immediate feedback from the terminal will be:
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INFO

TEXT ( “Terminal rapport” )
BINARY ( terminal suggests status line 1)
STATE ( optional )
Always followed by a receipt:
RECEIPT
I

TEXT ( "SMASH Terminal...etc.”)

STATE ( optional )
When the receipt is safe (e.g. on the harddrive), you need to sent this tag within 5 seconds from
receiving the receipt:
RECEIPT (empty)

The immediate answer will be:
ADMIN

|

RESULT ( 0x00 or 0x01 )
BINARY ( optional )
STATE ( optional )

2.8.16 The flow of a Last transaction receipt request

The last transaction receipt functionality can only be used in conjunction with transactions. Which
means that it cannot be used to fetch old terminal reports or logs. To initiate a last request, the
following data must be sent to the terminal:
ADMIN
|

COMMAND ( OxOF for “last receipt”)
The immediate feedback from the terminal will be:

INFO
!
TEXT ( “Sidste kvittering” )
BINARY ( terminal suggests status linet )
STATE ( optional )
Always followed by a receipt including a result tag which holds the result of that particular trans-
action:
RECEIPT
!
TEXT
RESULT ( 0x00 or 0x01 )
REF_NO ( optional )
STATE ( optional )

When the receipt is safe (on a harddrive), the ECR must respond by sending this tag within 5
seconds from receiving the receipt:
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RECEIPT

I
RESULT
The immediate answer from the terminal (in case of a PIN based transaction) will be:
ADMIN
|

RESULT ( 0x00 or 0x01 )
BINARY ( optional )
STATE ( optional )
Or if the last transaction generated two receipts ( signature or refund ):
RECEIPT
|

TEXT

REF_NO ( optional )

STATE ( optional )
This must be acknowledged with an empty RECEIPT tag. If the terminal is locked in “Ingen kvit-
tering” state when requesting the last receipt, the terminal will only unlock if the receipts are
acknowledged. The “Ingen Kvittering” state has been removed from terminal SW version 3.4.

2.8.17 Advice transfer flag

The Advice Transfer flag is sent from the ECR when the transaction inquires requires an endOfDay
routine. The Advice Transfer flag is sent (if sent) together with the TRANSACTION TAG, like this:
TRANSACTION
|
RESULT ( 0x00 or 0x01 )
RECEIPT
!

TEXT ( “SMASH Terminal... etc. )

STATE ( optional )

BINARY ( optional )

REF_NO (optional )

ACQMSG ( mandatory, if present )

2.8.18 The flow of the Get DC properties

To initiate a get dc properties request, the following data must be sent to the terminal (in open
state):
ADMIN
|
COMMAND ( 0x80 STAN search key or 0x81 PAN is search key )
STAN (or PAN)
The immediate feedback from the terminal will be:
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INFO

I
STAN (optional)
AMOUNT (optional)
CU (optional)
TIME (optional)
BINARY (0 for OK 2 for “PSAM Not Ready/wrong version”)
STATE ( optional )
STAN, AMOUNT, CU (with exponent embedded) and TIME is only present if OK.

The immediate answer will be:
ADMIN
|

RESULT ( 0x00 or 0x01 )

2.8.19 The flow of the ENAI

The Terminal can be configured to forward (route) IP traffic through the serial connection to the
ECR. If so the ECR must be able to handle transmission and receiving if the ip traffic.

The traffic is embedded in the ENAI container and appears in the transaction flow and for some
selected administrative functions (clock sync).

This example illustrates the flow during a transaction. Note that the example only covers the ENAI
flow, other containers can mix into the flow.

The Terminal sends:

ENAI
|
COMMAND (0x01 for connect)
IPADDR (“90.164.132.229")
IPPORT (22000)
IPTIMEQUT (30000)
The immediate feedback from the ECR may be:
ENAI
|
RESULT (0x00)
During the transaction the Terminal will send one or more data packets.
ENAI
I
BINARY {(...... data to send ...... )
ENAI

|
BINARY {(...... data to send ......)

When ip traffic is received by the ECR it will send:
ENAI
I

BINARY {(........... received data.......... )
RESULT ( 0x5A )
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When the session is ended the Terminal sends:
ENAI
|

COMMAND (0x2 for disconnect)
The ECR need not answer, but must disconnect the session immediately.
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2.9 Extra Application Protocol

Extra application uses new tag PTAG_EXTRA_APP — 0x53 to communicate the extra application
data to/from the terminal.

2.9.1 Extra application data from terminal to ECR
Data is put into a PTAG_DATA container, this have two fields PTAG_BINARY is used to hold a
copy of the app_no PTAG_EXTRA_APP hold the 4 byte header and up to 1000 bytes data.

2.9.2 Example Extra application data from terminal to ECR

Here app_no 12, version 0x00, error 0x00, last_block 0xff
TimeStamp: 12:33:28

STX . 02
SEQ . 05
TAG : 63 - PTAG_DATA Container
TAGlen : B9
TAG : 80 - PTAG_BINARY
TAGlen 01
TAGvalue : Oc .
TAG : 53 - PTAG_EXTRA_APP
TAGlen : 48

TAGvalue : Oc 00 00 ff 45 78 74 72 61 20 61 70 70 20 68 61
’...§Extra app ha’

TAGvalue : 73 20 72 65 63 65 69 76 65 64 20 34 34 20 64 61 ’s
received 44 da’

TAGvalue : 74 61 20 62 79 74 65 73 20 61 6e 64 20 70 65 72

’ta bytes and per’

TAGvalue : 66 6f 72 6d 65 64 20 73 6f 6d 65 20 61 63 74 69
formed some acti’

TAGvalue : 6f 6e 20 6f 6e 20 69 74

on on it’
TAG : 89 - PTAG_SEQNO
TAGlen 01
TAGvalue : 01 [
TAG : 85 - PTAG_FROMSTATE
TAGlen 01
TAGvalue : 07 - PSTATE_OPEN 7.2
TAG : 87 - PTAG_EVENT
TAGlen : 01

TAGvalue : 6c¢ - PEVENT_SIG_EXTRA2HOST 'L’

TAG : 86 - PTAG_STATE

TAGlen 01

TAGvalue : 07 - PSTATE_OPEN v
ETX ;03
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CRC : ae3b

2.9.3 Extra application data from ECR to terminal

Data is put into a PTAG_DATA _1 container, this have one field PTAG_EXTRA_APP this hold the
4 byte header and up to 1000 bytes data.

2.9.4 Enable ExtraReply in the terminal

Use the ADMIN_GET_ECR_EXTENDED_FUNCTIONS to get current EcrExtendedFunctions

value or the value with 0x0100 and use the ADMIN_SET _ECR_EXTENDED FUNCTIONS.
TimeStamp: 09:23:57

STX 02
SEQ : 03
TAG : 67 - PTAG_ADMIN Container
TAGlen : DLE 03
TAG : 88 - PTAG_COMMAND
TAGlen . 01

TAGvalue : 85 - ADMIN_GET_ECR_EXTENDED_FUNCTIONS 7.7

ETX 03
CRC : 48b2

TimeStamp: 09:23:57
ACK : 06
SEQ : 03

TimeStamp: 09:23:57

STX 02
SEQ . 04
TAG : 60 - PTAG_INFO Container
TAGlen 17
TAG : 82 - PTAG_TEXT
TAGlen
OO 2
TAG : 90 - PTAG_ECREXTENDEDFUNCTIONS
TAGlen 04
TAGvalue : 00 00 DLE 02
04 T ’
TAG : 80 - PTAG_BINARY
TAGlen . 01

TAGvalue : 00 7.2

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : DLE 03 7.0

TAG : 85 - PTAG_FROMSTATE

TAGlen . 01
TAGvalue : 07 - PSTATE_QOPEN 7.2
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TAG : 87 - PTAG_EVENT
TAGlen . 01

TAGvalue : 1f - PEVENT_ECR_ADMIN 7.0
TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN I+
ETX ;03
CRC 2192
TimeStamp: 09:23:57
ACK : 06
SEQ : 04
TimeStamp: 09:23:57
STX 02
SEQ . 05
TAG : 67 - PTAG_ADMIN Container
TAGlen ;. Of
TAG : 84 - PTAG_RESULT
TAGlen . 01
TAGvalue : 00 - OK .
TAG : 89 - PTAG_SEQNO
TAGlen . 01
TAGvalue : DLE 03 L2
TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN T+
TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 1le - PEVENT_ECR_TRANSACTION_COMPLETED 7.2
TAG : 86 - PTAG_STATE
TAGlen . 01
TAGvalue : 07 - PSTATE_QOPEN 7.2
ETX : 03
CRC ;. 4f55

Now we have the current EcrExtendedFunctions value 0x0204 and need to set the 0x0100 bit by
making EcrExtendedFunctions = EcrExtendedFunctions | 0x0100 giving the result 0x0304 and we

call the admin function ADMIN_SET_ECR_EXTENDED_FUNCTIONS to set it.
TimeStamp: 09:23:57

STX 02
SEQ . 04
TAG : 67 - PTAG_ADMIN Container
TAGlen 09
TAG : 88 - PTAG_COMMAND
TAGlen . 01
TAGvalue : 84 - ADMIN_SET_ECR_EXTENDED_FUNCTIONS 7.2

154



TAG : 90 - PTAG_ECREXTENDEDFUNCTIONS

TAGlen . 04

TAGvalue : 00 00 DLE 03

04 T ’
ETX : 03
CRC : e8f3

TimeStamp: 09:23:57
ACK : 06
SEQ ;04

TimeStamp: 09:23:57

STX : 02
SEQ : 06
TAG : 67 - PTAG_ADMIN Container
TAGlen : Of

TAG : 84 - PTAG_RESULT
TAGlen . 01
TAGvalue : 00 - OK (N
TAG : 89 - PTAG_SEQNO
TAGlen . 01
TAGvalue : 04 7.2
TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN I+
TAG : 87 - PTAG_EVENT
TAGlen . 01
TAGvalue : 1le - PEVENT_ECR_TRANSACTION_COMPLETED 7.2
TAG : 86 - PTAG_STATE
TAGlen 01
TAGvalue : 07 - PSTATE_QOPEN 7.2

ETX . 03

CRC ;8729

2.9.5 Tell terminal ECR listen for extra app data

We use a special version 0xfd and a status by to tell the terminal ECR listen for data or has
stopped to listen for data from the extra apps in the terminal.

Status 0x00: ECR stopped listen for extra apps data

Status 0x01: ECR listen for extra apps data

Ex. ECR listen for extra apps data

Here app_no 12, version 0xfd, error 0x00, last_block 0xff and Status 0x01
TimeStamp: 14:53:19

STX ;02

SEQ : 05
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ETX
CRC

ACK
SEQ

TAG : 62 - PTAG_DATA_1 Container

TAGlen 07
TAG : 53 - PTAG_EXTRA_APP
TAGlen . 05
TAGvalue : Oc fd 00 f£ff
01 1Ly .¥?
03
9918

TimeStamp: 14:53:19

06
05

2.9.6 Example LPP Extra application data from ECR to terminal

Here app_no 12, version 0x00, error 0x00, last_block 0xff
TimeStamp: 12:33:28

STX 02
SEQ 03
TAG 62 - PTAG_DATA_1 Container
TAGlen : 33
TAG : 53 - PTAG_EXTRA_APP
TAGlen ;31

ETX
CRC

TAGvalue : Oc 00
’...ySome test da’
TAGvalue : 74 61
’ta to Extra term’
TAGvalue : 69 6e
’inal application’
TAGvalue : 00

03
13d2

00 ff 53 6f 6d 65 20 74 65 73 74 20 64 61

20 74 6f 20 45 78 74 72 61 20 74 65 72 6d

61

6¢

20 61 70 70 6¢c 69 63 61 74 69 6f 6e
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2.10 Examples

Examples on how to communicate with the terminal, made with the

C# PointKasseDemoLPP_TAPA3_Thread demo - no longer surpported.
Connect

Open

Close

Disconnect

ClockSyncNets

Extended Issuer Envelope

o0k~

2.10.1 Connect

Send to terminal:
STX : 02
SEQ : FF
TAG : 69 - PTAG_INIT Container
TAGlen : DLE 10
TAG : 40 - PTAG_CONNECT
TAGlen : 04
TAGvalue : DLE 03 01 00 00 ’....°
TAG : 80 - PTAG_BINARY
TAGlen : DLE 02
TAGvalue : 00 00 ’..°
TAG : 90 - PTAG_ECREXTENDEDFUNCTIONS

TAGlen : 04

TAGvalue : 00 00 00 04 ’....°
ETX : 03
CRC : 1944

Acknowledge from terminal:
ACK : 06
SEQ : FF

Terminal response to connect:

STX : 02
SEQ : FF
TAG : 69 - PTAG_INIT Container
TAGlen . 23
TAG : 84 - PTAG_RESULT
TAGlen : 01
TAGvalue : 00 - OK
TAG : 80 - PTAG_BINARY

157



TAGlen : DLE 02

TAGvalue : 00 01 70
TAG : 82 - PTAG_TEXT
TAGlen : 08
TAGvalue : 39 39 30 33 36 39 00 00 7990369. .
TAG : 90 - PTAG_ECREXTENDEDFUNCTIONS
TAGlen : 04
TAGvalue : 00 00 00 04 T
TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : FF 7y
TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : DLE 03 - PSTATE_IDLE .’
TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 19 - PEVENT_ECR_CONNECT_OK ’.?
TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 05 - PSTATE_CONNECTED °.°
ETX : 03
CRC : 86C7

Send acknowledge to terminal

ACK : 06
SEQ : FF

2.10.2 Open

Send to terminal:
STX : 02
SEQ : 00
TAG : 69 - PTAG_INIT Container
TAGlen : DLE 02
TAG : 44 - PTAG_QOPEN
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TAGlen : 00

ETX : 03
CRC : c956
ACK : 06
SEQ : 00

Terminal response to open with configuration parameters:

STX : 02
SEQ : 00
TAG : 69 - PTAG_INIT Container
TAGlen : 81 dc
TAG : 84 - PTAG_RESULT
TAGlen : 01

TAGvalue : 00 - OK 2.’

TAG : 80 - PTAG_BINARY
TAGlen : DLE 02
TAGvalue : 00 00 ’..°

TAG : 82 - PTAG_TEXT

TAGlen : 81 c0

TAGvalue : 39 39 30 33 36 39 2c 31 37 2c 33 35 2c 31 2c¢ 31 ’990369,17,35,1,1°
TAGvalue : 2c¢ 31 2¢ 30 2c¢ 31 2c 30 2c¢ 30 30 30 30 30 31 37 ’,1,0,1,0,0000017°
TAGvalue : 33 35 33 2c 54 65 73 74 20 52 65 74 61 69 6¢ 20 ’353,Test Retail’
TAGvalue : 44 43 43 20 20 20 2c 42 61 6¢c 6¢ 65 72 75 70 20 ’DCC ,Ballerup ’
TAGvalue : 20 20 20 20 20 20 20 2c 4c 61 75 74 72 75 70 62 ’ ,Lautrupb’
TAGvalue : 6a 65 72 67 20 31 30 20 20 20 20 20 20 20 20 20 ’jerg 10 °
TAGvalue : 2c 32 37 35 30 20 20 20 20 2c 2b 34 35 20 34 34 ’,2750 ,+45 44’
TAGvalue : 36 38 34 34 36 38 20 20 20 20 20 20 20 20 20 20 ’684468 °

TAGvalue : 20 20 2c¢ 20 20 20 20 20 20 20 20 20 20 20 20 2¢ * , ,’

TAGvalue : 31 36 2c 20 64 61 2c 32 35 30 2c 32 35 35 2c¢ 32 ’16, da,250,255,2’
TAGvalue : 30 38 2c 32 30 38 2c 30 2c 33 34 2c 20 20 20 20 ’08,208,0,34, ’
TAGvalue : 34 2e 30 30 30 30 2c 30 2c 33 2e 33 2e 30 30 00 ’4.0000,0,3.3.00.°

TAG : 90 - PTAG_ECREXTENDEDFUNCTIONS
TAGlen : 04
TAGvalue : 00 00 00 04 P00

TAG : 89 - PTAG_SEQNO

TAGlen : 01
TAGvalue : 00 72
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TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 05 - PSTATE_CONNECTED

TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : la - PEVENT_ECR_OPEN

TAG . 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 07 - PSTATE_OPEN

ETX : 03

CRC : 9fab

Send acknowledge to terminal:
ACK : 06

SEQ : 00

2.10.3 Close

Send to terminal:

STX : 02
SEQ : 01
TAG : 69 - PTAG_INIT Container
TAGlen : DLE 02
TAG : 46 - PTAG_CLOSE
TAGlen : 00
ETX : 03
CRC : 7856

Acknowledge from terminal:
ACK : 06
SEQ : 01

Terminal response to close:

STX : 02

SEQ : 01
TAG : 69 - PTAG_INIT Container
TAGlen : 0f
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TAG : 84 - PTAG_RESULT
TAGlen : 01
TAGvalue : 00 - OK

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : 01

TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 07 - PSTATE_OPEN

TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 1c - PEVENT_ECR_CLOSE

TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 05 - PSTATE_CONNECTED

ETX : 03
CRC : 3b97

Send acknowledge to the terminal:
ACK : 06
SEQ : 01

2.10.4 Disconnect

Send to terminal:

STX : 02
SEQ : 02
TAG : 69 - PTAG_INIT Container
TAGlen : DLE 02
TAG : 42 - PTAG_DISCONNECT
TAGlen : 00
ETX : 03
CRC : 0a97
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2.10.5 Disconnect

Acknowledge from terminal:
ACK : 06
SEQ : 02

Terminal response to disconnect:

STX : 02
SEQ : 02
TAG : 69 - PTAG_INIT Container
TAGlen : Of
TAG : 84 - PTAG_RESULT
TAGlen : 01

TAGvalue : 00 - OK

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : DLE 02

TAG : 85 - PTAG_FROMSTATE
TAGlen : 01

TAGvalue : 05 - PSTATE_CONNECTED

TAG . 87
TAGlen : 01
TAGvalue : 1b

PTAG_EVENT

PEVENT_ECR_DISCONNECT

TAG : 86
TAGlen : 01
TAGvalue : DLE 03 - PSTATE_IDLE

PTAG_STATE

ETX : 03
CRC : d35e

Send acknowledge to the terminal:
ACK : 06
SEQ : 02

2.10.6 ClockSyncNETS

Send to terminal:
STX : 02
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SEQ : 05

TAG : 67 - PTAG_ADMIN Container
TAGlen : DLE 03
TAG : 88 - PTAG_COMMAND
TAGlen : 01

TAGvalue : 09 - ADMIN_CLOCKSYNCNets ’.°

ETX : 03
CRC : achs8

Send acknowledge to the terminal:
ACK : 06
SEQ : 05

Terminal response INFO line 1 SYNKRONISER UR Nets:

STX : 02

SEQ : 05
TAG : 60 - PTAG_INFO Container
TAGlen : 23
TAG : 00 - PTAG_TSI
TAGlen 1 12

TAGvalue : 53 59 4e 4b 52 4f 4e 49 53 45 52 20 55 52 20 50 ’SYNKRONISER UR P’
TAGvalue : 42 53 ’BS’

TAG : 80
TAGlen : 01
TAGvalue : 01 ’.°

PTAG_BINARY

|

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : 05 ’.?

TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN ’+°

TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 28 - PEVENT_ECR_INFO ’(’

TAG : 86 - PTAG_STATE

TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN °’+°
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ETX : 03
CRC : 1c77

Send acknowledge to the terminal:
ACK : 06
SEQ : 05

Terminal response INFO line 1 VENT (ARBEJDER):

STX : 02
SEQ : 06
TAG : 60 - PTAG_INFO Container
TAGlen : 20
TAG : 00 - PTAG_TSI
TAGlen : Of

TAGvalue : 56 45 4e 54 20 28 41 52 42 45 4a 44 45 52 29 °VENT (ARBEJDER)’

TAG : 80
TAGlen : 01
TAGvalue : 01 7.7

PTAG_BINARY

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : 05 >0

TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN '+
TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 28 - PEVENT_ECR_INFO (0
TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN I+
ETX : 03
CRC : bbcc

Send acknowledge to the terminal:
ACK : 06
SEQ : 06

Terminal response INFO line 2 OPKALD...
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STX : 02
SEQ : 07
TAG : 60 - PTAG_INFO Container
TAGlen : 1la
TAG : 82 - PTAG_TEXT
TAGlen : 09
TAGvalue : 4f 50 4b 41 4c 44 2e 2e 2e

TAG : 80 - PTAG_BINARY
TAGlen : 01
TAGvalue : DLE 02

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : 05

TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN

TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 28 - PEVENT_ECR_INFO

TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN

ETX : 03
CRC : 48a7

Send acknowledge to the terminal:
ACK : 06
SEQ : 07

Terminal response INFO line 2 SENDER...

STX : 02
SEQ : 08
TAG : 60 - PTAG_INFO Container
TAGlen : la
TAG : 82 - PTAG_TEXT
TAGlen : 09

’OPKALD. ..~

4

I40

TAGvalue : 53 45 4e 44 45 52 2e 2e 2e ’SENDER...°
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TAG
TAGlen
TAGvalue

TAG
TAGlen
TAGvalue

TAG
TAGlen
TAGvalue

TAG
TAGlen
TAGvalue

TAG
TAGlen
TAGvalue

ETX : 03
CRC : 2be4d

: 80 - PTAG_BINARY

: 01

: DLE 02 ’.°

: 89 - PTAG_SEQNO
: 01

: 06 2.?

: 85 - PTAG_FROMSTATE
: 01
: 2b - PSTATE_ADMIN °’+?

: 87 - PTAG_EVENT
: 01
: 28 - PEVENT_ECR_INFO °(°

: 86 - PTAG_STATE
. 01
: 2b - PSTATE_ADMIN °’+?

Send acknowledge to the terminal:

ACK : 06
SEQ : 08

Terminal response INFO line 2 MODTAGER...

STX : 02
SEQ : 09
TAG
TAGlen
TAG
TAGlen
TAGvalue

TAG
TAGlen
TAGvalue

TAG
TAGlen
TAGvalue

: 60 - PTAG_INFO Container

1c
: 82 - PTAG_TEXT
: Ob

1 4d 4f 44 54 41 47 45 52 2e 2e 2e ’MODTAGER...

: 80 - PTAG_BINARY
: 01
: DLE 02 7.0
: 89 - PTAG_SEQNO

: 01

: 05 >0
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TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN

TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 28 - PEVENT_ECR_INFO

TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN

ETX : 03
CRC : 41a8

Send acknowledge to the terminal:
ACK : 06
SEQ : 09

Terminal response INFO line 2 GODKENDT:
STX : 02

SEQ : Oa
TAG : 60 - PTAG_INFO Container
TAGlen : 19
TAG : 82 - PTAG_TEXT
TAGlen : 08

TAGvalue : 47 4f 44 4b 45 4e 44 54

TAG : 80 - PTAG_BINARY
TAGlen : 01
TAGvalue : DLE 02

TAG . 89
TAGlen : 01
TAGvalue : 05

PTAG_SEQNO

TAG . 85
TAGlen . 01
TAGvalue : 2b

PTAG_FROMSTATE

PSTATE_ADMIN

TAG . 87
TAGlen : 01
TAGvalue : 28

PTAG_EVENT

PEVENT_ECR_INFO
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TAG : 86 - PTAG_STATE

TAGlen : 01

TAGvalue : 2b - PSTATE_ADMIN I+
ETX : 03
CRC : 647c

Send acknowledge to the terminal:
ACK : 06
SEQ : OA

Terminal response INFO line 2 AFBRYDER:

STX : 02
SEQ : Ob
TAG : 60 - PTAG_INFO Container
TAGlen . 19
TAG : 82 - PTAG_TEXT
TAGlen . 08
TAGvalue : 41 46 42 52 59 44 45 52 ’AFBRYDER’
TAG : 80 - PTAG_BINARY
TAGlen : 01
TAGvalue : DLE 02 ’.?
TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : 05 7.
TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN °’+°
TAG . 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 28 - PEVENT_ECR_INFO °(°
TAG : 86 - PTAG_STATE
TAGlen . 01
TAGvalue : 2b - PSTATE_ADMIN °’+?
ETX : 03
CRC : 59aa
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Send acknowledge to terminal:
ACK : 06
SEQ : OB

Terminal response to ADMIN command:
STX : 02
SEQ : Oc
TAG : 67 - PTAG_ADMIN Container
TAGlen : Of
TAG : 84 - PTAG_RESULT
TAGlen : 01
TAGvalue : 00 - 0K 7

TAG . 89 - PTAG_SEQNO
TAGlen 01
TAGvalue : 05 >

TAG : 85 - PTAG_FROMSTATE

TAGlen : 01

TAGvalue : 2b - PSTATE_ADMIN 140
TAG : 87 - PTAG_EVENT

TAGlen : 01

TAGvalue : le - PEVENT_ECR_TRANSACTION_COMPLETED ’.°

TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 07 - PSTATE_OPEN ’?

ETX : 03
CRC : 180c

Send acknowledge to terminal:
ACK : 06
SEQ : OC

2.10.7 Extended Issuer Envelope (EIE)

The LPP ECR can transfer Extended Issuer Envelope (EIE) data along with the PTAG_DATA
container response (PTAG_AMOUNT) to CARDNUMBER using the new PTAG_EIE_DATA 0x51.
Data is stored and send to the PSAM before Payment command.

After Payment command, EIE data read from the PSAM is transmitted back to the ECR in a
PTAG_DATA container, using the PTAG_EIE_DATA.
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The ECR must respond with PTAG_DATA container with a PTAG_EIE_DATA, to be send to the
PSAM before Complete Payment.

typedef struct
{
byte resp_mode; // 0x00 Empty not used allow memset 0x00 to be used
// 0x01 Request Append EIE to PSAM (PSAM start with empty EIE)
// 0x02 Advice Clear EIE in PSAM before update with this
// 0x03 Advice Append to EIE hold by PSAM
// 0x04 Advice Clear EIE in PSAM only
// 0x05 Request Clear EIE in PSAM only
// 0x06 Response from Host to the Request EIE
int length_ie; // Length of SWE additional data IE part of data 0-90
int length_eie; // Length of EIE part of data
byte datal0..512]; // 0..length_ie+length_eie
} PACKED EIE_DATA_BLOCK; // Extended Issuer Envelope Data Block used by PTAG_EIE_DATA

Observe: length_ie and length_eie is stored as little-endian. TAGlength in data as big-endian.

2.10.7.1 SWE additional data IE part of data may contain:

Only TAGs allowed here are “Z7”, “Z8”, “Z2”, “Z3” and/or “Z4”.

See OTRS 3.3.0 Table 1-15.8 “Swedish additional transaction data in Issuer Information Enve-
lope” data is added to the TAG “TZ” build by the terminal.

“TZ” build by terminal uses 18 bytes, “Z7”, “Z8”, “Z2”, “Z3” and/or “Z4” up to 74 bytes, missing tags
or tags with zero length is omitted. Give a max of 92 bytes.

2.10.7.2 DCC Transaction Information
DCC is setup by the terminal and uses 42 bytes, see OTRS 3.3.0 Table 1-10.12 “DCC data
element in DCC-Transaction-Information”.

2.10.7.3 Example:

ECR get the PTAG_DATA with the PTAG_CARDNUMBER.
TimeStamp: 08:10:09

STX 02
SEQ : b8
TAG : 63 - PTAG_DATA Container
TAGlen ;26
TAG : 6f - PTAG_CARDDATA Container
TAGlen . 18
TAG : 52 - PTAG_CARDNUMBER
TAGlen : DLE 10

TAGvalue : 34 35 37 31 38 31 41 41 41 41
41 41 30 34 36 36 ’457181AAAAAA0466°

TAG : ba - PTAG_CRCNUMBER
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TAGlen : 04
TAGvalue : 00 00 DLE 03 e7 P o

TAG : 89 - PTAG_SEQNO
TAGlen . 01
TAGvalue : Oa 72

TAG : 85 - PTAG_FROMSTATE
TAGlen . 01
TAGvalue : Oe - PSTATE_CARD_REQ_AMOUNT v

TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 1d - PEVENT_ECR_TRANSACTION 7

TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : Of - PSTATE_TRANS_REQ_AMOUNT 7

ETX : 03
CRC : cdf8

TimeStamp: 08:10:09
ACK : 06
SEQ : b8

ECR response with PTAG_DATA container with PTAG_CARDDATA container, PTAG_AMOUNT
and PTAG_EIE_DATA telling the host “Customer Reference Number” is 1234.

TimeStamp: 08:10:09
STX 02
SEQ : 0b
TAG : 63 - PTAG_DATA Container
TAGlen : la
TAG : 6f - PTAG_CARDDATA Container
TAGlen : DLE 03
TAG : 84 - PTAG_RESULT
TAGlen : 01
TAGvalue : 00 - 0K ’?

TAG : 48 - PTAG_AMOUNT

TAGlen : 04
TAGvalue : 00 00 Ob O9f T
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TAG : 51 - PTAG_EIE_DATA

TAGlen 11
TAGvalue : 01 00 00 00 OO0 08 00 00 OO0 34
4E 00 04 31 32 32 °’..... 4N. .123°
resp_mode 1length_ie  length_eie data
34 ’4°
ETX : 03
CRC : CRCCRC

TimeStamp: 08:10:09
ACK : 06
SEQ : Ob

The host response say “Receipt Number” 5678 is going to be used by the host for this transaction.
(PSAM doesn’t support response at this moment, and this is just an example using a known tag).

TimeStamp: 08:10:09

STX ;02
SEQ : b9
TAG : 63 - PTAG_DATA Container
TAGlen : 0Of
TAG : 51 - PTAG_EIE_DATA
TAGlen 11
TAGvalue : 06 00 00 00 00 08 00 00 00 34 4F
00 04 35 36 37 7..... 40..567’
resp_mode length_ie  length_eie data
38 4’
ETX : 03
CRC : CRCCRC

TimeStamp: 08:10:09
ACK : 06
SEQ : b9

ECR response with PTAG_DATA container with PTAG_EIE_DATA.
Containing “Customer Reference Number” 1234 and “Receipt Number” 5678 to be used with the
“Financial Advice”.

TimeStamp: 08:10:09

STX ;02
SEQ : Oc
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TAG : 63 - PTAG_DATA Container
TAGlen 17

TAG : 51 - PTAG_EIE_DATA
TAGlen ;18
TAGvalue : 02 00 00 00 00 10 00 00 OO0 34 A4E
00 04 31 32 32 ’..... 4N. .123°
resp_mode length data..
43 34 4F 00 04 35 36 37 38 ’40..5678°
data continue..
ETX : 03
CRC :  CRCCRC

TimeStamp: 08:10:09
ACK : 06
SEQ . Oc

2.10.7.4 On terminal boot we get from the PSAM with Identifier 0x0011

CARD Build Nov 19 2011 22:12:52 (c) 2004-11 Point Transaction Systems A/S
USER Build Nov 19 2011 22:13:24 (c) 2004-07 Point Transaction Systems A/S
POTRS_TERMINAL_SETTINGS - rc = 0 PSAMvers=71.8 rlen=8

Issuer Envelope, non—-EMV 150
Issuer Envelope, EMV 150
Total Issuer and Extended Issuer Envelope, non—EMV 340
Total Issuer and Extended Issuer Envelope, EMV 160

DCC TRANSACTION INFO length 42 bytes (42 bytes used by terminal)
SW ADDITIONAL TRANS INFO len 92 bytes (18 bytes used by terminal)
Total 134 bytes (60 bytes used by terminal if DCC & SWE)

2.10.7.5 The total envelope data is send to the ECR as part of OPEN parameters

EIE 128
PSAM_EIE 128
Issuer Envelope,non—-EMV 150
Issuer Envelope, EMV 150
Total Issuer and Extended Issuer Envelope, non—EMV 340
Total Issuer and Extended Issuer Envelope, EMV 160

TimeStamp: 10:49:56
STX 02
SEQ : 00
TAG : 69 - PTAG_INIT Container
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TAGlen

DLE 02

31
2c
50
41
4c
20
20
20
36
32
2c
33
32
34

33
30
53
4c
41
20
2c
36
37
35
20
2e
38
30

TAG 44 - PTAG_OPEN
TAGlen 00

ETX 03
CRC c956
TimeStamp: 10:49:56
ACK : 06
SEQ 00
TimeStamp: 10:49:56
STX 02
SEQ 6a
TAG 69 - PTAG_INIT Container
TAGlen 81 fa

TAG : 84 - PTAG_RESULT

TAGlen . 01

TAGvalue : 00 - 0K

TAG 80 - PTAG_BINARY

TAGlen : DLE 02

TAGvalue : 00 00

TAG 82 - PTAG_TEXT

TAGlen 81 de
TAGvalue : 39 39 30 35 35 35 2c
TAGvalue : 31 2c¢c 30 2c 31 2c 30
TAGvalue : 30 31 2c 50 42 53 20
TAGvalue : 20 20 c6 d8 <cb 2c 42
TAGvalue : 20 20 20 20 20 20 2c
TAGvalue : 45 52 47 20 31 30 20
TAGvalue : 44 4b 2d 32 37 35 30
TAGvalue : 34 20 36 38 20 34 34
TAGvalue : 20 2c 31 32 33 34 35
TAGvalue : 2c 20 64 61 2c 30 2c
TAGvalue : 30 38 2c 30 2c 33 34
TAGvalue : 30 30 2c 30 2c 33 2e
TAGvalue : 58 45 4e 54 41 2c 31
TAGvalue : 30 2¢c 31 35 30 2c 33

TAG 90 - PTAG_ECREXTENDEDFUNCTIONS

TAGlen 04

TAGvalue : 00 00 00 04

TAG 89 - PTAG_SEQNO

TAGlen . 01

TAGvalue : 00

TAG 85 - PTAG_FROMSTATE

TAGlen . 01

TAGvalue : 05 - PSTATE_CONNECTED

TAG 87 - PTAG_EVENT

37
41

55
20
28
38
38
35
20
30
2c
2c
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30
36
4d
45
54
20
2b
20
20
2c
20
31
31
31

2c
30
2d
52
52
20
34
20
20
32
20
2c
32
36

30
31
31
55
55
20
35
20
20
30
33
30
38
30

2c
31
34
50
50
20
29
20
20
38
2e
2c
2c
00

30
30
36
20
42
20
20
20
2c
2c
30
30
31

2c
30
20
20
4a
2c
34
20
34
32
30
2c
35

’90555,13,0,0,0,
’1,0,1,0,07601100°
’01,PBS PSAM-146 °
> EQPR,BALLERUP °
) ,LAUTRUPBJ’
YERG 10 ,?
’DK-2750 , (+45) 4’
4 68 44 68 )
’ 12345678 ,4”
’ da,0,255,208,2’
’08,0,34, 3.00°
’00,0,3.3.01,0,0,°
»XENTA,128,128,15°
’0,150,340,160.°



TAGlen : 01
TAGvalue : 1la - PEVENT_ECR_OPEN

TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 07 - PSTATE_QPEN

ETX : 03
CRC : 0293

TimeStamp: 10:49:56
ACK : 06
SEQ : 6a

2.10.7.6 Example DLL kasse demo - no longer supported:

Printer selection: Only on display

IP address 10.0.0.157 and IP Port 2000

applying fIxSetConfiguration(1, 2, 10.0.0.157, 2000)
fixConnect(0x04): CONNECT_OK

fiIxOpen(): CONNECT_OK

175



1: TERMINALID 990555

2: RECEIPTTYPE 13

3: GRATUITYMODEL 0

4. DCC 0

5: TOKEN 0

6: PREPAID 1

7: KEYENTRY XENTA

8: OFFLINE 1

9: IP ROUTING 0

10: MERCHANTNUMBER 0760110001

11: MERCHANTNAME PBS PSAM-146 £JA
12: MERCHANTCITY BALLERUP

13: MERCHANTADDRESS LAUTRUPBJERG 10
14: MERCHANTZIP DK-2750

15: MERCHANTPHONE (+45) 44 68 44 68
16: MERCHANTBRN 12345678

17: FLXTRACELEVEL 4

18: LANGUAGE da

19: VAT 0

20: USERINPUT 255

21: COUNTRYCODE 208

22: DEFAULTCURRENCY 208

23: CONTACTLESSFLAGS 0

24: TERMINALTYPE 34

25: DCCMARKUP 3.0000

26: TCS 0

27: SOFTWARE_VERSION 3.3.01

28: CDP 12
29: PSAM_CDP 4

30: HARWARENAME XENTA
31: EIE 128
32: PSAM _EIE 128
33: ISSUER _ENVELOPE_NON_EMV_SIZE 150
34: ISSUER_ENVELOPE_EMV_SIZE 150
35: TOTAL_ISSUER_ENVELOPE_NON_EMV_SIZE 340
36: TOTAL_ISSUER_ENVELOPE_EMV_SIZE 160

MI = MI_PIN and transaction type = FLX_TRANS_PURCHASE
StartTid 2011-12-05 11:01.41
Status: AFVENTER KORT line: 1

Status: INDLES KORT line: 2
Status: AFVENTER VALIDERING line: 1
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SET CARD DATA Cardnumber:457199AAAAAA9968,1, CardType:PBS_CARD
FLX_CARDNUMBER_CMD: ’FLX_CARDNUMBER_OK’

2.10.7.7 EIEdata2host

Response mode 1
Length Issuer Envelope 7
Length Extended Issuer Envelope 8

Issuer Envelope Data

HexDump Size=7 - 0x0007

HexCnt Dec 01 2 3 45 6 7- 8 9 A B CDE F

0000 - 000000: 34 4e 00 03 49 45 20 4N. . IE
Extended Issuer Envelope Data

HexDump Size=8 - 0x0008

HexCnt Dec 601 2 3 45 6 7- 8 9 A B CDE F

0000 - 000000: 34 4f 00 04 45 49 45 20 40. .EIE

GetAmountFee: O

Status: AFVENTER PIN/BEL(@B line: 1

Status: VENT (ARBEJDER) line: 1

Status: OPKALD... line: 2

Early STAN PAN: 457199EEEEEE9968;000088;111205
Status: SENDER... line: 2

Status: MODTAGER... line: 2

2.10.7.8 EIEdataReceived

Response mode 6
Length Issuer Envelope 0
Length Extended Issuer Envelope 0

Issuer Envelope Data

HexDump Size=0 - 0x0000

HexCnt Dec 01 2 3 45 6 7- 8 9 A B C D E F
Extended Issuer Envelope Data

HexDump Size=0 - 0x0000

HexCnt Dec 01 2 3 45 6 7- 8 9 A B CDE F

2.10.7.9 EIEdata2host

Response mode 1
Length Issuer Envelope
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Length Extended Issuer Envelope 8

Issuer Envelope Data

HexDump Size=7 - 0x0007

HexCnt Dec 601 2 3 45 6 7- 8 9 A B CDE F

0000 - 000000: 34 4e 00 03 49 45 20 4N. . IE
Extended Issuer Envelope Data

HexDump Size=8 - 0x0008

HexCnt Dec 01 2 3 45 6 7- 8 9 A B CDE F

0000 - 000000: 34 4f 00 04 45 49 45 20 40. .EIE

Status: GODKENDT line: 2
Status: KVITTERING UDSKRIVES line: 4

PBS PSAM-146 EQR
LAUTRUPBJERG 10
DK-2750 BALLERUP

TLF: (+45) 44 68 44 68

2011-12-05 10:58

K0¥B DKK 35,00
PIN K@B

VisaDankort PSN: 00
AAAA AAAA AAAA 9968
TERM: 00990555-000088
IAl PBS NR:0760110001
ATC:03601 AED: 000000
AID: A0000000031010
PSAM: 5374978-0000000540
ARC:00 STATUS:0000
AUT. KODE: 10:40K
REF:000088  AUTORISERET

PrintReceipt
receipt completed

BINARY RECEIPT:

2011-12-05 09:58;
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457199EEEEEE9968;3500;0;0;0;208;88;2129592318;540;0000;0;11;10:40K;VisaDankort
;00990555;760110001 ; PBS PSAM-146  EQX ; BALLERUP ;LAUTRUPBJERG 10

;DK-2750 ;(+45) 44 68 44 68 ;12345678 ;123456;208;1.000000;1;550030
315055

Receipt:

Time (yyyy-mm-dd hh:mm) : 2011-12-05 09:58
PAN : 457199EEEEEE9968
total : 3500

extra : 0

fee : 0

gratuity : 0

currency : 208

Stan : 88

PSAM_Creator 1 2129592318
PSAM_ID : 540

Action Code : 0000

AswlAsw?2 : 0

CvmStatus 11

Authorization Code 10:40K

Cardname : VisaDankort
Terminal Ident : 00990555

PBS Number : 760110001

Name : PBS PSAM-146  EQA
City : BALLERUP

Address : LAUTRUPBJERG 10
Zip : DK-2750

Phone (+45) 44 68 44 68
CVR : 12345678

refNr : 123456

Dcc Currrency : 208

Dcc Rate 1.000000

Card CRC 1

Batch Number : 550030
Cancallation Allowed 1

Vat : 0

Not used yet 1
Not used yet 2

flxCardTransaction result=SUCCESS

flxCardTransaction error=0

StopTid 2011-12-05 11:02.08
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2.10.7.10

TimeStamp:
STX : 02
SEQ o ff
TAG
TAGlen
TAG
TAGlen
TAGvalue :

DLE

TAG
TAGlen
TAGvalue :

TAG
TAGlen
TAGvalue :

ETX : 03
CRC :d451

TimeStamp:
ACK : 06
SEQ ;. ff

TimeStamp:

STX . 02

SEQ : 01

TAG

TAGlen 23
TAG :
TAGlen
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen

11:49:22

11:49:22

11:49:22

69 - PTAG_INIT Container

10
40 - PTAG_CONNECT
04
DLE 03 04 00 00

80 - PTAG_BINARY
DLE 02
00 DLE 02

90 - PTAG_ECREXTENDEDFUNCTIONS
04
00 00 00 04

69 - PTAG_INIT Container

84 - PTAG_RESULT
01
00 - OK

80 - PTAG_BINARY
DLE 02
00 01

82 - PTAG_TEXT
08
39 39 30 35 35 35 00 00

90 - PTAG_ECREXTENDEDFUNCTIONS
04
00 00 00 04

89 - PTAG_SEQNO
01
ff

85 - PTAG_FROMSTATE
01
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TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

ETX . 03
CRC : a9ae

TimeStamp:
ACK : 06
SEQ : 01

TimeStamp:
STX : 02
SEQ : 00

TAG : 69 - PTAG_INIT Container

TAGlen
TAG
TAGlen

ETX : 03
CRC : c956

TimeStamp:
ACK : 06
SEQ : 00

TimeStamp:
STX 02
SEQ ¢ 02

DL

DLE 03 - PSTATE_IDLE

87
01
19

86
01
05

11:49:22

11:49:23

E 02

PTAG_EVENT

PEVENT_ECR_CONNECT_OK

PTAG_STATE

PSTATE_CONNECTED

44 - PTAG_OPEN

00

11:49:23

11:49:24

TAG : 69 - PTAG_INIT Container

TAGlen . 81
TAG :
TAGlen
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG

TAGlen :
TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :

84 - PTAG_RESULT

01

00 - OK

80 - PTAG_BINARY

DL
00

82
81
39
31
30
20
20
45

fa

E 02
00

- PTAG_TEXT

de
39
2c
31
20
20
52

30
30
2c
c6
20
a7

35
2c
50
ds
20
20

35
31
42
cb
20
31

35
2c
53
2c
20
30

2c
30
20
42
2c
20

31
2c
50
41
4c
20

33
30
53
4c
41
20
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2c
37
41
4c
55
20

30
36
4d
45
54
20

2c
30
2d
52
52
20

30
31
31
55
55
20

2c
31
34
50
50
20

30
30
36
20
42
20

2c
30
20
20
4a
2c

990555,13,0,0,0,’
’1,0,1,0,07601100°
’01,PBS PSAM-146 °
> EPR ,BALLERUP
,LAUTRUPBJ’

)

’ERG 10

J

b
b



ETX
CRC

TimeStamp:

ACK
SEQ

STX
SEQ

TimeStamp:

TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen
TAGvalue :

03
ledd

06
02

02

01

TAG

TAGlen
TAG
TAGlen

44
34
20
2c
30
30
58
30

90
04
00

89
01
00

85
01
05

87
01
la

86
01
07

65 - PTAG_TRANSACTION Container

28

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG

4b
20
2c
20
38
30
45
2c

32
38
32
61
30
30
54
35

37
20
33
2c
2c
2c
41
30

35
34
34
30
33
33
2c
2c

30
34
35
2c
34
2e
31
33

20
20
36
32
2c
33
32
34

- PTAG_ECREXTENDEDFUNCTIONS

00 00 04

- PTAG_SEQNO

- PTAG_FROMSTATE

- PSTATE_CONNECTED

- PTAG_EVENT

- PEVENT_ECR_OPEN

- PTAG_STATE

- PSTATE_OPEN

11:49:24

11:49:46

4e - PTAG_MI
01
00

4c - PTAG_CU
DLE 02
00 do

56 - PTAG_TT
01
00

50 - PTAG_TR

2c
36
37
35
20

38
30
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28
38
38
35
20
30
2c
2c

2b
20
20
2c
20
31
31
31

20
20
30
33
30
38
30

29
20
20
38
2e
2c
2c
00

20
20
2c
2c
30
30
31

34
20
34
32
30

35

’DK-2750 , (+45) 4°
’4 68 44 68 ’
?,12345678 ,4°
’, da,0,255,208,2°
’08,0,34, 3.00°
’00,0,3.3.01,0,0,°
’XENTA,128,128,15°
’0,150,340,160.°

b .D)



ETX
CRC

ACK
SEQ

STX
SEQ

TAGlen
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

03
1392

TimeStamp: 11:49:46

06
01

TimeStamp: 11:49:46

02
: 03
TAG : 60 - PTAG_INFO Container
TAGlen : le
TAG : 00 - PTAG_TSI
TAGlen 0d
TAGvalue : 41 46 56 45 4e
TAG 80 - PTAG_BINARY
TAGlen . 01
TAGvalue : 01
TAG 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : 01
TAG 85 - PTAG_FROMSTATE
TAGlen . 01
TAGvalue : 07 - PSTATE_QOPEN

01
00

4a
04
00

59
04
00

57
04
00

94
01
00

92
01
00

93
01
00

- PTAG_REF_NO

01 e2 40

- PTAG_GRATUITY

00 00 00

- PTAG_VAT

00 00 00

- PTAG_TERM_ENV

- PTAG_CARD_SOURCE

- PTAG_PREPAID

54 45 52 20 4b 4f 52 54
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TAG 87 - PTAG_EVENT
TAGlen . 01
TAGvalue : 1d - PEVENT_ECR_TRANSACTION
TAG 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 09 - PSTATE_TRANS
ETX : 03
CRC : c9ab
TimeStamp: 11:49:46
ACK : 06
SEQ . 03
TimeStamp: 11:49:48
STX . 02
SEQ . 04
TAG : 60 - PTAG_INFO Container
TAGlen . 1c
TAG : 82 - PTAG_TEXT
TAGlen Ob
TAGvalue : 49 4e 44 4c c6 53 20 4b 4f 52 b4
TAG 80 - PTAG_BINARY
TAGlen . 01
TAGvalue : DLE 02
TAG 89 - PTAG_SEQNO
TAGlen . 01
TAGvalue : 01
TAG 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 09 - PSTATE_TRANS
TAG 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 28 - PEVENT_ECR_INFO
TAG 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 09 - PSTATE_TRANS
ETX . 03
CRC : ca26

TimeStamp: 11:49:48
ACK : 06
SEQ ;04

TimeStamp: 11:49:51
STX : 02
SEQ : 05
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TAG

79 - PTAG_ENAI Container

TAGlen of
TAG : 84 - PTAG_RESULT
TAGlen 01
TAGvalue : b5a - Data from pbsIPhandle received ok
TAG 89 PTAG_SEQNO
TAGlen . 01
TAGvalue : 01
TAG 85 PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 09 PSTATE_TRANS
TAG 87 PTAG_EVENT
TAGlen : 01
TAGvalue : 67 PEVENT_MAX
TAG 86 PTAG_STATE
TAGlen 01
TAGvalue : 09 PSTATE_TRANS
ETX : 03
CRC ;. fdbe
TimeStamp: 11:49:51
ACK : 06
SEQ . 05
TimeStamp: 11:49:53
STX 02
SEQ . 06
TAG : 60 - PTAG_INFO Container
TAGlen : 24
TAG 00 - PTAG_TSI
TAGlen DLE 13
TAGvalue 41 46 56 45 4e 54 45 52 20 56 41
TAGvalue 49 4de 47
TAG 80 - PTAG_BINARY
TAGlen 01
TAGvalue 01
TAG 89 - PTAG_SEQNO
TAGlen 01
TAGvalue 01
TAG 85 - PTAG_FROMSTATE
TAGlen 01
TAGvalue 09 - PSTATE_TRANS
TAG 87 - PTAG_EVENT
TAGlen 01
TAGvalue 28 - PEVENT_ECR_INFO
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TAG
TAGlen

TAGvalue :

ETX
CRC

TimeStamp:
ACK :
SEQ

TimeStamp:
STX :
SEQ
TAG
TAGlen
TAG
TAGlen
TAG

TAGlen

TAGval

86 -
01
09 -

03
d3eb

11:49:53
06
06

11:49:56
02
o7

PTAG_STATE

PSTATE_TRANS

63 - PTAG_DATA Container

26
6f -
18
52

PTAG_CARDDATA Container

- PTAG_CARDNUMBER

DLE 10

ue : 34

35 37 31 39 39 41

?457199AAAAAA9968°

TAG
TAGle

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

ETX
CRC :
TimeStamp:
ACK :
SEQ

TimeStamp:
STX :
SEQ
TAG
TAGlen

5a - PTAG_CRCNUMBER

n . 04
TAGvalue :

89 -
01
01

85 -
01
09 -

87 -
01
32 -

86 -
01
of -

03

d3b5
11:49:56
06

o7

11:49:56
02
02

00 00 00 O01

PTAG_SEQNO

PTAG_FROMSTATE

PSTATE_TRANS

PTAG_EVENT

PEVENT_TAPA_GET_AMOUNT

PTAG_STATE

PSTATE_TRANS_REQ_AMOUNT

63 - PTAG_DATA Container

2f

41 41 41
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ETX
CRC

ACK
SEQ

TAG

TAGlen DLE 03
TAG : 84 - PTAG_RESULT
TAGlen 01
TAGvalue : 00 - OK
TAG : 48 PTAG_AMOUNT
TAGlen 04
TAGvalue : 00 00 17 df
TAG 4c - PTAG_CU
TAGlen DLE 02
TAGvalue : 00 dO
TAG . b1 PTAG_EIE
TAGlen le
TAGvalue : 00 Oa 00 00 00 Ob
TAGvalue 38 39 30 61 62 63
03
e220

06
02

TimeStamp: 11:49:56

TimeStamp: 11:49:57

STX
SEQ

02
08
TAG
TAGlen
TAG
TAGlen

6f - PTAG_CARDDATA Container

00 00 00 31
64 65 66 67 68 69 6a 6b

62 - PTAG_DATA_1 Container

18

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

58 - PTAG_FEE
04
00 00 00 00

59 - PTAG_GRATUITY
04
00 00 00 00

89
01
00

PTAG_SEQNO

85 - PTAG_FROMSTATE
01
09 - PSTATE_TRANS

87 - PTAG_EVENT
01
56 - PEVENT_ECR_FEE

86 - PTAG_STATE
01
09 - PSTATE_TRANS
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ETX
CRC

TimeStamp:
ACK :
SEQ

TimeStamp:
STX :
SEQ
TAG
TAGlen
TAG
TAGlen

TAGvalue :
TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

ETX
CRC

TimeStamp:
ACK :
SEQ

TimeStamp:
STX :
SEQ
ETX
CRC

TimeStamp:
ACK :
SEQ

03
671f

11:49:57
06
08

11:49:57
02
09

60 - PTA

23
: 00 -
12
41
d8

80 -
01
01

89 -
01
00

85 -
01
09 -

87 -
01
28 -

86 -
01
09 -

03
617d

11:49:57
06
09

11:50:02
02

03

03

40f1

11:50:02
06
03

G_INFO Container

PTAG_TSI

46 56 45 4e
42

PTAG_BINARY

PTAG_SEQNO

PTAG_FROMSTATE

PSTATE_TRANS

PTAG_EVENT

PEVENT_ECR_INFO

PTAG_STATE

PSTATE_TRANS

54 45 52 20 50 49 4e
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STX
SEQ

TimeStamp:

TAG
TAGlen

ETX
CRC

ACK
SEQ

STX
SEQ

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TimeStamp:

TimeStamp:

TAG

TAGlen
TAG
TAGL
TAGv.

TAG
TAG1
TAGv.

TAG
TAG1
TAGv

11:50:03

02
Oa
60 - PTAG_INFO Container
20
: 00 - PTAG_TSI
of
56 45 4e 54 20 28 41 52 42 45
80 - PTAG_BINARY
01
01
89 - PTAG_SEQNO
01
00
85 - PTAG_FROMSTATE
01
DLE 13 - PSTATE_TRANS_COMMIT
87 - PTAG_EVENT
01
28 - PEVENT_ECR_INFO
86 - PTAG_STATE
01
DLE 13 - PSTATE_TRANS_COMMIT
03
bbeb
11:50:03
06
Oa
11:50:05
02
Ob

60 - PTAG_INFO Container
30

: 82 - PTAG_TEXT
en : 09
alue : 4f 50 4b 41 4c 44 2e 2e 2e

: 52 - PTAG_CARDNUMBER
en . 08
alue : 45 71 99 ee ee ee 99 68

DLE 10 - PTAG_STAN

en : DLE 03
alue : 00 DLE 02 37
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ETX
CRC

ACK
SEQ

TAG : 5c - PTAG_TIME
TAGlen . 05
TAGvalue : 11 12 19 11 50

TAG : 80 - PTAG_BINARY
TAGlen . 01
TAGvalue : DLE 02

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : 00

TAG : 85 - PTAG_FROMSTATE
TAGlen . 01
TAGvalue : DLE 13 - PSTATE_TRANS_COMMIT

TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 28 - PEVENT_ECR_INFO

TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : DLE 13 - PSTATE_TRANS_COMMIT

03
ba95

TimeStamp: 11:50:056

06
Ob

TimeStamp: 11:50:07

STX 02
SEQ Oc
TAG 60 - PTAG_INFO Container
TAGlen : 1la
TAG : 82 - PTAG_TEXT
TAGlen : 09
TAGvalue : 53 45 4e 44 45 b2 2e 2e 2e
TAG : 80 - PTAG_BINARY
TAGlen : 01
TAGvalue : DLE 02
TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : 00
TAG : 85 - PTAG_FROMSTATE
TAGlen . 01

TAGvalue : DLE 13 - PSTATE_TRANS_COMMIT

TAG : 87 - PTAG_EVENT
TAGlen . 01
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TAGvalue :

TAG

TAGlen :

TAGvalue :
ETX ;03
CRC : 6298

TimeStamp: 11:50:07
ACK : 06
SEQ : Oc

TimeStamp: 11:50:08
STX : 02
SEQ : 0d
TAG : 60 -
TAGlen : 1c
TAG :
TAGlen
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

ETX : 03
CRC . £0d47

TimeStamp: 11:50:08
ACK : 06
SEQ : 0d

TimeStamp: 11:50:14

STX 02
SEQ 04
ETX 03
CRC : 42cl

28 - PEVENT_ECR_INFO

86 - PTAG_STATE
01
DLE 13 - PSTATE_TRANS_COMMIT

PTAG_INFO Container

82 - PTAG_TEXT
Ob
4d 4f 44 54 41 47 45 52 2e 2e 2e

80 - PTAG_BINARY
01
DLE 02

89 - PTAG_SEQNO
01
00

85 - PTAG_FROMSTATE
01
DLE 13 - PSTATE_TRANS_COMMIT

87 - PTAG_EVENT
01
28 - PEVENT_ECR_INFO

86 - PTAG_STATE

01
DLE 13 - PSTATE_TRANS_COMMIT
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TimeStamp:
ACK :
SEQ

TimeStamp:
STX :
SEQ
TAG
TAGlen
TAG
TAGlen

TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

ETX
CRC

TimeStamp:
ACK :
SEQ

TimeStamp:
STX :
SEQ
TAG
TAGlen
TAG
TAGlen

TAGvalue :
TAGvalue :

ETX
CRC

TimeStamp:

11:50:14

06
04
11:50:18
02
Oe
63 - PTAG_DATA Container
4d
: 51 - PTAG_EIE
3f
DLE 06 00 00O OO0 00 36 00 00 00 11 22 33
77 88 99 11 22 33 44 55 66 77 83 99 11
65 66 77 88 99 11 22 33 44 55 66 77 88
33 44 55 66 77 88 99 11 22 33 44 55 66
89 - PTAG_SEQNO
01
00
85 - PTAG_FROMSTATE
01
DLE 13 - PSTATE_TRANS_COMMIT
87 - PTAG_EVENT
01
6a - Unknown
86 - PTAG_STATE
01
DLE 13 - PSTATE_TRANS_COMMIT
03
9958
11:50:18
06
Oe
11:50:18
02
05
63 - PTAG_DATA Container
20
: b1 - PTAG_EIE
le
00 0a 00 OO0 OO0 Ob OO0 OO0 00 31 32 33 34
38 39 30 61 62 63 64 65 66 67 68 69 6a
03
b751
11:50:18
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33
11
88

66
44
22
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STX 02
SEQ : 0f
TAG : 60 -
TAGlen ;. 0f
TAG :
TAGlen
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

ETX ;03
CRC : XXXX

TimeStamp: 11:50:18
ACK : 06
SEQ : Of

TimeStamp: 11:50:18
ACK : 06
SEQ : 05

TimeStamp: 11:50:19

STX . 02
SEQ 10
TAG : 60 -
TAGlen 19
TAG :
TAGlen
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG
TAGlen :
TAGvalue :

TAG

PTAG_INFO Container

84 - PTAG_RESULT
01
00 - OK

89 - PTAG_SEQNO
01
00

85
01
DLE 13 - PSTATE_TRANS_COMMIT

PTAG_FROMSTATE

87 - PTAG_EVENT
01
45 - PEVENT_SIG_PRERESULT

86 - PTAG_STATE
01
DLE 13 - PSTATE_TRANS_COMMIT

PTAG_INFO Container

82 - PTAG_TEXT
08
47 4f 44 4b 45 4de 44 54

80 - PTAG_BINARY
01

DLE 02

89 - PTAG_SEQNO
01

00

85 - PTAG_FROMSTATE
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ETX
CRC

TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

03
8d02

01
42 - PSTATE_TRANS_DELAY_PRERES_UNTIL_RECEIPT_ACK

87
01
28 - PEVENT_ECR_INFO

PTAG_EVENT

86 - PTAG_STATE
01
42 - PSTATE_TRANS_DELAY_PRERES_UNTIL_RECEIPT_ACK

TimeStamp: 11:50:19

ACK
SEQ

06
10

TimeStamp: 11:50:19

STX 02
SEQ 11
TAG : 60 - PTAG_INFO Container
TAGlen . 256
TAG : 82 - PTAG_TEXT
TAGlen 14
TAGvalue : 4b 56 49 54 54 45 52 49 4e 47 20 55 44 53 4b 52
TAGvalue : 49 56 45 53
TAG 80 - PTAG_BINARY
TAGlen ;01
TAGvalue : 04
TAG 89 - PTAG_SEQNO
TAGlen 01
TAGvalue : 00
TAG 85 - PTAG_FROMSTATE
TAGlen ;01
TAGvalue : 42 - PSTATE_TRANS_DELAY_PRERES_UNTIL_RECEIPT_ACK
TAG 87 - PTAG_EVENT
TAGlen 01
TAGvalue : 28 - PEVENT_ECR_INFO
TAG 86 - PTAG_STATE
TAGlen 01
TAGvalue : 42 - PSTATE_TRANS_DELAY_PRERES_UNTIL_RECEIPT_ACK
ETX 03
CRC 20be
TimeStamp: 11:50:19
ACK : 06
SEQ 11
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TimeStamp: 11:50:21

STX 02
SEQ 12
TAG : 65 - PTAG_TRANSACTION Container
TAGlen : 82 DLE 02 f1
TAG : 6b - PTAG_RECEIPT Container
TAGlen : 82 DLE 02 de
TAG : 82 - PTAG_TEXT
TAGlen : 82 01 of
TAGvalue : Oa Oa 50 42 53 20 50 53 41 4d 2d 31 34 36 20 c6 ’..PBS PSAM-146 E’

TAGvalue : d8 c5 0a 4c 41 55 54 52 55 50 42 4a 45 52 47 20 ’QR.LAUTRUPBJERG °
TAGvalue : 31 30 Oa 44 4b 2d 32 37 35 30 20 42 41 4c 4c 45 ’10.DK-2750 BALLE’
TAGvalue : 52 55 50 Oa 54 4c 46 3a 20 28 2b 34 35 29 20 34 ’RUP.TLF: (+45) 4’

TAGvalue : 34 20 36 38 20 34 34 20 36 38 20 20 0Oa Oa Oa 32 ’4 68 4468 ...2°
TAGvalue : 30 31 31 2d 31 32 2d 31 39 20 20 20 20 20 20 20 °’011-12-19 ’
TAGvalue : 20 20 31 31 3a 35 30 0Oa Oa 4b d8 42 20 20 20 20 ’ 11:50..K0@B ’
TAGvalue : 20 20 20 44 4b 4b 20 20 20 20 20 20 36 31 2c 31 DKK 61,1’
TAGvalue : 31 0Oa 20 20 20 20 20 20 20 20 20 20 20 20 20 2d °’1. -2
TAGvalue : 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d Oa 50 49 4e 20 4b ’2---------- .PIN K~
TAGvalue : d8 42 Oa 56 69 73 61 44 61 6e 6b 6f 72 74 20 20 ’@B.VisaDankort
TAGvalue : 20 20 20 20 50 53 4e 3a 20 30 30 Oa 58 58 58 58 PSN: 00.XXXX’
TAGvalue : 20 41 41 41 41 20 41 41 41 41 20 39 39 36 38 0Oa ’ AAAA AAAA 9968.°
TAGvalue : 54 45 52 4d 3a 20 20 20 20 30 30 39 39 30 35 35 ’TERM: 0099055°

TAGvalue : 35 2d 30 30 30 32 33 37 Oa 49 41 31 20 20 20 20 ’5-000237.IA1 ’
TAGvalue : 50 42 53 20 4e 52 3a 30 37 36 30 31 31 30 30 30 ’PBS NR:076011000°

TAGvalue : 31 Oa 41 54 43 3a 30 33 37 34 30 20 20 20 20 20 ’1.ATC:03740 ’
TAGvalue : 41 45 44 3a 30 30 30 30 30 30 Oa 41 49 44 3a 20 ’AED:000000.AID: °
TAGvalue : 20 20 20 20 20 41 30 30 30 30 30 30 30 30 33 31 A0000000031°

TAGvalue : 30 31 30 Oa 50 53 41 4d 3a 20 35 33 37 34 39 37 ’010.PSAM: 537497’
TAGvalue : 38 2d 30 30 30 30 30 30 30 35 34 30 Oa 41 52 43 ’8-0000000540.ARC’

TAGvalue : 3a 30 30 20 20 20 20 20 20 20 53 54 41 54 55 53 ’:00 STATUS”?
TAGvalue : 3a 30 30 30 30 Oa 41 55 54 2 20 4b 4f 44 45 3a ’:0000.AUT. KODE:’
TAGvalue : 20 20 20 20 20 20 20 20 31 30 3a 34 4f 4b Oa 52 10:40K.R?
TAGvalue : 45 46 3a 30 30 30 32 33 37 20 20 20 41 55 54 4f ’EF:000237 AUTO?
TAGvalue : 52 49 53 45 52 45 54 0Oa Oa Oa Oa 0Oa Oa Oa Oa RISERET........ ’

TAG : bc - PTAG_TIME

TAGlen : 04

TAGvalue : 4e ef 16 f4 ’Ni.d?

TAG : 52 - PTAG_CARDNUMBER

TAGlen : DLE 10

TAGvalue : 45 71 99 ee ee ee 99 68 00 00 00O 00O OO OO0 OO OO0 ’Eq.ifii.h........ ’

TAG : 48 - PTAG_AMOUNT

TAGlen . 04

TAGvalue : 00 00 17 df L. 54

TAG : 58 - PTAG_FEE

TAGlen : 04

TAGvalue : 00 00 00 00 Tl
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TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

1c - PTAG_EXTRA
04
00 00 00 00

59 - PTAG_GRATUITY
04
00 00 00 00

4c - PTAG_CU
DLE 02
DLE 02 08

54 - PTAG_AID
07
a0 00 00 OO0 DLE 03

Oa - PTAG_ATC
DLE 02
Oe 9c

Oc - PTAG_AED
DLE 03
00 00 00

le - PTAG_ARC
DLE 02
30 30

DLE 13 - PTAG_ASW1ASW2
DLE 02
00 00

DLE 10 - PTAG_STAN
DLE 06
30 30 30 32 33 37

12 - PTAG_PSAMID
04
00 00 DLE 02 1c

14 - PTAG_ACODE
DLE 02
00 00

16 - PTAG_CVM
01
0b

92 - PTAG_CARD_SOURCE
01
00

18 - PTAG_AUTCODE
DLE 06

DLE 10 DLE 10
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TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :
TAGvalue :

TAG
TAGlen

TAGvalue :

TAG
TAGlen

TAGvalue :

31 30 3a 34 4f 4b

5e - PTAG_CARDNAME
DLE 10
56 69 73 61 44 61 6e 6b

la - PTAG_TERMID
08
30 30 39 39 30 35 35 35

0f - PTAG_PSAM_CREATOR
04
81 11 00 DLE 02

95 - PTAG_DCC_RATE
09
31 2 30 30 30 30 30 30

5a - PTAG_CRCNUMBER
04
00 00 00 O1

96 - PTAG_CANCELLATION
01
01

57 - PTAG_VAT
04
00 00 00 00

97 - PTAG_BATCHNUMBER
Oc
35 35 30 30 33 32 20 20

98 - PTAG_DCC_CU
DLE 02
DLE 02 08

01 - PTAG_MI_NR
05
07 60 11 00 01

DLE 03 - PTAG_MI_NAME

12

50 42 53 20 50 53 41 4d
d8 cb

05 - PTAG_MI_CITY
DLE 10
42 41 4c 4c 45 52 55 50

07 - PTAG_MI_ADDR
18
4c 41 55 54 52 55 50 42

6f 72 74 20 20 20

00

20 20 20 20

2d 31 34 36 20 20

20 20 20 20 20 20

4a 45 52 47 20 31

197

20 20

20 c6

20 20

30 20

’10:40K?

’VisaDankort ’

700990555

?1.000000.°

7550032 ’

’PBS PSAM-146 E’
7@&7

’BALLERUP ’

’LAUTRUPBJERG 10



TAGvalue : 20 20 20 20 20 20 20 20 ’ ’

TAG : 09 - PTAG_MI_ZIP

TAGlen : 08

TAGvalue : 44 4b 2d 32 37 35 30 20 ’DK-2750 ?

TAG : Ob - PTAG_MI_PHONE

TAGlen . 18

TAGvalue : 28 2b 34 35 29 20 34 34 20 36 38 20 34 34 20 36 ’(+45) 44 68 44 6’
TAGvalue : 38 20 20 20 20 20 20 20 ’8 ’

TAG : 0d - PTAG_MI_BRN

TAGlen . Oc

TAGvalue : 31 32 33 34 35 36 37 38 20 20 20 20 712345678 ’
TAG : 4a - PTAG_REF_NO

TAGlen : 04

TAGvalue : 00 01 e2 40 ’..a0’

TAG : 84 - PTAG_RESULT

TAGlen : 01

TAGvalue : 00 - OK 7.

TAG : 89 - PTAG_SEQNO
TAGlen 01
TAGvalue : 00 ’?

TAG : 85 - PTAG_FROMSTATE
TAGlen . 01
TAGvalue : DLE 15 - PSTATE_PRINT_WAIT_ACK 1L
TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 31 - PEVENT_TAPA_TRANSACTION_COMPLETE 1
TAG : 86 - PTAG_STATE
TAGlen 01
TAGvalue : 17 - PSTATE_TRANS_WAIT_ACK 7.2
ETX : 03
CRC o 22b7

TimeStamp: 11:50:22
ACK : 06
SEQ ¢ 12

TimeStamp: 11:50:22

STX 02
SEQ : 06
TAG : 6b - PTAG_RECEIPT Container
TAGlen : DLE 03
TAG : 84 - PTAG_RESULT
TAGlen . 01
TAGvalue : 00 - OK 7.2
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ETX
CRC

ACK
SEQ

TimeStamp:

03
254d

11:50:22
06
06
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2.11 General Flowcharts

2.11.1 The important flow of the receipt and the transaction resulit

As seen on the sketch below, the receipt is the responsibility of the ECR after acknowledging the
receipt.

Temmninal ECR
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2.A Appendix A

2.A.1 Tag definitions
2.A.2 Value definitions
2.A.3 Transaction data
2.A.4 Amount data
2.A.5 Command data
2.A.6 Result data
2.A.6.1 Result data with Transaction
2.A.6.2 Result data with Admin
2.A.7 Binary data
2.A.7.1 Binary data with Info—Text
2.A.7.2 Binary data with Transaction—Result
2.A.7.3 Binary data with Admin—Result
2.A.8 Binary data with Receipt—Text
2.A.9 Acgmsg tags
2.A.9.1 Acgmsg data with Transaction
2.A.10 Error tags
2.A.10.1 Receiving Error data
2.A.11 Abort data
2.A.11.1 Abort data with Info
2.A.12 CAC9 data
2.A.13 ExtendedECR data
2.A.13.1 ExtendedECR functions
2.A.14 Terminal states and number
2.A.15 Description of locked states
2.A.16 The Merchant events and number
2.A.17 The Merchant state—event diagram
2.A.18 The Merchant state—events

2.A.1 Tag definitions

The general rule is that an odd tag definition requires an answer, therefore all container tags will
return at some point.
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Container tags (CDO)
INFO

DATA 1

DATA
CARDDATA
TRANSACTION
ADMIN

INIT

RECEIPT
ERROR
ADVICE_RECON
HOSTDATA
HANDLERSTR
PRERESULT
MENU

ENAI

General tags
STOPLIST
BINARY

TEXT

RESULT
FROM_STATE
STATE

EVENT
COMMAND
SEQNO
ExtendedECR
Connect tags
CONNECT

DISCONNECT
OPEN
CLOSE

Definition
0x60
0x62
0x63
0x6F
0x65
0x67
0x69
0x6B
0x6C
0x6D
0x73
0x74
0x75
ox77
0x79
Definition
0x5B
0x80
0x82
0x84
0x85
0x86
0x87
0x88
0x89
0x90
Definition
0x40

0x42
0x44
0x46

Length
CDO
CDO
CDO
CDO
CDO
CDO
CDO
CDO
CDO
CDO
CDO
CDO
CDO
CDO
CDO
Length
8 bytes
Max 1000
Max 1000
1 byte
1 byte
1 byte
1 byte
Max 1000
1 byte
4 bytes
Length
2 bytes

Empty

Empty
Empty
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Value Description

Contains info like status messages
Contains data needing no response
Contains data — needing response
Holding card data info

Contains transaction data

Contains data for administrative functions
Contains data for init functions

Contains receipt data

Contains error messages

Contains data to/from extern host

IP routing
Description
Check Stop List/authorisation code
Binary data
Text data, e.g. status or receipt
Result data, e.g. transaction result info
State machine data
State machine data
Event in state machine
e.g. 1 for a admin terminal report
Response to command with seq. no.
Extended ECR functions (bitmask)
Description
First/second — SW compatibility/new
functionality



Transaction tags
AMOUNT

VAT

FEE

GRATUITY
REF_NO

CuU

MI

TR

TT

TIME
ASW1ASW2
CARD_SOURCE
PREPAID
TERMENV
E_RECEIPT
DCCAMOUNT
DCCFEE
DCCGRATUITY
SALDO

BACK
EXP_DATE
NETS_HASH
K_RECEIPT
Card number tags
LOCALCARDDATA
EIE
CARDNUMBER
EXTRA_APP
AID
CRCNUMBER
CARDNAME

Definition
0x48
0x57
0x58
0x59
0x4A
0x4C
0x4E
0x50
0x56
0x5C
0x13
0x92
0x93
0x94
0x99
0xCO0
0xC1
0xC2
0xC3
0xC4
0xC5
0xC6
0xC7
Definition
0x71
0x51
0x52
0X53
0x54
0x5A
Ox5E

Length

4 bytes

4 bytes

4 bytes

4 bytes

4 bytes

2 (in)/3 (out) bytes
1 byte

1 byte

1 byte

4/5 byte

2 bytes

1 byte

1 byte

1 byte

Max 65 bytes
4 bytes

4 bytes

4 bytes

4 bytes

4 bytes

4 bytes

72 bytes

64 bytes
Length

CDO

Max 521 bytes
Max 37 bytes
Max 1004 bytes
1 byte

4 bytes

17 bytes

Description

Currency Code (+ exponent)
Merchant Initiative
Transaction Type

Transaction request

Unix time stamp/DTHR format
ASW1ASW2

value 0,1,2,3,4

value 0,1

value 0,1,2

Description

Holding the Local Card data info
Extended Issuer Envelope data
Card number as ascii

Loyalty equal Extra apps data
Application ID

Card Reconciliation Counter number
Card name as ascii

If the terminal supports Card Data Protection, the PAN returned will be truncated according to the
Card Schemes rules, i.e. leaving the first 6 and last 4 digits. The remaining digits may be replaced
by “A”. The full PAN may be padded with a trailing “F” for byte boundary alignment if needed (see
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OTRS from Nets).

Info tags
TSI
CONFIRM
KEYPRESS

ABORT
ACQMSG
CAC9

Definition
0x00
0x02
0x04

0x06
0x08
Ox11

Length

Max 24 bytes
Empty

1 byte

1 byte

Max 1000 bytes
1 byte

204

Description
Transaction State Information

Number of terminal numeric key
presses

Host advice
Enhanced Host advises



Receipt tags
ATC

AED

STAN
PSAMID
ACODE

CVM

TCC

AUTCODE
VAS

TERMID
EXTRA
ARC
MI_NR
MI_NAME
MI_CITY
MI_ADDR
MI_ZIP
MI_PHONE
MI_BRN

TOKEN
CANCELLATION
BATCHNUMBER
PSAM_CREATOR
DCC_RATE
DCC_CURRENCY

IP routing tags
IPADDR
IPPORT
IPTIMEOUT

Admin tags
PARAM_STR

Definition
0x0A
0x0C
0x10
0x12
0x14
0x16

0x17

0x18
0x19

0x1A
0x1C
Ox1E
0x01

0x03
0x05
0x07
0x09
0x0B
0x0D

0x0E
0x96
0x97
OxO0F
0x95
0x98

Definition
0x8A
0x8C
0x8E

Definition
0x49

Length
2 bytes
3 bytes
3 bytes
4 bytes
2 bytes
1 byte

3 bytes

6 bytes
X bytes

8 bytes
4 bytes
2 bytes
5 bytes
18 bytes
16 bytes
24 bytes
8 bytes
24 bytes
12 bytes

Max 1024 bytes
1 byte

Description

Consult EMV specification

Consult EMV specification

Nets reference number (bcd)

PSAM id.

Action code

Cardholder verification method, see
EMV spec.

Transaction Condition Code, see
OTRS

Nets Authorisation code

VAS Json receipt (Ex. Swipp transac-
tion)

Terminal id

Consult EMV specification
Merchant info number ascii
Merchant info name ascii
Merchant info city ascii

Merchant info address ascii
Merchant info zip code ascii
Merchant info phone number ascii
Merchant info business number (cvr)
ascii

Transaction token

Cancellation

12 bytes Batch number
4 bytes PSAM Creator
8 bytes DCC rate ascii “1.000000”
2/3 bytes DCC currency
Length Description
X bytes XXX XXX XXX. XXX Or host.domain
4 bytes
4 bytes
Length Description
X bytes Parameters for admin function
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2.A.2 Value definitions

These tables define the values used when initiating a transaction. These tags are optional to send,

so if they not used the default values are:

Default terminal value

Value

MI (Merchant Initiative)

0x00 for Default

CU (Currency Code)

0x00DO0 for DKK

TT (Transaction Type)

0x00 for Purchase

TR (Transaction request)

According to the Nets OTRS specification

CARD_SOURCE

0x00 default

REF_NO

Any value

2.A.3 Transaction data

If the transaction tags are used, they can be given the following values. The merchant initiative is
a one-byte value, which can hold the following values:

MI (Merchant Initiative) Value
Default value 0x00
Forced PIN 0x81
Signature transaction 0x82
No CVM 0x80

The currency code is a two-byte value. The terminal has by default 10 currency codes embedded.
More can be added by appointment with Verifone Denmark A/S.

CU (Currency Code)

Value

DKK

0x00DO0 (208d)

EUR

0x03D2 (978d)

Etc...

The Transaction Type is a one—byte value, which defines the transaction request (see Nets
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OTRS).

TR (Transaction Request) Value
Purchase Transaction 0x00
Refund Transaction 0x20

The Transaction Type is a one-byte value, which defines the transaction type to initiate.

TT (Transaction Type) Value
Purchase Transaction 0x00
Refund Transaction 0x01

The reference number is a four-byte value chosen
a transaction.

by the ECR and can be used to keep track of

REF_NO

Value

e.g. keep track of purchase number 1

0x00000001

2.A.4 Amount data

The amount is given in the smallest possible unit (are for DKK) consists of 4 bytes.

Amount

Value

e.g. 19995 (in DKK — 199 kroner and 95 gre)

0x00004E1B
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2.A.5 Command data

When initiating an administrative function e.g. like this:

ADMIN
]
COMMAND The command defines which function to initiate
[PARAM_STR] Optional parameters to selected commands
Command Value | ASCII CSV string parameter(s)
ADMIN_ENDOFDAY 0x01
ADMIN_ENDOFDAYLOG 0x02
ADMIN_REPORT_TERMINALREPORT | 0x03
ADMIN_REPORT_TOTALS 0x04
ADMIN_REPORT_LOG 0x05
ADMIN_REPORT_OLDLOG 0x06
ADMIN_LASTRECEIPT 0x07
ADMIN_UNLOCK_RECEIPT 0x08
ADMIN_CLOCKSYNCPBS 0x09
ADMIN_CLOCKSYNCPOINT 0x0A
ADMIN_SENDLOG 0x0B
ADMIN_CLEARDATASTORE 0x0C
ADMIN_DOWNLOADPROGRAM 0x0D
ADMIN_DOWNLOADPARAM OxOE
ADMIN_DOWNLOADPAN OxOF
ADMIN_DOWNLOADTLCMDB 0x10
ADMIN_RESTORETLCMDB 0x11
ADMIN_CONTRASTUP 0x12
ADMIN_CONTRASTDOWN 0x13
ADMIN_RESTARTTERMINAL 0x14
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Command Value | ASCII CSV string parameter(s)

ADMIN_EJECTCARD 0x15

ADMIN_MSC (for future use) 0x16

ADMIN_BACKLIGHT_ON 0x17

ADMIN_BACKLIGHT_OFF 0x18

ADMIN_REPORT_NETWORKREPORT | 0x19

ADMIN_REPORT_RATESREPORT Ox1A

ADMIN_GRATUITY_RECEIPT 0x1B | <AMOUNT >,<CURRENCYCODE >

ADMIN_EXCLUDE_DATASTORE_RECORD_WITH_STAN ox1C <PSAMID>,<RECORDID>,<FILENUMBER>,<STAN>

ADMIN_ADVICE_FORWARDING 0x1D

ADMIN_REPORT_FILESSTATUS Ox1E

ADMIN_RESERVED FOR_OCX Ox1F

ADMIN_REPORT_PCT 0x20

ADMIN_DOWNLOAD DCC_RATES 0x21

ADMIN_UPDATEPSAM 0x22

ADMIN_UPDATEFEETABLE 0x23

ADMIN_UPDATE_SALT 0x24

ADMIN_ GETADVICERECON 0x25 | <ADVICE FILE_INDEX>

ADMIN_SET BATCH_NUMBERS 0x26 | <BATCH_NUMBER>

ADMIN_REPORT_TCS 0x27

ADMIN_REPORT_TPROPS_CVS 0x28

ADMIN_EVENTLOG_PRINT 0x29

ADMIN_EVENTLOG_SEND 0x2A | <IP ADDRESS>

ADMIN_EVENTLOG_DELETE 0x2B | <IP ADDRESS>

ADMIN_GETIP_SETTINGS 0x2C

ADMIN_SETIP_SETTINGS 0x2D | <IP ADDRESS>, <SUBNET>, <GATEWAY>, <DNS1>,
<DNS2>, <DOMAIN>

ADMIN_DOWNLOAD_ IMAGES 0x2E

ADMIN_CHECK_CARD 0x2F

ADMIN_GETTELEDONE_SETTINGS 0x30

ADMIN_SETTELEDONE_SETTINGS 0x31 | <IP ADDRESS>,<PORT>

ADMIN_REPORT_CTLSREPORT 0x32

ADMIN_USER_INPUT 0x33 | <MIN>, <MAX>, <TEXTID1>, <TEXTID2>, <TIMEOUT>

ADMIN_MAX 0x34

ADMIN_GET _DC_PROPERTIES_STAN | 0x80

ADMIN_GET_ID 0x83

ADMIN_SET_ECR_EXTENDED FUNCTIONS 0x84

ADMIN_GET_ECR_EXTENDED_FUNCTIONS 0x85

Example: Get IP settings

TimeStamp: 11:43:07
STX : 02
SEQ : 01
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TAG : 67 - PTAG_ADMIN Container
TAGlen : DLE 03
TAG : 88 - PTAG_COMMAND
TAGlen : 01
TAGvalue : 2c - ADMIN_GETIP_SETTINGS ’,’

ETX : 03
CRC : b73b

TimeStamp: 11:43:07
ACK : 06
SEQ : 01

TimeStamp: 11:43:07
STX : 02
SEQ : 01
TAG : 60 - PTAG_INFO Container
TAGlen : 24
TAG : 00 - PTAG_TSI
TAGlen : 13
TAGvalue : 48 45 4e 54 45 52 20 49 50 20 4f 50 53 c6 54 4e ’HENTER IP OPSAETN’
TAGvalue : 49 4e 47 ’ING’

TAG : 80 - PTAG_BINARY
TAGlen : 01
TAGvalue : 01 °.°

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : 01 °.°

TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN °’+?

TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 28 - PEVENT_ECR_INFO °(°

TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN °’+°

ETX : 03
CRC : edlb

TimeStamp: 11:43:07

ACK : 06
SEQ : 01

TimeStamp: 11:43:07
STX : 02
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SEQ : 02
TAG : 6b - PTAG_RECEIPT Container
TAGlen : 82 01 41

TAG : 82 - PTAG_TEXT
TAGlen : 82 01 28
TAGvalue : 2a 2a 2a 2a 2a 2a
TAGvalue : 2a 2a 2a 2a 2a 2a
TAGvalue : 2a 2a 2a 2a 2a 2a
TAGvalue : 20 20 20 20 20 20
TAGvalue : 53 65 74 74 69 6e
TAGvalue : 20 20 20 20 20 20
TAGvalue : 2a 2a 2a 2a 2a 2a
TAGvalue : 2a 2a 2a 2a 2a 2a
TAGvalue : 2a 2a 2a 2a 2a 2a
TAGvalue : 31 30 2e 30 2e 30
TAGvalue : 54 3b 32 35 35 2e
TAGvalue : 54 45 57 41 59 3b
TAGvalue : 44 4e 53 31 3b 31
TAGvalue : Oa 44 4e 53 32 3b
TAGvalue : Oa 44 4f 44 41 49
TAGvalue : 54 49 56 45 0Oa 2a
TAGvalue : 2a 2a 2a 2a 2a 2a
TAGvalue : 2a 2a 2a 2a 2a 2a
TAGvalue : 2a 2a 2a 0Oa 0Oa Oa
TAG : 4a - PTAG_REF_NO
TAGlen : 04
TAGvalue : 00 00 00 00
TAG : 80 - PTAG_BINARY
TAGlen : 01
TAGvalue : 00 .
TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : 01 .
TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN °’+°
TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue :
TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue :

ETX : 03

CRC : 6584

2a
2a
2a
20
67
20
2a
2a
2a
2e
32
31
30
31
4e
2a
2a
2a
Oa

2a
2a
2a
20
73
20
2a
2a
2a
31
35
30
2e
30
3b
2a
2a
2a
Oa

3k >k 3K 3k 3k 3k 3k >k >k 3k 3k 3k 5k 5k %k 3K 3k 3k 3k 3k %k >k 3K 3k 3k 5k 5k %k 3k 3k 3k 3k %k %k >k 3K 3k %k %k %k % 3k 3k >k >k k

IP Settings Rapport
stk sk ok ok sk ok sk ok ok sk ok sk sk ok sk ok sk sk ok sk ok sk sk ok sk ok sk sk sk ok sk sk sk ok sk sk sk ok sk ok

22 - PEVENT_ECR_LAST_RECEIPT "’
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2a
2a
2a
20
70
20
2a
2a
2a
53
2e
31
30
31
43
2a
2a
2a

2a
2a
2a
20
70
20
2a
2a
Oa
55
30
30
2e
30
50
2a
2a
2a

2d - PSTATE_ADMIN_RECEIPT_PRINTED °’-’

2a
2a
2a
49
6f
Oa
2a
2a
49
42
Oa
2e
32
2e
3b
2a
2a
2a

2a
2a
Oa
50
72
2a
2a
2a
50
de
a7
31
30
31
41
2a
2a
2a

2a
2a
20
20
T4
2a
2a
2a
3b
45
41
Oa
34
30
43
2a
2a
2a

7 skokoskokok sk ok sk ok ok sk ok sk ok ok 7
2 skokok ok ok oK Kok KoK ok ok )
2 skokoskokokskkokokkkokokok | )
b IP b

’Settings Rapport’
I .**7

7 skokskokok sk ok sk ok ok sk ok sk ok ok 7
2 skokok ok ok KoK oK ok Kok ok ok )
Y sokskokokkokkokkkok | TP ;2
’10.0.0.156.SUBNE’
’T;255.255.0.0.GA?
’TEWAY;10.0.10.1.°
’DNS1;10.0.10.204°
’>.DNS2;10.1.10.10°
> .DOMAIN; .DHCP;AC’
YTIVE. skokskokokskokskokokok ?
2 skokok ok ok oK oK ok KoK oK ok )
2 skokok ok sk ok ok ok ok ok ok ok ok ok ?



IP;10.0.0.156

SUBNET;255.255.0.0

GATEWAY;10.0.10.1

DNS1;10.0.10.204

DNS2;10.1.10.10

DOMAIN;

DHCP; ACTIVE

stk sk sk ok ok ok o o K K oK oK oK ok ok o o ok ok ok ok ok ok ok o o K K ok ok ok ok ok o o K ok ok ok ok ok o o

TimeStamp: 11:43:07
ACK : 06
SEQ : 02

TimeStamp: 11:43:07
STX : 02
SEQ : 02
TAG : 6b - PTAG_RECEIPT Container
TAGlen : DLE 03
TAG : 84 - PTAG_RESULT
TAGlen : 01
TAGvalue : 00 - OK ’.°

ETX : 03
CRC : 24be

TimeStamp: 11:43:07
ACK : 06
SEQ : 02

TimeStamp: 11:43:07
STX : 02
SEQ : 03
TAG : 67 - PTAG_ADMIN Container
TAGlen : Of
TAG : 84 - PTAG_RESULT
TAGlen : 01
TAGvalue : 00 - OK ’.”

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : DLE 02 °..°

TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN °’+?

TAG : 87 - PTAG_EVENT

TAGlen : 01

TAGvalue : le - PEVENT_ECR_TRANSACTION_COMPLETED °.°
TAG : 86 - PTAG_STATE

TAGlen : 01
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TAGvalue : 07 - PSTATE_OPEN °.°

ETX : 03
CRC : c3cf

TimeStamp: 11:43:07
ACK : 06
SEQ : 03

Example: Set IP settings

TimeStamp: 11:43:20
STX : 02
SEQ : 03
TAG : 67 - PTAG_ADMIN Container
TAGlen : 3d
TAG : 88 - PTAG_COMMAND
TAGlen : 01
TAGvalue : 2d - ADMIN_SETIP_SETTINGS ’-°

TAG : 49 - PTAG_PARAM_STR

TAGlen : 38

TAGvalue : 31 30 2e 30 2e 30 2e 31 35 36 2c 32 35 35 2¢ 32 ’10.0.0.156,255.2?
TAGvalue : 35 35 2e 30 2e 30 2c 31 30 2e 30 2e 31 30 2e 31 ’55.0.0,10.0.10.1°
TAGvalue : 2c 31 30 2e 30 2e 31 30 2e 32 30 34 2c 31 30 2¢ ’,10.0.10.204,10.°
TAGvalue : 31 2e 31 30 2e 31 30 2c ’1.10.10,°

ETX : 03
CRC : ccbc

TimeStamp: 11:43:20
ACK : 06
SEQ : 03

TimeStamp: 11:43:20
STX : 02
SEQ : 04
TAG : 60 - PTAG_INFO Container
TAGlen : 24
TAG : 00 - PTAG_TSI
TAGlen : 13
TAGvalue : 53 c6 54 54 45 52 20 49 50 20 4f 50 53 c6 54 4e ’SAETTER IP (OPSAETN’
TAGvalue : 49 4e 47 ’ING’

TAG : 80 - PTAG_BINARY
TAGlen : 01

TAGvalue : 01 ’.°

TAG : 89 - PTAG_SEQNO

TAGlen : 01

TAGvalue : DLE 03 ’..?

TAG : 85 - PTAG_FROMSTATE
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TAGlen : 01

TAGvalue : 2b - PSTATE_ADMIN °’+?
TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 28 - PEVENT_ECR_INFO °(°
TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN °’+°
ETX : 03
CRC : 0777

TimeStamp: 11:43:20
ACK : 06
SEQ : 04

TimeStamp: 11:43:20

STX : 02
SEQ : 05
TAG : 6b - PTAG_RECEIPT Container
TAGlen : 82 DLE 02 17

TAG : 82 - PTAG_TEXT

TAGlen : 82 01 fe

TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a
TAGvalue : 20 20 20 20 20 20 20 20
TAGvalue : 53 65 74 74 69 6e 67 73
TAGvalue : 20 20 20 20 20 20 20 20
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a
TAGvalue : 20 20 53 75 63 63 65 73
TAGvalue : 20 49 50 20 73 65 6¢ 65
TAGvalue : 20 20 20 20 20 20 Oa 20
TAGvalue : 49 50 3b 31 30 2e 30 2e
TAGvalue : 20 20 20 20 20 20 20 53
TAGvalue : 35 2e 32 35 35 2e 30 2e
TAGvalue : 20 20 20 47 41 54 45 57
TAGvalue : 31 30 2e 31 0Oa 20 20 20
TAGvalue : 53 31 3b 31 30 2e 30 2e
TAGvalue : 20 20 20 20 20 20 20 20
TAGvalue : 31 2e 31 30 2e 31 30 Oa
TAGvalue : 20 44 4f 44 41 49 4e 3b
TAGvalue : 43 68 61 6e 67 65 73 20
TAGvalue : 65 20 65 66 66 65 63 74
TAGvalue : 20 20 20 20 0a 20 20 20
TAGvalue : 78 74 20 62 6f 6f 74 20
TAGvalue : 6e 61 6¢c 2e 20 20 20 20
TAGvalue : Oa 20 55 73 65 20 61 64
TAGvalue : 74 69 6f 6e 20 32 30 20

2a
2a
2a
20
20
20

2a
2a
73
63
20
30
55
30
41
20
31
44
20
Oa
7
20
20
6f
20
6d
2d

2a
2a
2a
53
52
20
2a
2a
2a
20
T4
20
2e
42
Oa
59
20
30
de
20
Oa
69
61
20
66
20
69
20

2a
2a
2a
65
61
20

2a
2a
2d
65
20
31
de
20
3b
20
2e
53
20
20
6¢c
66
20
20
20
6e
52

2a
2a
2a
74
70
20

2a
2a
46
64
20
35
45
20
31
20
32
32
20
20
6¢c
74
20
74
20
20
65
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2a
2a
2a
20
70
20

2a
Oa
69
20
20
36
54
20
30
20
30
3b
20
20
20
65
20
65
20
66
73

2a
2a
2a
49
6f
Oa

2a
20
78
20
20
Oa
3b
20
2e
20
34
31
20
20
74
72
20
72
20
75
74

2a
2a

50
72
2a
2a
2a
20
65
20
20
20
32
20
30
44
Oa
30
20
20
61
20
6e
6d
20
6e
61

2a
2a
20
20
T4
2a
2a
2a
20
64
20
20
20
35
20
2e
de
20
2e
20
20
6b
20
65
69
Oa
63
72

2 ok ok kK KoKk KKK KKK Kk )
2 sokok ok ok ok ok Kk ok ok Kk ok 0
2ok kokk KK KokkK )
> Set IP
’Settings Rapport’
k%)

2 ok ok kK KoK KK KKK Kk )
2 sokok ok ok ok ok Kk ok ok Kk ok 0
ok kokkkkkk | )

> Success -Fixed’
> IP selected ’

3 . b
’IP;10.0.0.156. ?
> SUBNET;25?
’5.255.0.0. 2

> GATEWAY;10.0.°
’10.1. DN?
’S1;10.0.10.204.
> DNS2;10.°
’1.10.10.

> DOMAIN;.. ?
’Changes will tak’
e effect after °’
> . ne’

’xt boot of termi’
’nal. .’

’>. Use admin func’
’tion 20 - Restar’



TAGvalue : 74 20 74 65 72 6d 69 6e 61 6¢c 20 Oa 2a 2a 2a 2a ’t terminal .*x*x*’
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a kkkskskkkkskskkokkkskk?
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2kxkkskkkskokkskokskskoksk?
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 0a 0Oa Oa Oa ?kkkxkskkkkxk, 7

TAG : 4a - PTAG_REF_NO
TAGlen : 04
TAGvalue : 00 00 00 00 ’....°

TAG : 80 - PTAG_BINARY
TAGlen : 01
TAGvalue : 00 ’.°

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : DLE 03 ..’

TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN °’+?

TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 22 - PEVENT_ECR_LAST_RECEIPT °"?

TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 2d - PSTATE_ADMIN_RECEIPT_PRINTED ’-’

ETX : 03
CRC : T7ae3
Kok ok oK K K o ok ok K K o ok ok K K 3 ok ok oK K o ok ok oK K K 3k ok ok K K ok ok K K ok ok ok K ok ok K
Set IP Settings Rapport
ok ok ok ok ok ok ok ok ok ok ok ok ok ok o ok ok ok ok o ok ok ok ok ok ok ok K ok ok ok ok ok ok ok ok ok ok ok K
Success -Fixed IP selected
IP;10.0.0.156
SUBNET;255.255.0.0
GATEWAY;10.0.10.1
DNS1;10.0.10.204
DNS2;10.1.10.10
DOMAIN;

Changes will take effect after
next boot of terminal.

Use admin function 20 - Restart terminal
ok ok ok o ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok sk ok sk ok ok ok Kk Kk ok ok ko ok ok ok ok ok ok

TimeStamp: 11:43:20
ACK : 06
SEQ : 05

TimeStamp: 11:43:20
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STX :
SEQ :

ETX :
CRC :

02

04
TAG : 6b - PTAG_RECEIPT Container
TAGlen : DLE 03
TAG : 84 - PTAG_RESULT
TAGlen : 01
TAGvalue : 00 - 0K ’.°
03
2494

TimeStamp: 11:43:21

ACK :
SEQ :

06
04

TimeStamp: 11:43:21

STX
SEQ :

ETX :
CRC :

02
06
TAG : 67 - PTAG_ADMIN Container
TAGlen : Of
TAG : 84 - PTAG_RESULT
TAGlen : 01
TAGvalue : 00 - OK ’.”
TAG : 89 - PTAG_SEQNO
TAGlen : 01

TAGvalue : 04 °.°

TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN °’+?
TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue :
TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 07 - PSTATE_OPEN °.
03
8729

TimeStamp: 11:43:21

ACK :
SEQ :

06
06

Example: Set IP DHCP

TimeStamp: 12:01:53

STX
SEQ :
TAG : 67 - PTAG_ADMIN Container
TAGlen :

02
05

Oa

J

le - PEVENT_ECR_TRANSACTION_COMPLETED °’.
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TAG : 88 - PTAG_COMMAND
TAGlen : 01
TAGvalue : 2d - ADMIN_SETIP_SETTINGS ’-°

TAG : 49 - PTAG_PARAM_STR
TAGlen : 05
TAGvalue : 2c 2c 2c 2c 2c ?,,,,,’

ETX : 03
CRC : 1664

TimeStamp: 12:01:53
ACK : 06
SEQ : 05

TimeStamp: 12:01:54
STX : 02
SEQ : 07
TAG : 60 - PTAG_INFO Container
TAGlen : 24
TAG : 00 - PTAG_TSI
TAGlen : 13
TAGvalue : 53 c6 54 54 45 52 20 49 50 20 4f 50 53 c6 54 4e ’SAETTER IP OPSAETN’
TAGvalue : 49 4e 47 ’ING’

TAG : 80 - PTAG_BINARY
TAGlen : 01
TAGvalue : 01 °.°

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : 05 ’.°

TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN °’+°

TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 28 - PEVENT_ECR_INFO ’(°

TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN ’+°

ETX : 03
CRC : 9143

TimeStamp: 12:01:54

ACK : 06
SEQ : 07
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TimeStamp: 12:01:55

2a
2a
2a
20
73
20
2a
2a
2a
63
63
Oa
69
61
20
66
20
69
20
6¢c
2a
2a
2a

2a
2a
2a
20
20
20
2a
2a
2a
65
74
20
6¢
66
20
20
20
6e
52
20
2a
2a
Oa

2a
2a
2a
53
52
20
2a
2a
2a
73
65
20
6¢c
74
20
74
20
20
65
Oa
2a
2a
Oa

2a
2a
2a
65
61
20
2a
2a
2a
73
64
20
20
65
20
65
20
66
73
2a
2a
2a
Oa

STX : 02
SEQ : 08
TAG : 6b - PTAG_RECEIPT Container
TAGlen : 82 01 85

TAG : 82 - PTAG_TEXT
TAGlen : 82 01 6¢
TAGvalue : 2a 2a 2a 2a 2a 2a 2a
TAGvalue : 2a 2a 2a 2a 2a 2a 2a
TAGvalue : 2a 2a 2a 2a 2a 2a 2a
TAGvalue : 20 20 20 20 20 20 20
TAGvalue : 53 65 74 74 69 6e 67
TAGvalue : 20 20 20 20 20 20 20
TAGvalue : 2a 2a 2a 2a 2a 2a 2a
TAGvalue : 2a 2a 2a 2a 2a 2a 2a
TAGvalue : 2a 2a 2a 2a 2a 2a 2a
TAGvalue : 20 20 20 20 53 75 63
TAGvalue : 43 50 20 73 65 6¢ 65
TAGvalue : 20 20 20 20 20 20 Oa
TAGvalue : 61 6e 67 65 73 20 77
TAGvalue : 65 66 66 65 63 74 20
TAGvalue : 20 20 0a 20 20 20 20
TAGvalue : 20 62 6f 6f 74 20 6f
TAGvalue : 6¢ 2e 20 20 20 20 20
TAGvalue : 55 73 65 20 61 64 6d
TAGvalue : 6f 6e 20 32 30 20 2d
TAGvalue : 74 65 72 6d 69 6e 61
TAGvalue : 2a 2a 2a 2a 2a 2a 2a
TAGvalue : 2a 2a 2a 2a 2a 2a 2a
TAGvalue : 2a 2a 2a 2a 2a 2a 2a
TAG : 4a - PTAG_REF_NO
TAGlen : 04
TAGvalue : 00 00 00 00
TAG : 80 - PTAG_BINARY
TAGlen : 01
TAGvalue : 00 .’
TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : 05 ’.°
TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN °’+?
TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 22 - PEVENT_ECR_LAST_RECEIPT °"?
TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue :

2a
2a
2a
T4
70
20
2a
2a
2a
20
20
20
T4
72
20
72
20
75
74
2a
2a
2a
Oa
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2a
2a
2a
20
70
20
2a
2a
Oa
2d
20
20
61
20
6e
6d
20
6e
61
2a
2a
2a

2a
2a
2a
49
6f
Oa
2a
2a
20
20
20
20
6b
20
65
69
Oa
63
72
2a
2a
2a

2a
2a
Oa
50
72
2a
2a
2a
20
44
20
43
65
20
78
6e
Oa
T4
74
2a
2a
2a

2a
2a
20
20
74
2a
2a
2a
20
48
20
68
20
20
T4
61
20
69
20
2a
2a
2a

2 sokok ok ok ok ok K K ok ok Kk ok 0
2 ok ok ok K K oKk KKK KKK Kk )
I okokkkkokkkkkokkk )
> Set IP ’
’Settings Rapport’
k%)

2 ok ok ok ok ok ok K K Kok KKk 2
2 ok ok kK oKk KKK KKK Kk )
I kokokkkkokkkkkok | )

> Success - DH’
’CP selected ’

> .. Ch’

’anges will take ’
effect after ?

’ . next’

> boot of termina’
1. .. 2

’Use admin functi’
on 20 - Restart
terminal . ¥kxkkkxk’
2 sokok ok ok ok ok Kk ok ok Kk ok 0
2 sokok ok K ok ok K Kok Kk ok 0

Jkkkkkkkk L L)

2d - PSTATE_ADMIN_RECEIPT_PRINTED °’-’



ETX : 03
CRC : 92ac
ek ok ok ok ok ok ok ok ok ok ok ok ok sk sk sk sk sk sk sk sk ok sk ok ok ok ok ok ok ko ok ok ok sk ok ok ok
Set IP Settings Rapport
ok ok ok o ok ok ok ok ok ok ok ok ok ok sk sk sk ok ok ok ok ok ok ok Kk Kk Kk Kk ok ok ok ok ok ok ok ok ok
Success - DHCP selected

Changes will take effect after
next boot of terminal.

Use admin function 20 - Restart terminal
ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok o ok ok ok ok o ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok K

TimeStamp: 12:01:55
ACK : 06
SEQ : 08

TimeStamp: 12:01:55
STX : 02
SEQ : 06
TAG : 6b - PTAG_RECEIPT Container
TAGlen : DLE 03
TAG : 84 - PTAG_RESULT
TAGlen : O1
TAGvalue : 00 - OK ’.”

ETX : 03
CRC : 254d

TimeStamp: 12:01:55
ACK : 06
SEQ : 06

TimeStamp: 12:01:55
STX : 02
SEQ : 09
TAG : 67 - PTAG_ADMIN Container
TAGlen : Of
TAG : 84 - PTAG_RESULT
TAGlen : 01
TAGvalue : 00 - OK ’.?

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : 06 .’

TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN °’+?

TAG : 87 - PTAG_EVENT
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TAGlen : 01
TAGvalue : le - PEVENT_ECR_TRANSACTION_COMPLETED ’.°

TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 07 - PSTATE_OPEN °.°

ETX : 03
CRC : db84

TimeStamp: 12:01:55
ACK : 06
SEQ : 09

Example: ADMIN_SETTELEDONE_SETTINGS IP address: 10.0.0.123 port: 2001

TimeStamp: 11:54:16
STX : 02
SEQ : 01
TAG : 67 - PTAG_ADMIN Container
TAGlen : 14
TAG : 88 - PTAG_COMMAND
TAGlen : 01
TAGvalue : 31 - ADMIN_SETTELEDONE_SETTINGS ’1°

TAG : 49 - PTAG_PARAM_STR
TAGlen : Of
TAGvalue : 31 30 2e 30 2e 30 2e 31 32 33 2c¢ 32 30 30 31 °10.0.0.123,2001°

ETX : 03
CRC : aab7

TimeStamp: 11:54:16

ACK : 06
SEQ : 01
TimeStamp: 11:54:16
STX : 02
SEQ : 01
TAG : 60 - PTAG_INFO Container
TAGlen : 24
TAG : 00 - PTAG_TSI
TAGlen : 13

TAGvalue : 53 c6 54 20 54 45 4c 45 44 4f 4e 45 20 4f 50 53 ’SAET TELEDONE 0OPS’
TAGvalue : c6 54 2e ’AET.’

TAG : 80 - PTAG_BINARY
TAGlen : 01
TAGvalue : 01 ’.°

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : 01 °.°

TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
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TAGvalue : 2b - PSTATE_ADMIN ’+’

TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 28 - PEVENT_ECR_INFO ’(’

TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN ’+?

ETX : 03
CRC : 237

TimeStamp: 11:54:16
ACK : 06
SEQ : 01

TimeStamp: 11:54:16

STX : 02

SEQ : 02

TAG : 6b - PTAG_RECEIPT Container
TAGlen : 82 01 2d

TAG : 82 - PTAG_TEXT
TAGlen : 82 01 14
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a kxkkskkkskokkskokskokoksk?
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a xxkkskkkskokkskokskskoksk?
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 0a 20 2kkkxkskkkkkskkokkx,
TAGvalue : 20 20 20 20 20 20 53 65 74 20 54 45 4c 45 44 4f ° Set TELEDO’
TAGvalue : 4e 45 20 53 65 74 74 69 6e 67 73 20 52 61 70 70 ’NE Settings Rapp’
TAGvalue : 6f 72 74 20 20 20 20 20 20 20 20 20 20 Oa 2a 2a ’ort .*x’
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a kxkkskkkskokkskokskokoksk?
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a xxkkskkokskokkskokskskoksk?
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 0a 20 20 20 2kkskskkkkskskkkk, 2
TAGvalue : 20 20 53 75 63 63 65 73 73 20 2d 20 54 65 6¢c 65 ’> Success - Tele’
TAGvalue : 44 6f 6e 65 20 73 65 6¢c 65 63 74 65 64 20 20 20 ’Done selected
TAGvalue : 20 20 20 20 20 20 0Oa 20 20 20 20 20 20 20 20 20 > . ?
TAGvalue : 49 50 3b 31 30 2e 30 2e 30 2e 31 32 33 0a 20 20 °IP;10.0.0.123. ?
TAGvalue : 20 20 20 20 20 20 20 50 4f 52 54 3b 32 30 30 31 ’> PORT;2001’
TAGvalue : Oa Oa 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 7. .kxkkkkkskkokkkskk?
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a kxkkskkkskokkskokskokoksk?
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a xxkkskkokskkkskokskskoksk?
TAGvalue : Oa Oa Oa Oa ’....~°

TAG : 4a - PTAG_REF_NO
TAGlen : 04
TAGvalue : 00 00 00 00 ’....°

TAG : 80 - PTAG_BINARY
TAGlen : 01

TAGvalue : 00 .’

TAG : 89 - PTAG_SEQNO
TAGlen : 01
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TAGvalue : 01 ’.°

TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN ’+?

TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 22 - PEVENT_ECR_LAST_RECEIPT °"?

TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 2d - PSTATE_ADMIN_RECEIPT_PRINTED ’-’

ETX : 03
CRC : Obf4

ok ok ok ok ok ok ok ok ok ok ok ok ok ok o ok ok ok ok o ok ok ok ok o ok ok ok ok ok ok ok ok ok ok ok ok o ok ok K
Set TELEDONE Settings Rapport
3k ok oK K K K oK oK K K K oK ok K K o oK oK oK 3K K oK ok oK K K K oK oK K K ok ok oK K ok oK oK K ok ok oK
Success - TeleDone selected
IP;10.0.0.123
PORT; 2001

>k >k 3k 3k 3k 3k 3k >k >k 3k 5k 3k k >k >k 3k 3k 3k 3k 5k %k >k >k 3k 3k %k >k >k >k 3k 3k %k %k %k >k >k >k %k %k %k %k >k >k >k >k k

TimeStamp: 11:54:16
ACK : 06
SEQ : 02

TimeStamp: 11:54:16
STX : 02
SEQ : 02
TAG : 6b - PTAG_RECEIPT Container
TAGlen : DLE 03
TAG : 84 - PTAG_RESULT
TAGlen : 01
TAGvalue : 00 - 0K ’.°

ETX : 03
CRC : 24be

TimeStamp: 11:54:16
ACK : 06
SEQ : 02

TimeStamp: 11:54:16

STX : 02

SEQ : 03
TAG : 67 - PTAG_ADMIN Container
TAGlen : Of
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TAG : 84 - PTAG_RESULT
TAGlen : 01
TAGvalue : 00 - OK ’.?

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : DLE 02 ..’

TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN ’+?

TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : le - PEVENT_ECR_TRANSACTION_COMPLETED °.?

TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 07 - PSTATE_OPEN °.°

ETX : 03
CRC : c3cf

TimeStamp: 11:54:16
ACK : 06
SEQ : 03

Example: ADMIN_SETTELEDONE_SETTINGS remove entry IP adresse: Empty Port: Empty

TimeStamp: 11:56:18
STX : 02
SEQ : 03
TAG : 67 - PTAG_ADMIN Container
TAGlen : 06
TAG : 88 - PTAG_COMMAND
TAGlen : 01
TAGvalue : 31 - ADMIN_SETTELEDONE_SETTINGS ’1°

TAG : 49 - PTAG_PARAM_STR
TAGlen : 01
TAGvalue : 2c ’,°

ETX : 03
CRC : 9157

TimeStamp: 11:56:19
ACK : 06
SEQ : 03

TimeStamp: 11:56:19
STX : 02
SEQ : 04
TAG : 60 - PTAG_INFO Container
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TAGlen : 24
TAG : 00 - PTAG_TSI
TAGlen : 13
TAGvalue : 53 c6 54 20 54 45 4c 45 44 4f 4e 45 20 4f 50 53 ’SAET TELEDONE O0OPS’
TAGvalue : c6 54 2e ’AET.’

TAG : 80 - PTAG_BINARY
TAGlen : 01
TAGvalue : 01 °.°

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : DLE 03 ..’

TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN °’+?

TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 28 - PEVENT_ECR_INFO °(°

TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN °’+°

ETX : 03
CRC : dbcb

TimeStamp: 11:56:19
ACK : 06
SEQ : 04

TimeStamp: 11:56:19

STX : 02

SEQ : 05

TAG : 6b - PTAG_RECEIPT Container
TAGlen : 82 01 DLE 02

TAG : 82 - PTAG_TEXT
TAGlen : 81 ea
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a xxkkskkkskokkskokskskoksk?
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a kkkkskkkkkskkokkkskk?
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 0a 20 kxkkskkkskokkskokkk, 2
TAGvalue : 20 20 20 20 20 20 53 65 74 20 54 45 4c 45 44 4f °> Set TELEDO’
TAGvalue : 4e 45 20 53 65 74 74 69 6e 67 73 20 52 61 70 70 ’NE Settings Rapp’
TAGvalue : 6f 72 74 20 20 20 20 20 20 20 20 20 20 Oa 2a 2a ’ort .*x’
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a xxkkskkkskokkskokskskoksk?
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a kkkskskkkkskskkkkkskk?
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 0a 53 75 63 kxkkskkkskkkkk, Suc’
TAGvalue : 63 65 73 73 20 2d 20 54 65 6¢c 65 44 6f 6e 65 20 ’cess - TeleDone
TAGvalue : 54 4c 43 4d 44 42 20 65 6e 74 72 79 20 72 65 6d ’TLCMDB entry rem’
TAGvalue : 6f 76 65 64 20 20 Oa Oa 2a 2a 2a 2a 2a 2a 2a 2a ’oved ..¥kxkkxkkx’
TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a ¥kkskskkokkskskkokkkskk?
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ETX :
CRC :

>k >k 3k 3k 3k 3k ok >k >k 3k 5k 3k k >k >k 3k 3k 3k 3k 5k %k >k >k 5k 3k %k >k >k >k 3k 3k %k %k %k >k >k >k %k %k %k %k >k >k >k >k k

Set TELEDONE Settings Rapport
sk ke ok sk s e ok sk ok ke sk sk s ok sk s sk sk s ok sk sk e ks sk e ok sk sk e sk sk sk ke ok sk sk ek sk ok

Success - TeleDone TLCMDB entry removed

3k >k 3K 3k 3k 3k 3k K >k 3K 3k 3k 3k 5k %k 3K 3k 3k 3k 3k %k %k 3K 3k 3k 5k 5k % 3K 3k 3k 3k %k %k > 3K 3k 3k %k %k X >k 3k >k k %k

TAGvalue :
TAGvalue :

TAG : 4a
TAGlen :

TAGvalue :

TAG : 80
TAGlen :

TAGvalue :

TAG : 89
TAGlen :

TAGvalue :

TAG : 85
TAGlen :

TAGvalue :

TAG : 87
TAGlen :

TAGvalue :

TAG : 86
TAGlen :

TAGvalue :

03
5102

- PTAG_REF_NO
04

- PTAG_BINARY
01
00 .°

- PTAG_SEQNO
01
DLE 03 ’..°

- PTAG_FROMSTATE
01

- PTAG_EVENT
01

- PTAG_STATE
01

TimeStamp: 11:56:19

ACK :
SEQ :

06
05

TimeStamp: 11:56:19

STX :
SEQ :
TAG : 6b - PTAG_RECEIPT Container

ETX :
CRC :

02
04

TAGlen : DLE 03

TAG : 84
TAGlen :

TAGvalue :

03
2494

- PTAG_RESULT
01
00 - 0K ’.?

00 00 00 00 7....

2b - PSTATE_ADMIN ’+?

2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a
2a 2a 2a 2a 2a 2a 0a 0Oa 0Oa Oa

I skokokokkk L L L0

22 - PEVENT_ECR_LAST_RECEIPT "’

2d - PSTATE_ADMIN_RECEIPT_PRINTED °’-’
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TimeStamp: 11:56:19
ACK : 06
SEQ : 04

TimeStamp: 11:56:19
STX : 02
SEQ : 06
TAG : 67 - PTAG_ADMIN Container
TAGlen : Of
TAG : 84 - PTAG_RESULT
TAGlen : 01
TAGvalue : 00 - OK ’.°

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : 04 .’

TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN °’+°

TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : le - PEVENT_ECR_TRANSACTION_COMPLETED ’.°

TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 07 - PSTATE_OPEN °.°

ETX : 03
CRC : 8729

TimeStamp: 11:56:19

ACK : 06

SEQ : 06

Example: ADMIN_GETTELEDONE_SETTINGS Terminal have entry

TimeStamp: 11:57:34
STX : 02
SEQ : 07
TAG : 67 - PTAG_ADMIN Container
TAGlen : DLE 03
TAG : 88 - PTAG_COMMAND
TAGlen : 01
TAGvalue : 30 - ADMIN_GETTELEDONE_SETTINGS ’0°

ETX : 03
CRC : 3fd1l

TimeStamp: 11:57:34

ACK : 06
SEQ : 07
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TimeStamp: 11:57:34

STX :
SEQ :

ETX :
CRC :

02
Oa

TAG : 60 - PTAG_INFO Container

TAGlen : 25

TAG : 00 - PTAG_TSI

TAGlen :

14

TAGvalue :
TAGvalue :

48 45 4e 54 20 54 45 4c 45 44 4f 4e 45 20 4f 50
53 c6 54 2e ’SAET.’

TAG : 80 - PTAG_BINARY

TAGlen :

01

TAGvalue :

TAG : 89
TAGlen :

01

TAGvalue :

TAG : 85
TAGlen :

01 .2

PTAG_SEQNO

o7 *.°

- PTAG_FROMSTATE

01

TAGvalue :

2b - PSTATE_ADMIN ’+?

TAG : 87 - PTAG_EVENT

TAGlen :

01

TAGvalue :

TAG : 86
TAGlen :

01

TAGvalue :

03
2a10

28 - PEVENT_ECR_INFO °’(’

PTAG_STATE

2b - PSTATE_ADMIN ’+°

TimeStamp: 11:57:34

ACK :
SEQ :

06
Oa

TimeStamp: 11:57:34

STX :
SEQ :

2a
2a
2a
20
65
20

2a
2a
2a
20
74
20

2a
2a
2a
20
74
20

02
Ob
TAG : 6b - PTAG_RECEIPT Container
TAGlen : 81 ef
TAG : 82 - PTAG_TEXT
TAGlen : 81 47
TAGvalue : 2a 2a 2a 2a
TAGvalue : 2a 2a 2a 2a
TAGvalue : 2a 2a 2a 2a
TAGvalue : 20 20 20 20
TAGvalue : 4e 45 20 53
TAGvalue : 6f 72 74 20
TAGvalue : 2a 2a 2a 2a

2a

2a

2a

2a
2a
2a
20
69
20
2a

2a
2a
2a
20
6e
20
2a

2a
2a
2a
20
67
20
2a

2a
2a
2a
54
73
20
2a

2a
2a
2a
45
20
20
2a
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2a
4c
52
Oa
2a

2a
2a
2a
45
61
2a
2a

2a
2a
Oa
44
70
2a
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2a
2a
20
4f
70
2a
2a
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ETX :
CRC :

TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :

2a
2a
30
30
2a
2a
2a

2a
2a
2e
30
2a
2a
2a

2a
2a
30
31
2a
2a
Oa

TAG : 4a - PTAG_REF

TAGlen :

TAGvalue :

TAG : 80
TAGlen :

TAGvalue :

TAG : 89
TAGlen :

TAGvalue :

TAG : 85
TAGlen :

TAGvalue :

TAG : 87
TAGlen :

TAGvalue :

TAG : 86
TAGlen :

TAGvalue :

03
41d3

04

2a
2a
2e
Oa
2a
2a
Oa

NO

00 00 00 00

- PTAG_BINARY

01
00

)

- PTAG_SEQNO

01
07

)

2a
2a
30
2a
2a
2a
Oa

- PTAG_FROMSTATE

01

- PTAG_EVENT

01

- PTAG_STATE

01

2a
2a
2e
2a
2a
2a
Oa

2a
2a
31
2a
2a
2a
Oa

2b - PSTATE_ADMIN ’+?

2a 2a 2a
2a 2a 2a
32 33 Oa
2a 2a 2a
2a 2a 2a
2a 2a 2a

sk sk ke ok sk s e ok sk ok ke sk sk s sk sk s sk sk s ok sk sk e ks sk e ok sk sk ke ok sk sk ek sk sk ek sk ok
TELEDONE Settings Rapport
stk sk sk sk ok sk ok ok ok ok sk sk sk sk ok ok ok ok ok sk sk sk sk sk ok ok sk sk sk sk sk ok o ok ok ok sk sk sk sk sk ok ok
IP;10.0.0.123
PORT ;2001

stk sk sk skok sk ok o ok ok ok sk sk sk ok ok ok ok ok sk sk sk sk sk ok ok sk sk sk sk sk sk ok ok ok ok ok sk sk sk sk sk ok ok

TimeStamp: 11:57:34

ACK :
SEQ :

06
0b

TimeStamp: 11:57:34

STX
SEQ :

02
08

TAG : 6b - PTAG_RECEIPT Container

TAGlen :

DLE 03

TAG : 84 - PTAG_RESULT

2a 2a
2a Oa
50 4f
2a 2a
2a 2a
2a 2a

22 - PEVENT_ECR_LAST_RECEIPT ’"’
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2a
2a
2a
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2a
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2a
2a
2a
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2a
2a

2a
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2a
2a
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ETX :
CRC :

TAGlen : 01
TAGvalue : 00 - OK ’.°

03
adcl

TimeStamp: 11:57:34

ACK :
SEQ :

06
08

TimeStamp: 11:57:34

STX :

SEQ :
TAG : 67 - PTAG_ADMIN Container
TAGlen : Of

ETX :
CRC :

02
Oc

TAG : 84 - PTAG_RESULT
TAGlen : 01
TAGvalue : 00 - 0K ’.°

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : 08 .’

TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN °’+°

TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : le - PEVENT_ECR_TRANSACTION_COMPLETED °.°

TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 07 - PSTATE_OPEN °.°

03
23a0

TimeStamp: 11:57:34

ACK :
SEQ :

06
Oc

Example: ADMIN_GETTELEDONE_SETTINGS No entry in terminal
TimeStamp: 12:00:35

STX :

SEQ :
TAG : 67 - PTAG_ADMIN Container
TAGlen : DLE 03

02
Ob

TAG : 88 - PTAG_COMMAND
TAGlen : 01
TAGvalue : 30 - ADMIN_GETTELEDONE_SETTINGS ’0°
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ETX : 03
CRC : 3f84

TimeStamp: 12:00:35
ACK : 06
SEQ : Ob

TimeStamp: 12:00:35
STX : 02
SEQ : 10
TAG : 60 - PTAG_INFO Container
TAGlen : 25
TAG : 00 - PTAG_TSI
TAGlen : 14

TAGvalue : 48 45 4e 54 20 54 45 4c 45 44 4f 4e 45 20 4f 50

TAGvalue : 53 c6 54 2e ’SAET.’

TAG : 80 - PTAG_BINARY
TAGlen : 01
TAGvalue : 01 °.°

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : Ob 2.’

TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN °’+?

TAG : 87 - PTAG_EVENT
TAGlen : 01

TAGvalue : 28 - PEVENT_ECR_INFO °’(’

TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 2b - PSTATE_ADMIN °’+°

ETX : 03
CRC : 4702

TimeStamp: 12:00:35
ACK : 06
SEQ : 10

TimeStamp: 12:00:35
STX : 02
SEQ : 11
TAG : 6b - PTAG_RECEIPT Container
TAGlen : 81 el
TAG : 82 - PTAG_TEXT
TAGlen : 81 c9

TAGvalue : 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a
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TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :
TAGvalue :

2a
2a
20
4e
6f
2a
2a
2a
50
2a
2a
2a

2a
2a
20
45
72
2a
2a
2a
4f
2a
2a
2a

2a
2a
20
20
74
2a
2a
2a
52
2a
2a
2a

TAG : 4a - PTAG_REF

TAGlen :

TAGvalue :

TAG : 80
TAGlen :

TAGvalue :

TAG : 89
TAGlen :

TAGvalue :

TAG : 85
TAGlen :

TAGvalue :

TAG : 87
TAGlen :

TAGvalue :

TAG : 86
TAGlen :

TAGvalue :

ETX : 03
CRC : 027c

04

2a
2a
20
53
20

2a
2a
54
2a
2a
2a

NO

00 00 00 00

- PTAG_BINARY

01
00

J

- PTAG_SEQNO

01
Ob

)

2a
2a
20
65
20
2a
2a
2a
3b
2a
2a
Oa

- PTAG_FROMSTATE

01

- PTAG_EVENT

01

- PTAG_STATE

01

2a
2a
20
74
20
2a
2a
2a
Oa
2a
2a
Oa

2a
2a
20
74
20
2a
2a
2a
2a
2a
2a
Oa

2b - PSTATE_ADMIN ’+°

2a
2a
20
69
20
2a
2a
2a
2a
2a
2a
Oa

2a
2a
20
6e
20
2a
2a
2a
2a
2a
2a
Oa

22 - PEVENT_ECR_LAST_RECEIPT "’

2d - PSTATE_ADMIN_RECEIPT_PRINTED ’-’

sk sk ok K ok K ok 3 ok 3 ok 3k ok ok 3k ok 3K ok 3 ok 3 ok 3 ok 3k ok 3k ok ok 3 ok 3 ok 3 ok 3 ok 3k ok 3k ok ok 3k ok K

TELEDONE Settings Rapport
sk ok sk s ok sk sk sk ok sk sk sk ok sk sk sk ok sk sk ok ok sk sk ok sk ok ok sk sk ok sk sk ok ok ok o

IP;
PORT;

Kok oK oK K K o ok ok K K o ok ok K K o ok ok oK K ok ok oK K K 3k ok oK K K ok ok oK K ok ok oK K ok ok K

TimeStamp: 12:00:35

ACK : 06
SEQ : 11

TimeStamp: 12:00:35
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STX : 02
SEQ : Oc
TAG : 6b - PTAG_RECEIPT Container
TAGlen : DLE 03
TAG : 84 - PTAG_RESULT
TAGlen : 01
TAGvalue : 00 - 0K ’.°

ETX : 03
CRC : ab32

TimeStamp: 12:00:35
ACK : 06
SEQ : Oc

2.A.6 Result data

2.A.6.1 Result data with Transaction
When receiving RESULT tags in conjunction with TRANSACTION tags (not Local Card), e.g. like

this:
TRANSACTION
|
RESULT
The result value is a direct answer from the host (the transaction inquirer):
Transaction result Value
Transaction approved 0x00
Transaction not approved 0x01
Fallback transaction 0x02

In cases where the transaction result is 0x02 - fallback transaction, the ECR must restart the trans-
action once more (send the same data you used to start the transaction leading to the Fallback
transaction 0x02 result). This transaction will end up as either approved or not approved.

2.A.6.2 Result data with Admin

When receiving RESULT tags in conjunction with ADMIN tags, e.g. like this:

Admin result Value
Successful 0x00
Unsuccessful 0x01

2.A.6.3 Result data with Receipt
When acknowledging receipts, the ECR must reply with a result tag like this:
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ADMIN

I
RESULT

The result value is reflecting the following:

Receipt result Value
Saved/Signature OK 0x00
Error/Signature not OK 0x01

2.A.7 Binary data

The binary tags are optional

2.A.7.1 Binary data with Info—Text

When receiving BINARY tags in conjunction with INFO and TEXT tags, e.g. like this:
INFO

I
TEXT ( “Kobet er afbrudt”)

BINARY ( status line 2 )

The binary data holds information on where to place the text:
Placement of text Value
Status line 1 0x01
Status line 2 0x02
Status line 3 0x03
Status line 4 0x04

2.A.7.2 Binary data with Transaction—Result

When receiving BINARY tags in conjunction with TRANSACTION and RESULT tags, e.g. like this:
TRANSACTION

I
RESULT ( always 0x01 in this situation )

BINARY

The binary data holds information on transaction failure.

2.A.7.3 Binary data with Admin—Result
When receiving BINARY tags in conjunction with ADMIN and RESULT tags, e.g. like this:
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ADMIN

I
RESULT
BINARY

The binary data holds information on transaction failure.

2.A.8 Binary data with Receipt—Text

When receiving BINARY tags in conjunction with RECEIPT and TEXT tags e.g. like this:
RECEIPT

I
TEXT

BINARY

The binary data holds information on that this segment is part of a larger receipt:

2.A.9 Acgmsg tags
2.A.9.1 Acgmsg data with Transaction

When receiving ACQMSG tags in conjunction TRANSACTION tags e.qg. like this:
TRANSACTION

]
ACQMSG ( value )

The binary data holds information on that this segment is part of a larger receipt:

Acqmsg Value

If the acquirer requests an endOfDay routine 0x01

2.A.10 Error tags
2.A.10.1 Receiving Error data

When receiving ERROR tags, they will be constructed like this:
ERROR
]

BINARY
STATE
MSG - the unknown TLV or TLV not possible in current terminal state

The BINARY tag can have the following values:
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BINARY Value
Not TLV 0x01
Unknown TLV 0x02
TLV not allowed/possible in the current terminal state 0x03

2.A.11 Abort data
2.A.11.1 Abort data with Info

When receiving BINARY tags in conjunction with INFO and ABORT tags, e.qg. like this:
INFO
I

ABORT
The abort data holds information on how the transaction was aborted:
Transaction aborted origin Value
Operator/ECR aborts transaction 0x01
User 0x02
Timeout in terminal 0x03

MI disagreement (the user swipes the card and the operator sends a signature | 0x04
purchase)
Transaction type disagreement (the user swipes the card and the operator starts a | 0x05
refund transaction)

2.A.12 CAC9 data
2.A.12.1 CAC9 data with Transaction

When receiving CAC9 tags in conjunction TRANSACTION tags e.g. like this:
TRANSACTION

]

CAC9 (value )
The value data holds information:
CAC9 Value
Display Line for Host Message 0xCA
Advice request flag 0xC9

2.A.13 ExtendedECR data
2.A.13.1 ExtendedECR functions

If no value is send during connect the terminal uses the default setting from its parameter file.
ExtendedECR is 4 hex digits.

Example:

[ECREXTENDEDFUNCTIONS]
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“1af5”
LPP GET terminals EcrExtendedFunctions:
Via LPP it's possible to get the terminals current setting using an ADMIN command.
0x85 ADMIN_GET_ECR_EXTENDED_FUNCTIONS
The response is a PTAG_INFO container with a PTAG_ECREXTENDEDFUNCTIONS
tag giving the value.
0x90 PTAG_ECREXTENDEDFUNCTIONS
Tag with the value of terminals EcrExtendedFunctions variable. Observe only the 2 last
bytes of 4 bytes is used.
LPP SET terminals EcrExtendedFunctions:
Via LPP it’s possible to set the terminals current setting using an ADMIN command, this value is
not saved, so it must be reset every time the terminal is reboot.
0x84 ADMIN_SET_ECR_EXTENDED_ FUNCTIONS
With a PTAG_ECREXTENDEDFUNCTIONS tag giving the value.
0x90 PTAG_ECREXTENDEDFUNCTIONS
Tag with the value to give the terminals EcrExtendedFunctions variable. Observe only
the 2 last bytes of 4 bytes long value is used.
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2.A.14 Terminal states and number

111

“INIT”,

“IDLE”,

“IDLE_NP”,

“CONNECTED”,

“‘CONNECTED_NP”,

“OPEN”,

“OPEN_NP”,

“TRANS”,

“TRANS_ABORT”,

/110

“CARD’,

“CARD_ABORT”,

“TRANS_CARD?”,

“CARD_REQ_AMOUNT”,

“TRANS_REQ_AMOUNT”,

“SEND_CARDDATA”,

“AMOUNT_READY”,

“ANS_AMOUNT”,

“TRANS_COMMIT”,

“TRANS_PRINT”,

/120

“PRINT_WAIT_ACK’,

“PRINT_WAIT_ACK_VERIFY”,

“TRANS_WAIT_ACK”,

“TRANS_PRINTED”,

“TRANS_SIGNATURE_CONFIRMED”,

“TRANS_LASTPRINT”,
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“TRANS_END”,

“TRANS_END_CARD”,

“TRANS_END_TRANS”,

“TRANS_END_ADMIN”, /130

“TRANS_END_ADMIN_LOCK’,

“EXT_CARD”,

“EXT_CARD_TRANS’,

“EXT_CARD_WAIT_ACK’,

“‘EXT_WAIT_HOSTDATA”,

“EXT_CARD_COMMIT?,

“EXT_TRANS_END”,

“EXT_CARD_COMMIT_NOECR”,

“EXT_CARD_COMMIT_CONFIRM”,

“‘EXTTRANS_END_CARD”, /140

“EXTTRANS_END_CARD_ADMIN?,

“EXTTRANS_END_CARD_ADMINLOCK?,

“ADMIN”,

“ADMIN_PRINT”,

“ADMIN_RECEIPT_PRINTED”,

“‘ADMIN_PRINT_FIRST_RECEIPT”,

“ADMIN_PRINT_SECOND_RECEIPT”,

“TRANS_ECRCOMERR?”,

“TRANS_ECRCOMERR_AMOUNT”,

“ECRCOMERR”, /1 50

“ADMIN_ERROR”,

“ADMIN_PRINT_PREV”,

“ADMIN_PREV_PRINTED",

“ADMIN_NP”,

“ADMIN_PRINT_NP”,

“ADMIN_RECEIPT_PRINTED_NP?,

“ADMIN_PRINT_PREV_NP”,

“‘ADMIN_PREV_PRINTED_NP”,

“ADMIN_REBOOT”,

“OPEN_MENU”, /1 60

“TRANS_MENU”,

“TRANS_OPEN”,

“SYSTEM_ERROR?”,

“TRANS_ABORT_TIMEOUT”,

“STOPLIST”,

“TRANS_DELAY_PRERES_UNTIL_RECEIPT_ACK”,

“TRANS_KEY”,

“TRANS_SCAN”,
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2.A.15 Description of locked states

State name State | Description

IDLE_NP 4 The terminal is not connected and a receipt is
remaining in the terminal

CONNECTED_NP 6 The terminal is connected and a receipt is re-
maining in the terminal

OPEN_NP 8 The terminal is ready but a receipt is remaining
in the terminal

ADMIN_NP 54 The terminal is running an administrative func-
tion while a receipt is remaining in the terminal

ADMIN_PRINT_NP 55 The terminal is running an administrative func-
tion which prints a receipt while another receipt
is remaining in the terminal

ADMIN_RECEIPT_PRINTED NP 56 The terminal is running an administrative func-
tion, which prints the last receipt in a series, but
another receipt is still remaining in the terminal

ADMIN_PRINT_PREV_NP 57 The terminal is running an administrative func-
tion which prints a receipt while another receipt
is remaining in the terminal

ADMIN_PREV_PRINTED_ NP 58 The terminal is running an administrative func-

tion, which prints a receipt. The receipt is ac-
knowledged, but another receipt is still remain-
ing in the terminal

The terminal will not be locked in “no receipt state” from SW version 3.3.
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2.A.16 The Merchant events and number

INT_DEFAULT /12

INT_STATUS

INT_TRANSACTION_STATE_INFO

INT_NORECEIPT

INT_TIMEOUT

INT_ADMIN_PRINT_END

INT_CONFIRM

INT_NOCONFIRM

INT_DISCONNECT /110

INT_TIMER_ABORT

INT_OPERATOR_ABORT

INT_USER_ABORT

INT_ABORT

INT_TIMEOUT_RECEIPT

INT_TIMEOUT_COMPLETE

INT_TIMEOUT_AMOUNT

INT_TIMEOUT_LOCALCARD

INT_FIRST_RECEIPT

INT_SECOND_RECEIPT /1120

INT_ADMIN_ANOTHER_RECEIPT

INT_REBOOT

INT_ECR_COM_ERR
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ECR events

ECR_CONNECT

ECR_CONNECT_OK

ECR_OPEN

ECR_DISCONNECT

ECR_CLOSE

ECR_TRANSACTION

ECR_TRANSACTION_COMPLETED

/1 30

ECR_ADMIN

ECR_IDLE

ECR_RECEIPT

ECR_LAST_RECEIPT

ECR_RECEIPT_VERIFY

ECR_RECEIPT_ACKNOWLEDGED

ECR_AMOUNT

ECR_VERSIG_ACKNOWLEDGED

ECR_ABORT

ECR_INFO

/140

ECR_ERROR

TAPA events

TAPA_TRANSACTION_STATE_INFO

TAPA_TRANS_VER_SIGNATURE

TAPA_OPEN_HANDLER

TAPA_CLOSE_HANDLER

TAPA_READ_HANDLER_STRING

TAPA_WRITE_HANDLER_STRING

TAPA_DISPLAY_MESSAGE

TAPA_TRANSACTION_COMPLETE

TAPA_GET_AMOUNT

/150
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TAPA_UNKNOWN

TAPA_CHECK_STOP_LIST

Signal events

SIG_GET_AMOUNT

SIG_PRINT

SIG_GET_STATE

SIG_PRINTER_STATUS

SIG_USER_STOP

SIG_TRANSACTION_STATE

SIG_TRANS_COMMIT

SIG_ADVICE_FLAG

/1 60

SIG_CARDDATA

SIG_ASW_CODE

SIG_EXTERNAL_CARDDATA

SIG_EXTERNAL_CARDNAME

SIG_EXTERNAL_HOSTDATA

SIG_IDLE

SIG_EJECTCARD

SIG_TERM_INITIALISED

SIG_PRERESULT

Other events

ECR_PREV_RECEIPT

/1170

ECR_PREV_RECEIPT_LAST

ECR_UNLOCK_RECEIPT

ECR_LOCK_RECEIPT

ECR_CLOSE_RECEIPT

ECR_EXTCARD

ECR_EXTCARD_CONFIRM

ECR_EXTCARD_HOSTRSP
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SIG_LOCKED

INT_CARD_AMOUNT2

INT_RECEIPT_ACK /1 80

INT_RECEIPT_NAK

INT_TAPA_WRITESTR

TAPA_GET_AMOUNT_NOPAN

ECR_MENU

ECR_MENU_REPLY

ECR_FEE

ECR_DUMMY1

SIG_INIT

SYSTEM_ERROR

SIG_ENAI_SEND /1190

ECR_ENAI_RECEIVE

SIG_ENAI_CONNECT

SIG_ENAI_DISCONNECT

TAPA_GET_MERCHANT DATA

ECR_CHECK_STOP_LIST

ECR_CHECK_STOP_LIST_OK

INT_TIMEOUT_STOPLIST

ECR_PRERESULT

ECR_AMOUNT_DCC

SIG_PRINT_ACK //100

ECR_AMOUNT_USER

ECR_ABORT APE_DAPE ERROR

2.A.17 The Merchant state—event diagram

A pdf file of the current state—event diagram is available upon request.
The state diagram shows all the states available the merchant module in the terminal.

Event colour codes:
BLACK  Static events — these events are only handled in that particular state.

GREEN Dynamic events — these events can be handled in the current state or in the hierar-
chical 'parent’ state if the event isn’t available in the current state.
RED Hierarchy — these red lines shows the hierarchical structure of the state machine.

2.A.18 The Merchant state—events
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1444

From state

INIT,?2
IDLE, 2

CONNECTED, 5
CONNECTED, 5

OPEN, 7

OPEN, 7

OPEN, 7

OPEN, 7

OPEN, 7

OPEN, 7

OPEN, 7

OPEN, 7

TRANS, 9

TRANS, 9

TRANS, 9

TRANS, 9

TRANS, 9

TRANS, 9

TRANS, 9

TRANS, 9

CARD, 11

CARD, 11

CARD, 11
CARD_REQ_AMOUNT, 14
CARD_REQ_AMOUNT, 14
CARD_REQ_AMOUNT, 14
TRANS_REQ_AMOUNT, 15
TRANS_REQ_AMQUNT, 15
TRANS_REQ_AMOUNT, 15
TRANS_REQ_AMOUNT, 15
TRANS_COMMIT, 19
TRANS_COMMIT, 19

Event

SIG_TERM_INITIALISED
ECR_CONNECT_OK
ECR_DISCONNECT
ECR_OPEN

ECR_ADMIN

ECR_CLOSE

ECR_MENU

SIG_CARDDATA

SIG_INIT
TAPA_CHECK_STOP_LIST
TAPA_GET_AMOUNT
TRANS_START_KEY
ECR_AMOUNT

ECR_MENU
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TRANS_COMMIT, 19
PRINT_WAIT_ACK,21
PRINT_WAIT_ACK,21
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PRINT_WAIT_ACK,21
PRINT_WAIT_ACK_VERIFY,22
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TRANS_WAIT_ACK,21
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EXT_CARD_WAIT_ACK,34
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TRANS_ECRCOMERR, 48
ECRCOMERR, 50
ADMIN_ERROR, 51
ADMIN_PRINT_PREV,52
ADMIN_PREV_PRINTED, 53
OPEN_MENU, 60
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TRANS_0OPEN, 62
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ADMIN_PREV_PRINTED, 53
ADMIN, 43
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Parent state
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2.B DropIP

ECR connected via IP can now drop the ip connection or reboot terminal on another port.

At boot the terminal listen for a new connection from the ECR, RS232/USB or IP If an IP con-
nection is made, terminal will begin listen on port 2001 for a command, to either drop the IP
connection or to reboot.

The command can be send via telnet but it have to be completed within 10 sec, to be a success,
and only if the right data has been sent.

Where XXXXXX is the terminal identification

To drop the IP connection send

Droplp:00XXXXXX

To reboot the terminal send

Reboot:00XXXXXX

If the command is accepted by the terminal, it will respond with:

Dropping IP port 2000 on terminal 00XXXXXX

or

Restarts terminal 00XXXXXX - Wait 1-2 min.

The fIxdrv.dll has a new function to send the above commands

Function:

int flxDropIp(char *ip_addr, char *terminal_ident, int to_do);

Tell terminal to drop IP connection, making it ready for a new connect:

Input: ip_addr Terminals IP address
ex. 10.0.0.156
terminal_ident Terminal identifier
ex. 00990768 Must be 8 digits
to_do Action terminal has to perform
0: DropIp Dropping terminals IP connection
1: Reset Restarts terminal

Output: 1 - SUCCESS - OK
0 - FAILURE - not 0K

int flxDropIp(char *ip_addr, char *terminal_ident, int to_do)
{

int mysocket;

struct sockaddr_in dest;

char wzRec[256];

char searchResult[256];

int nLeft = 256;

int iPos = 0;

int nData = 0;

int res = 0;
#ifdef _WIN32

uint NonBlock = 0;
#endif

fd_set Reader ;

int n ;

struct timeval tv ;
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int iLoopCnt = 0;
mysocket = socket (AF_INET, SOCK_STREAM, 0);

memset (&dest, 0, sizeof(dest)); /* zero the struct */
dest.sin_family = AF_INET;
dest.sin_addr.s_addr = inet_addr(ip_addr);

/* set destination IP number */
dest.sin_port = htons(2001);

/* set destination port number */

if (connect(mysocket, (struct sockaddr *)&dest,
sizeof (struct sockaddr)) == SOCKET_ERROR)

{
_trace2File("Error connect %s 2001 %d - %s",
ip_addr, errno, strerror(errno)) ;
return O;
¥

_trace2File("Connect %s 2001 %d - %s", ip_addr,
errno, strerror(errno));

/* Change the socket mode on the listening socket
from blocking to non-block */
#ifdef _WIN32
NonBlock = 1;
if (ioctlsocket(mysocket, FIONBIO, &NonBlock) == SOCKET_ERROR)
{
_trace2File("ioctlsocket() failed - %d - %s", errno,
strerror (errno)) ;
return O;
}
#else
fentl (mysocket, F_SETFL, fcntl(mysocket, F_GETFL, 0) | O_NONBLOCK);
#endif
// process data

if (to_do == 0)
{
sprintf (wzRec, "DropIp:%s\n", terminal_ident);
sprintf (searchResult, "Dropping IP port 2000 on
terminal %8.8s\n", terminal_ident);
}
else
{
sprintf (wzRec, "Reboot:%s\n", terminal_ident);
sprintf (searchResult,"Restarts terminal %8.8s
- Wait 1-2 min.\n", terminal_ident);
}
nLeft = strlen(wzRec);
do
{
nData = send( mysocket, &wzRec[iPos], nLeft, 0 );
if ( nData == SOCKET_ERROR ) {
_trace2File("Error sending data %d - %s", errno,
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strerror(errno)) ;
break;
}
nLeft -= nData;
iPos += nData;
} while( nLeft > 0 );

// Set up the file descriptor set.
FD_ZERO(&Reader) ;
FD_SET (mysocket, &Reader) ;

// Set up the struct timeval for the timeout.
tv.tv_sec = 10 ;
tv.tv_usec = 0 ;

// Wait until timeout or data received.
_trace2File("Before select..");
n = select ( mysocket+1, &Reader, NULL, NULL, &tv ) ;
if (n == 0)
{
_trace2File("Timeout..");
return O;
}
else if( n == -1 )
{
_trace2File("Error..");
return O;
}
_trace2File("After select..n=),d FD_ISSET (mysocket, &Reader)=%d",
n, FD_ISSET(mysocket, &Reader));
memset ( &wzRec, 0, sizeof( wzRec ) );
nlLeft = strlen(searchResult);
iPos = 0;
if (FD_ISSET(mysocket, &Reader))
{
do
{
nData = recv( mysocket, &wzRec[iPos], nLeft, 0 );
if ( nData == SOCKET_ERROR ) {
_trace2File("Error receiving data %d - %s",
errno, strerror(errno)) ;
break;
}
nLeft -= nData;
iPos += nData;
} while((nLeft > 0) && (iLoopCnt++ < 10));
}
_trace2File("Data Received len=%d", iPos);
if (iPos > 0)
{
if (strncmp(wzRec, searchResult, strlen(searchResult)) == 0)
{
_trace2File("Received expected result from terminal");
if (pKiss)
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pSleep (CONNECT_SLEEP) ;
PKISS_Delete (&pKiss);
}

res = 1;

}

shutdown (mysocket, 2); // SD_BOTH
closesocket (mysocket) ;

return res;
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2.C How to interpret a Network Report

On terminals with software version 2.2.01 or newer a Network Report can be made. The report
can be found in test menu — 7 — 6 or the title “NETVAERK”.

The network type is written in the terminal, but if the type is Ethernet a report is also written on
the printer.

Network Report Explanation

2007-01-22 14:52

TERM: 00990067 The terminals id

DOMAIN: If the terminal belongs to a domain, part of point.local net-
work, the name is written here

DNS1: 192.168.0.200 Domain Name Server 1

DNS2: 192.168.0.204 Domain Name Server 2

IP: 192.168.0.56 The IP address of the terminal

SUBNET: 255.255.255.0 The terminal under a subnet

GATEWAY: 192.168.0.1 If IP address can’t be found then ask here

DHCP: 192.168.0.204 Were shall the terminal ask to get its address

PING TEST

DNSH1

Ping 192.168.0.200 — SUCCESS A DNS shall not reply on ping, but often does
DNS2
Ping 192.168.0.204 — SUCCESS

GATEWAY

Ping 192.168.0.1 — SUCCESS A DNS shall not reply on ping, but often does

DNS lookup TEST Lookup on Domain Name Server to check if it
recognizes the IP addresses we need to make:
Transactions,
Send lodfiles,

Download parameter,
Download TLCMDB,
Download programs etc.
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DNS1:

Host to find
IP

Host to find
P

Host to find
IP

Host to find
IP

Host to find
IP

Host to find
P

Host to find
IP

DNS2:

Host to find
P

Host to find
IP

Host to find
IP

Host to find
P

Host to find
IP

Host to find
IP

Host to find
P

192.168.0.200

: test.point-ts.dk
:80.164.132.229

: test.point-ts.dk
:80.164.132.229

: test.point-ts.dk
:80.164.132.229

: test.point-ts.dk
:80.164.132.229

: param.point-ts.dk
:80.164.132.228

: time.point-ts.dk
:80.164.132.227

> rtl.point-ts.dk
: 80.164.132.227
192.168.0.204

: test.point-ts.dk
:80.164.132.229

: test.point-ts.dk
:80.164.132.229

: test.point-ts.dk
:80.164.132.229

: test.point-ts.dk
:80.164.132.229

: param.point-ts.dk
:80.164.132.228

: time.point-ts.dk
:80.164.132.227

> rtl.point-ts.dk
:80.164.132.227

Used by sendlog, download param, TLCMDB

Verifone Denmarks time server

Used by download program

Same as above on Domain Name Server 2
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TLCMDB:

[100]
NAME: test.point-ts.dk
PORT: 22000
RECV ERROR -3

Err Timeout
Connect [100] — FAILED

[101]
NAME: test.point-ts.dk
PORT: 22000
RECV ERROR -3
Err Timeout
Connect [101] — FAILED

[120]
NAME: test.point-ts.dk
PORT: 22000

Date: 20070122 14:53:03
Connect [120] - SUCCESS

[121]
NAME: test.point-ts.dk
PORT: 22000
RECV ERROR -3
Err Timeout
Connect [121] — FAILED
[181]

NAME: param.point-ts.dk

PORT: 24000

[182]
NAME: time.point-ts.dk
PORT: 13
2007-01-22 14:52

Contents of TLCMDB entries

Who is contacted when TLCMDB entry 100 is chosen
Which port is chosen

Status on the get date/time that the terminal has made
for entry 100

A timeout error has occurred

Date and time is shown when connection is made

It is not possible to make a test on entry 181 and 182

Verifone Denmarks time server
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3 | Spin Connect

3.1

Preface

This document describes how to interface to the Flex Terminal Vx680/Vx690. The approach de-
scribed here is the “Spin Connect”.

Compared to our ‘normal integrations’ the logic is turned around so now the Vx680/Vx690 is the
client and the ECR is the server.

Before making integration to your ECR you must sign a development agreement with Verifone
Denmark.

The certifying authority, Nets, must certify an ECR implementation. More information of the certi-
fying process is found on Nets website.

Verifone Denmark will not deliver any software for ECR/Server. Revision:

Version: 1.0.00 First release.

Version: 2.0.00 Second release.

Version: 3.0.00 New layout. More functional descriptions.

Version: 3.0.01 More functional descriptions

Version: 3.0.02 Removal of clerk id in “Hent Regning”.

Version: 3.0.03 Add support for VAT and cancellation.

Version: 3.0.05 Add support for MSC Loyalty Card handling.

Version: 3.0.05 Add support for Cancellation from the server.

Version: 3.0.06 Added a response to “Check Result”. Translated message and field names
to English. Added the possibility for the waiter/clerk to select a check/bill from a list returned
by the server.

Version: 3.0.07 Added new configuration options. Changed format of 102 message. Added
possibility to respond with a 102 message to 001 message Added PCl masked PAN to 002
message.

e Version: 3.0.08 Added SSL support. Added support for Cash refund transactions.
e Version: 3.0.09 Added Message 004 and 401. Added Transaction Condition Code, PSAM

ID and STAN to message 002.
Version: 3.0.10 Added text which tells which terminal version is compatible with this specifi-
cation.

e Version: 3.0.11 <CLERK_ID> was added to message 002.

Version: 3.2.00 Added support for RS232 and the “one-to-one” scenario. Added new admin
function message 103.

Version: 3.3.00 Clarified that it is the server that closes the connection.

Version: 3.3.01 Listed configuration that is tested by Verifone.

Version: 3.5.03 New Storebox (ekvittering) message 002 function added.

Version: 3.6.00 Pay with cash in SpinConnect now uses the entered amount.

Version: 3.7.xx Added surpport for VAS.
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3.2 Hardware Overview

The terminal and ECR/Server can communicate using TCP/IP or RS232.

When communicating by TCP/IP, no RS232 cable can be used, hence the ECR and terminal
communicate by the local network. Encryption can be used on the communication between the
terminal and the server when using TCP/IP.

Internet

The illustration above shows an example of a normal setup using TCP/IP. Only 2 terminals and
ECR'’s are shown, but in principle there is no limit to the number of terminals on the network. Com-
mands and responses are blue on the drawing. The transaction to Nets is green in the illustration.

3.2.1 The Terminal

The terminal can be configured with 2 different communication modules. TCP/IP is only supported
with the WLAN module.
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Communication module RS232 TCP/IP
WLAN Supported | Supported
GSM/WLAN Supported | Not supported
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3.3 Software Overview

The software interface is based on simple commands and responses in ASCII format char 8 bit.
This means if a field contains the number 0, the ASCII character ‘0’ (decimal 48) is sent. \O’ is
used to terminate a message (decimal 0).

This document describes all commands and responses. Finally, these commands and responses
are wrapped for communication in the TCP/IP Protocol. The communication can be encrypted with
SSL. Alternatively RS232 can be used. When using RS232, proper CRC checking and handling
must be implemented on the server.

How the solution is implemented on the server/ECR is out of scope for this documentation.
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3.4 Functionality

The functionality of the terminal is fulfilling the Nets OTRS specification. It is recommended for the
ECR developer to read the merchant section in the OTRS specification. Please visit Nets website
for more information.

Terminal functions and options are configurable through parameter download from Verifone. Ob-
serve that functions and options are configured to support the wanted ECR functions.

3.4.1 |Initialization

All transactions start with entering waiter id (if enabled) and table or check id. A check can also
be selected from a list of outstanding checks delivered from the server. During a transaction the
waiter can change transaction conditions and amount (unless disabled).

3.4.2 Transaction Functionality

The functions below are used to make transactions.

3.4.2.1 PIN Purchase Transactions

The terminal connects to the server and asks for ‘Get Check’ and receives 'Get Check Response’.
The operator accepts the transaction conditions and amount and hands over the terminal to the
user. The user inserts or swipes the card and enter the pin and hands over the terminal to the
operator. Now the terminal connects to Nets and makes the transaction as a standalone terminal.
After receiving the result of the transaction from Nets the terminal prints the receipt and connect
to server and send 'Check Result’. The server responds with ‘Check Result Response’ which
holds information about if the check is done, or if a new transaction on the same check should be
started.

3.4.2.2 Signature Purchase Transactions

The terminal connects to the server and asks for ‘Get Check’ and receives 'Get Check Response’.
The operator accepts the transaction conditions and amount and hands over the terminal to the
user. The user insert or swipe the card and hands over the terminal to the operator. Now the
terminal connects to Nets and makes the transaction as a standalone terminal.

After receiving the result of the transaction from Nets the terminal prints a receipt, the user must
sign and the operator must verify the signature. The second receipt is then generated based on
the operator’s decision (signature accepted/rejected). Signature verification is controlled by the
PSAM. The terminal connect to server and send 'Check Result’. The server responds with ‘Check
Result Response’ which holds information about if the check is done, or if a new transaction on
the same check should be started.

3.4.2.3 Signature Refund Transactions

Refund transactions can be initiated after selecting/entering check/table ID. The terminal connects
to the server and asks for ‘Get Check’ and receives 'Get Check Response’. The operator accepts
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the transaction conditions and amount and hands over the terminal to the user. The user insert or
swipe the card and hands over the terminal to the operator.

Now the terminal connects to Nets and makes the transaction as a standalone terminal. After
receiving the result of the transaction from Nets the terminal prints a receipt, the operator must
sign. The second receipt is then generated. The terminal connect to server and send ’Check
Result’. The server responds with ‘Check Result Response’ which holds information about if the
check is done, or if a new transaction on the same check should be started.

3.4.2.4 Offline Refund Transactions

The terminal connects to the server and asks for 'Get Check’ and receives 'Get Check Response’.
The operator enter the authorizations code accepts the transaction type and amount and hands
over the terminal to the user. The transaction can now continue as a PIN or signature transaction.

3.4.2.5 MSC Loyalty Card Transactions

The terminal connects to the server and asks for ‘Get Check’ and receives 'Get Check Response’.
The operator accepts the transaction conditions and amount and hands over the terminal to the
user. The user swipe the card and hands over the terminal to the operator.

Now the terminal connects to server and sends 'MCS loyalty card’. The server process the trans-
action and send back 'MCS loyalty card response’. The terminal displays the result. The terminal
connect to server and send 'Check Result’. The server responds with 'Check Result Response’
which holds information about if the check is done, or if a new transaction on the same check
should be started. With the ‘Check Result Response’ the server can send a receipt for the Loyalty
card transaction, which will be printed on the terminal.

3.4.2.6 Cancellation Transactions

The terminal connects to the server and asks for ‘Get Check’ and receives 'Get Check Response’.
The operator accepts the transaction conditions. This confirmation screen can be disabled, thus
allowing for cancellation of last transaction without waiter intervention.

The terminal makes the transaction as a standalone terminal.

After receiving the result of the transaction from the PSAM the terminal prints the receipt and
connect to server and send 'Check Result’. The server responds with ‘Check Result Response’
which holds information about if the check is done, or if a new transaction on the same check
should be started. Cancellation cannot be used on cash transactions. Since the PSAM controls
cancellation, it will always be done on the last card transaction, no matter if there has been a cash
transaction in between.

3.4.2.7 Cash Transactions

The terminal connects to the server and asks for ‘Get Check’ and receives 'Get Check Response’.
The operator accepts the transaction conditions and chooses cash. The operator is presented with
a screen where it can be accepted or rejected that the money in cash is received. The terminal
displays the result. The terminal connect to server and send 'Check Result’. The server responds
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with ’‘Check Result Response’ which holds information about if the check is done, or if a new
transaction on the same check should be started. With the 'Check Result Response’ the server
can send a receipt for the cash transaction, which will be printed on the terminal.

3.4.2.8 Cash Refund Transactions

The terminal connects to the server and asks for ‘Get Check’ and receives 'Get Check Response’.
The operator is presented with a screen where it can be accepted or rejected that the money in
cash has been returned to the customer. The terminal displays the result. The terminal connect
to server and send 'Check Result’. The server responds with ‘Check Result Response’ which
holds information about if the check is done, or if a new transaction on the same check should
be started. With the 'Check Result Response’ the server can send a receipt for the cash refund
transaction, which will be printed on the terminal. This transaction type can only be initiated from
the server.

3.4.2.9 Error Handling

If the terminal cannot fetch the check from the server/ECR the clerk can start a transaction by se-
lecting manual transaction and entering his clerk id. This functionality can be enabled or disabled.
If the terminal cannot reach Nets the clerk can change the transaction type to offline.

If the terminal cannot send the 'Check Result’ to the server/ECR then the terminal will store it.
The stored transaction results will send to server before fetching the next check. A list of stored
transaction results can be printed, using "MENU — 5 — 11". Sending of stored transaction results
can also be initiated by the operation by using "MENU — 4 — 13".

3.4.3 Administrative Functionality
The administrative functions are used to all non transactions functionality or setup the terminal.
This is only a part of all the administrative functions.

3.4.3.1 The End of Day Functionality

The end of day routine must be called at least one time every 24 hours. It is used to empty and
balance the terminals. Data store against the transaction inquirer host system. It is also used for
PSAM updates. A receipt is printed on the terminal. The end of day functionality can be initiated
from the server by responding with message 'Admin Response (103)’ or returning result code 23
in ‘Check Result Response (201)’. The operation can also be initiated by the operator by using
"MENU -4 —1".

3.4.3.2 The Outstanding Result Functionality

Sending of stored transaction results can be initiated by the operation by using "MENU — 4 — 13".
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3.4.3.3 The Terminal Report

The terminal report provides vital information about the terminal configuration, e.g. SW and HW
version, communication module etc. A receipt is printed on the terminal. The terminal report can
be printed by using "MENU — 5 — 3". A terminal report will be sent to the server at startup in
message 004.

3.4.3.4 The Clock Synchronization

The clock synchronization functionality is very useful when testing the terminal communication
capabilities, testing the connection to Nets and , or testing the connection in case of communica-
tion errors during transactions. Synchronizing clock against Nets can be initiated by using "MENU
—4 —7". Synchronizing clock against Verifone Denmark can be initiated by using "MENU — 4 — 2".

3.4.4 Language Support

The terminal supports different languages. Please contact Verifone Denmark for more specific
information.
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3.5 The Interface of Spin Connect

This section describes how to interface to the terminal.

There is no description of how the server/ECR shall implement this solution. 4 scenarios exist. 3 of
the scenarios (fetch by check, fetch by table and fetch by list) can be used together. Which of the
3 scenarios is used is controlled by using the function buttons. The default prompt for the screen
after waiter ID can be configured on the terminal through menus. The last scenario can only be
used alone, and is used when there is a one-to-one relationship between the terminal and ECR
and only one open check exists in one point of time (like a regular integration).Disabling one or
more of the scenarios can be done through our terminal management system. This specification
is implemented from version 3.2.04 of our terminal software.

3.5.1 Spin Connect Protocol Version

The current specification is using protocol version 1.03. When the terminal is booted it will try to
send a message 004 to the server. This message informs the server of the current version, and
the server can respond with a message 401 which can then indicate if the server is compatible
with the terminal protocol version. If the 004 message cannot be delivered on boot, the terminal
will make sure to deliver it before the first 001 message is sent to the server. If the server is
written to handle new fields in the end of existing messages and new unknown messages by
closing the connection with no response, it will be compatible with all versions sharing the same
major version number. If the major number is different than in the protocol version that the server
is written for, they are not compatible. Please note that field <CRC> field will always be the
last, so this must be handled correctly when using RS232. All messages are terminated with a
\0’(decimal 0) character, so when reading a message data should be read until \0’ is received.
After the server has sent the response it must close the connection.

3.5.2 Printing Receipts on the Terminal

Spin Connect gives the possibility for the server/ECR to print extra receipts on the terminal printer.
If this functionality is used, it should be noted that the battery lifetime will be reduced drastically.

3.5.3 Encrypting the Communication

The communication between the terminal and the server can be secured using SSL encryption.
If this shall be enabled, the integrator must send the CA certificate to Verifone. The terminal does
not use client certificate. The terminal will validate the server certificate and ensure that the server
certificate is signed by the CA and that the Common Name (CN) is the same as the IP address of
the server.

The terminal supports the cipher "AES256-SHA". It is up to the integrator to make sure that the
latest requirements from PAN Nordic and PCI regarding key sizes are met.

Please note that you should create a new certificate for each server installation. All of these
certificates should be signed by the same CA certificate, which is the certificate that you sent to
Verifone.
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3.5.3.1 Using RS232

When using RS232 the following configuration for the serial port should be used:

e Baud rate: 4800, 9600, 19200, 38400, 57600 or 115200 (Can be configured on terminal).
Data bits: 8
e Parity: None
Stop bits: 1

e Flow Control: None
CRC should be calculated and checked for every message (see section below). When the server
discovers a CRC error in a message received from the terminal the server should respond with
a message with the result code set to '30’. For simplicity message 401 can always be used for
this. The 401 message would be “401;0;30;”,. With an added CRC Checksum the message is
"401;0;30;25001;".
On CRC error each message will be repeated up to 4 times. The time the terminal waits for a
response on a message can be configured in "MENU — 6 — 6 — 2" on the terminal.
There is no inter—char timeout.
When using RS232 the flow is as illustrated here:
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Even though not displayed in the above diagram, the same flow is used for the message pairs
003/301 and 004/401.
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3.5.3.2 Calculating CRC

This is only relevant if RS232 is used for communication. If TCP/IP is used, just set <CRC> fields
to’0’.

The polynomial !5 + '3 + 1 is used for calculating CRC values. The CRC is calculated for the
complete message except the last <CRC><DL>.

The following C code can be used to calculate the CRC value:

static const unsigned int crctpl[] = {
0x0, 0OxcOcl, 0xc181, 0x140, 0xc301, 0x3c0O, 0x280, 0xc241,
0xc601, 0x6c0, 0x780, Oxc741, 0x500, Oxcbcl, 0xc481, 0x440,
0Oxcc01, OxccO, 0xd80, Oxcd41, 0xf00, Oxcfcl, Oxce81, 0xe40,
0xa00, Oxcacl, Oxcb81, 0xb40, 0xc901, 0x9c0O, 0x880, 0xc841,
0xd801, 0x18c0, 0x1980, 0xd941, 0x1b00, Oxdbcl, 0xda81, 0x1a4o0,
0x1e00, Oxdecl, 0xdf81, 0x1f40, 0xddO1, O0x1dcO, 0x1c80, Oxdc4l,
0x1400, 0Oxd4cl, 0xd581, 0x1540, 0xd701, 0x17c0, 0x1680, 0xd641,
0xd201, 0x12c0, 0x1380, 0xd341, 0x1100, Oxdlcl, 0xd081, 0x1040,
0xf001, 0x30cO0, 0x3180, 0xf141, 0x3300, O0xf3cl, 0xf281, 0x3240,
0x3600, O0xf6cl, Oxf781, 0x3740, 0xf501, 0x35c0, 0x3480, 0xf441,
0x3c00, Oxfccl, 0xfd81, 0x3d40, Oxff01, 0x3fcO, 0x3e80, Oxfedl,
0xfa01, 0x3acO, 0x3b80, O0xfb4l, 0x3900, O0xf9cl, 0xf881, 0x3840,
0x2800, Oxe8cl, 0xe981, 0x2940, Oxeb01, 0x2bcO, 0x2a80, Oxea4dl,
Oxee01, 0Ox2ecO, 0x2f80, Oxef4l, 0x2d00, Oxedcl, Oxec81, 0x2c40,
0xe401, 0x24c0, 0x2580, Oxeb41l, 0x2700, Oxe7cl, 0xe681, 0x2640,
0x2200, Oxe2cl, 0xe381, 0x2340, Oxel01l, 0x21c0, 0x2080, 0xe041,
0xa001, 0x60c0, 0x6180, Oxal4l, 0x6300, Oxa3cl, 0xa281, 0x6240,
0x6600, Oxa6cl, 0xa781, 0x6740, 0xab01, 0x65c0, 0x6480, Oxad4l,
0x6c00, Oxaccl, Oxad81, 0x6d40, OxafO1l, 0x6fcO, 0x6e80, Oxaedl,
Oxaa01, Ox6acO, 0x6b80, Oxab41l, 0x6900, 0Oxa9cl, 0xa881, 0x6840,
0x7800, 0xb8cl, 0xb981, 0x7940, OxbbOl, 0x7bc0O, 0x7a80, Oxba4dl,
Oxbe01, 0x7ecO, 0x7£80, Oxbf41l, 0x7d00, Oxbdcl, Oxbc81, 0x7c40,
0xb401, 0x74c0O0, 0x7580, 0xbb541, 0x7700, Oxb7cl, 0xb681, 0x7640,
0x7200, Oxb2cl, 0xb381, 0x7340, Oxb101, 0x71cO, 0x7080, O0xb041,
0x5000, 0x90c1l, 0x9181, 0x5140, 0x9301, 0x53c0, 0x5280, 0x9241,
0x9601, 0x56c0, 0x5780, 0x9741, 0x5500, 0x95cl, 0x9481, 0x5440,
0x9c01, 0xbccO, 0x5d80, 0x9d41, 0x5f00, 0x9fcl, 0x9e81, 0x5e40,
0x5a00, 0x9acl, 0x9b81, 0x5b40, 0x9901, 0x59c0, 0x5880, 0x9841,
0x8801, 0x48c0, 0x4980, 0x8941, 0x4b00, 0x8bcl, 0x8a81, 0x4a40,
0x4e00, 0Ox8ecl, 0x8f81, 0x4f40, 0x8d01, 0x4dcO, 0x4c80, 0x8c4l,
0x4400, 0x84cl, 0x8581, 0x4540, 0x8701, 0x47c0, 0x4680, 0x8641,
0x8201, 0x42c0, 0x4380, 0x8341, 0x4100, 0x81cl, 0x8081, 0x4040
};

unsigned int CalcCRC(const unsigned char *buffer, size_t size)
{

unsigned int i, cval, crc = 0;

for (i = 0; i < size; i++)
{

cval = crc ~ (unsigned int)buffer[i];
crc = (crc >> 8) - crctplcval & O0xff];
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return crc;
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3.6

Configuration Options

Through our terminal management system it is possible to configure the following:

Enabling and disabling of the two different scenarios. At least one scenario should be en-
abled. Scenario A, B and C can be enabled at the same time.

Enabling and disabling of clerk id prompt. If clerk id prompt is disabled, the server has the
possibility to return a clerk id, which will be printed on the receipt.

Enabling of the possibility to run transactions without a check. If enabled and used, result
will still be sent to the server.

Enabling of a "transaction condition lock". If this is enabled the merchant will not be able to
change transaction conditions (e.g. amount).

Disabling of confirmation on cancellation. This allows for cancellation of last transaction
without user intervention.

Enabling of SSL on the server connection.

In various menus on the terminal it is possible to configure the following:

3.6.1

Server IP address

Server IP port

Server baud rate

Server response timeout

If both scenario A and scenario C is enabled, you can configure which scenario should be
the default.

Tested configuration

Some combination of the configuration options that can be set in our terminal management sys-
tem are tested by our QA department. These are the configurations that should be used. If you
want to use another configuration, you should contact Verifone Denmark for an agreement about

this.

The tested configurations are listed here:

0x01 Scenario A — Fetch by table
Ox4F Scenario A, B & C — Ask for clerk ID — No confirmation on cancellation

3.6.2 Specific Settings for Spin Connect

Server IP Setting:

With this setting the merchant can setup the IP address that the server/ECR is listening on.
Setting is accessed through “MENU -6-6—-1—-1"

Server Port Setting:

With this setting the merchant can setup the port on which the server/ECR is listening on.
Setting is accessed through “MENU -6-6—-1-1"

Server Baud rate:

With this setting the merchant can setup the baud rate at which the server/ECR is using.
Setting is accessed through MENU -6 -6 —-1-2"
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e Timeout Setting:
With this setting the merchant can setup how long the terminal should wait for a response from
the server, before aborting or continuing.
Setting is accessed through “MENU — 6 — 6 — 2”

e Default Initial Screen:
With this setting the merchant get the possibility to choose if the first screen (after waiter id, if
enabled), should be a prompt for check id or table id.
Setting is accessed through “MENU — 6 — 6 — 3”

e Test Connection:
This is a function which can test if it possible to connect server using the entered IP address and
port settings.
Function is accessed through “MENU — 6 — 6 — 4”
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3.7 Transaction Scenarios

In the following sections the flow of the 4 scenarios are showed. Loyalty card transactions are
not showed in the diagrams. If loyalty card transactions are enabled and a loyalty card is used
“MSC Loyalty Card” and “MSC Loyalty Card Response” messages are exchanged with the server
instead of authorising with Nets. The rest of the flow is the same.

3.7.1 Scenario A (Fetch by Table)

A transaction starts with entry of the waiter ID (if enabled).

The waiter enters table ID.

Terminal fetches the Check from the server/ECR.

Terminal makes the transaction like a standalone, or nothing in case of cash transaction.
Terminal sends the result to the server/ECR.

The Server Responds with receipts which should be printed on the terminal and a result
code which reflects if a new transaction should be started. The result code controls if a new
transaction is started from step 2 or 3.

o0k~
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3.7.2 Scenario B (Fetch by List)

1. A transaction starts with entry of the waiter ID (if enabled).
2. The waiter presses on the function button “list”.

3. The server returns a list of outstanding checks for this waiter.
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The waiter selects a check.

The terminal fetches the check from the server/ECR.

Terminal makes the transaction like a standalone, or nothing in case of cash transaction.
Terminal sends the result to the server/ECR.

The server responds with receipts which should be printed on the terminal and a result
code which reflects if a new transaction should be started. The result code controls if a new
transaction is started from step 2 or 5.
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3.7.3 Scenario C (Fetch by Check ID)

1. A transaction starts with entry of the waiter ID (if enabled).

2. The waiter enter check ID.

3. Terminal fetches the check from the server/ECR.
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Terminal makes the transaction like a standalone, or nothing in case of cash transaction.
Terminal sends the result to the server/ECR

. The server responds with receipts which should be printed on the terminal and a result
code which reflects if a new transaction should be started. The result code controls if a new
transaction is started from step 2 or 3.
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3.7.4 Scenario D (one-to-one)

A transaction starts with a press on “Godkend”.

Terminal fetches the check from the server/ECR.

Terminal makes the transaction like a standalone, or nothing in case of cash transaction.
Terminal sends the result to the server/ECR.

The server responds with receipts which should be printed on the terminal. and a result
code which reflects if a new transaction should be started from step 2.

IS A
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3.8 The Spin Connect Functions

3.8.1 Get Check (001)

This function is used to get a check from the server/ECR.

Synopsis:

<001><DL><TERMINAL ID><DL><CLERK_ID><DL><CHECK ID><DL><TABLE_ID>
<DL>[<CRC ><DL >]

[<CRC ><DL >] is only used when using RS232.

When fetching a check by check id, <TABLE_ID>will be '0’.

When fetching by table number, <CHECK _ID>will be ’0’.

If both <CHECK_ID>and <TABLE_ID>is '0’, the server should return

“Check List (102)” instead of “Get Check Response (101)”.

It is also allowed to return “Check List (102)” or “Admin Response (103)” when
a request is made for a table. If using Scenario D, lists is not supported and a
message 101 or message 103 should be returned no matter the value of
<CHECK_ID>and <TABLE_ID>.

3.8.2 Get Check Response (101)

This function is the response to “Get Check (001)” from the server/ECR to the terminal.
Synopsis:

<101><DL><TERMINAL_ID><DL><CLERK_ID><DL><CHECK_ ID>
<DL><RESULT><DL><TYPE><DL><AMOUNT><DL><VAT><DL>
<CURRENCY><DL>[<CRC ><DL >]

[<CRC ><DL >] is only used when using RS232.

<CURRENCY> can be omitted. In this case the terminals home currency is used (i.e. usually
DKK in Denmark).

3.8.3 Check List (102)

This function is used to send a list of outstanding bills for specific clerk ID or table ID. This is send
as a response to a “Get Check (001)” with ’0’ in <CHECK_ID>.

Synopsis:

<102><DL><TERMINAL_ID><DL><RESULT><DL><CHECK_COUNT><DL>
<CHECK_ID><DL><MENUITEM><DL>[<CRC ><DL >]

[<CRC ><DL >] is only used when using RS232.

Everything enclosed in curly brackets ( { and }) should be repeated <CHECK_COUNT>times,
representing each outstanding check. The maximum number of checks is 20. If more than 20
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check are returned, only the first 20 will be displayed. The field <MENUITEM>represents a text
string which represent a check. It's up to the server to format this string. This message can only
be returned if Scenario B is supported on the terminal.

3.8.4 Admin Response (103)

This message can be responded to any “Get Check (001)” message. It will start an admin function
on the terminal. The list of admin commands can be found in Appendix A under <RESULT>.
Synopsis:

<103><DL><TERMINAL_ID><DL><RESULT><DL>[<CRC ><DL >]

[<CRC ><DL >] is only used when using RS232.

3.8.5 Check Result (002)

This function is used to send the transaction result to the server/ECR.

Synopsis:

<002><DL><TERMINAL_ID><DL><CHECK_ID><DL><TYPE><DL><RESULT>
<DL><ASW1ASW2><DL><CRC_ID><DL><MASKED PAN><DL><CURRENCY>
<DL><AMOUNT><DL><BATCH_ID><DL><FEE><DL><VAT><DL><EXTRA>
<DL><CASH_ BACK><DL><CURRENCY_DCC><DL><AMOUNT_DCC><DL><FEE_DCC>
<DL><EXTRA DCC><DL><PSAM_ID><DL><STAN><DL><CONDITION_CODE>
<DL><CLERK_ID><DL>[<STOREBOXHASH><DL><EKVITTERINGHASH><DL>
<NETSHASH><DL>][<JSON ><DL >] [<CRC ><DL >]

[«<STOREBOXHASH><DL><EKVITTERINGHASH><DL><NETSHASH><DL>] only when the ter-
minal has been setup for e-receipt.

[<VasResponse><DL] only when the terminal has been setup with VAS.

[<CRC ><DL >] only used when using RS232.

3.8.6 Check Result Response (201)

This function is the response to “Check Result (002)”.

Synopsis:

<201><DL><TERMINAL_ID><DL>
<CHECK_ID><DL><RESULT><DL>
<CASH_RECEIPT><DL><CHECK_ RECEIPT><DL>[<CRC ><DL >]

[<CRC ><DL >] is only used when using RS232.

3.8.7 MSC Loyalty Card (003)

This function is used to send the loyalty card to the server/ECR for processing.
Synopsis:
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<301><DL><TERMINAL_ID><DL><CHECK_ID><DL><RESULT><DL>[<CRC ><DL >]

[<CRC ><DL >] is only used when using RS232.

3.8.8 Version Information (004)

This message is sent once to the server for every boot of the terminal. The message will inform
the server of the terminal ID and a version number of spin connect protocol which is used. The
message will additionally contain a terminal report.

Synopsis:

<004><DL><TERMINAL_ID><DL><PROTOCOL_VERSION><DL>
<TERMINAL_REPORT><DL>[<CRC ><DL >]

[<CRC ><DL >] is only used when using RS232.

3.8.9 Version Information Response (401)

This message can be used as a response to message 004. The field <COMPATIBLE_STATE>will
indicate if the server is compatible with the Spin Connect protocol used by the terminal. In case
of CRC error in 004 message set <COMPATIBLE_STATE>to '30'.

Synopsis:

<401><DL><TERMINAL_ID><DL><COMPATIBLE_STATE><DL>[<CRC ><DL >]

[<CRC ><DL >] is only used when using RS232.
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3.A Parameters

ASCII format char 8 bit is used.

Field Value | Size | Notes

<001> 001 3 Command 'Get Check’

<101> 101 3 Response 'Get Check Response’

<102> 102 3 Response 'Check List’

<002> 002 3 Command 'Check Result’

<201> 201 3 Response 'Check Result Response’

<003> 003 3 Command 'MSC Loyalty Card’

<301> 301 3 Response 'MSC Loyalty Card Response’

<DL> ; 1 Semicolon

<TERMINAL_ID> <8 PIN pad ID

<CLERK_ID> <4 Clerk or waiter ID

<TABLE_ID> <6 Table number.

<CHECK_ID> < 12 | Check/Bill identification number.

<TYPE> 1 Type of the transaction. There are the following pos-
sible values:

P = Card purchase

R = Card refund

S = Signature card purchase

O = Offline card purchase

C = Cancellation of card purchase/refund
M = Cash purchase

B = Cash refund

<CURRENCY> 3 Currency of the transaction. There are the following
possible values:

'DKK’ = Danish kroner

'EUR’ = Euro

‘GBP’ = Sterling pound

'USD’ = US dollar

'SEK’ = Swedish kroner

'JPY’ = Japanese yen

<AMOUNT> <8 One of the following:

Amount due on check/bill

Amount which has been paid in the transaction. This
does not include extra and fee.

<BATCH_ID> 12 In case of a card transaction this will hold the batch
id assigned to the card transaction. See Nets OTRS
specification.
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Field Value | Size | Notes

<ASW1ASW2> 4 Nets Response code. In case of cash transaction this
will be '0000'’. In case of transaction abort by failure
or user request, this will hold ’FFFF’. See Nets OTRS
specification.

<CRC_ID> 3 In case of a card transaction this will hold the
Card Reconciliation Counter ID. This can be used to
identify the card which was used. See Nets OTRS
specification.

<MASKED_PAN> 4 —20 | PCl masked PAN.

<FEE> <8 The amount of surcharge fee that was added to the
card transaction.

<VAT> <8 The VAT amount for the check/bill.

<EXTRA> <8 The amount of gratuity given.

<CASH_BACK> <8 Amount of cash back.

<MSC_TRACK2> < 37 | Track 2 of MSC loyalty card.

<CURRENCY_DCC> <8 If a DCC card transaction, this will hold the card
holder currency.

<AMOUNT_DCC> <8 If a DCC card transaction, this will hold the amount
in card holder currency.

<FEE_DCC> <8 If a DCC card transaction, this will hold the fee
amount in card holder currency.

<EXTRA_DCC> <8 If a DCC card transaction, this will hold the gratuity
amount in card holder currency.

<PSAM_ID> <9 The ID of the PSAM used in the terminal.

<STAN> <9 Identification of the transaction. Together with PSAM
ID this gives a unique transaction reference.

<CONDITION_CODE> <3 Transaction condition code. This code reflects the
transaction conditions (which card and which Card
Verification Method was used). See OTRS from Nets.

<CHECK_COUNT> <2 The number of checks in response 102.

<MENUITEM> <16 | A string which represents a check on the “Check
List(102)”. The delimiter (’;’) cannot be present in the
string.

<CASH_RECEIPT> < 1250 | The receipt of a cash transaction. If this is empty no

receipt will be printed. This receipt will only be printed
in case of a cash transaction, but the field should
always be present. The receipt should be formatted
to lines of maximum 24 character width. LF should be
used as line separator. The character encoding used
is ISO 8859-15. The delimiter (’;’) cannot be present
in the receipt.
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Field Value | Size | Notes
<CHECK_RECEIPT> <1250 | The check receipt. If this field is empty, no re-
ceipt will be printed. Rules for formatting is as in
<CASH_RECEIPT>
<PROTOCOL_VERSION> | 1.00 <5 Version of the SpinConnect protocol. The current
version described in this document is version 1.03
<COMPATIBLE_STATE> =1 This field is used a response the protocol version
sent to server. The field can have the following val-
ues:
‘0’ = Server and terminal is compatible
1’ = Server and terminal is not compatible
<TERMINAL_REPORT> < 3000 | Terminal report generated on startup of the terminal.
<CRC> <10 | CRC value for the message.
<RESULT> <2 This field holds result codes. The following values are
possible:
‘0’ = approved (002, 102)
1’ = declined (002, 102)
'2" = syntax error (101, 102, 002, 201, 301)
10’ = Bill found (101)
11’ = locked by another terminal (101)
12’ = Bill isn’t ready (101)
13’ = Unknowing Terminal id (101, 102, 201, 301)
14’ = Unknown Bill (101)
16’ = approved Loyalty card (301)
17’ = declined Loyalty card (301)
20’ = No more transactions (201)
21’ = New transaction on same waiter should follow
(201)
'22" = New transaction on same check should follow
(201)
'23’ = "End of Day" should follow (201)
'30’ = CRC error(all messages)
‘40’ = Start “End of Day” (103)
'41’ = Start “Clean Terminal” (103)
<STOREBOXHASH> Storebox hash
<EKVITTERINGHASH> eKvitterings hash
<NETSHASH> Nets Secure Hash
<VasResponse> Data from VAS
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4 | Gavekort Scan Bar Code

4.1 Flex driver (DLL)

To support prepaid scanned bar code in the terminal, Flexdriver (flxdrv.dll) now have a new call-
back to put the scanned bar code to the terminal.

4.1.1 Callback pcbPutScanBarCode

The callback must be enabled by calling:
flxInitCallback (FLX_CALLBACK.FLX_CALLBACK_PUT_SCAN_BAR_CODE, pcbPutScanBarCodeDelegate);

The callback is called as a result of performing a flxCardTransaction with the

FLX_TRANSTYPE set to one of:

FLX_TRANS_PREPAID_SCAN_PURCHASE, // Debit prepaid scan transaction
FLX_TRANS_PREPAID_SCAN_REFUND, // Credit prepaid scan transaction
FLX_TRANS_PREPAID_SCAN_ORIGINAL_AUTH, // Orig auth prepaid scan transaction,
no token output

Remember to scan the bar code before starting the transaction.

Using the FLX_TRANS_PREPAID_SCAN_PURCHASE transaction type, it's now possible to start
a Swipp transaction to a specific phone number given as a cardnumber like:

sw:45PPPPPPPP where sw tells it's a Swipp transaction, the 45 is the country code without the
normal plus, and the P’s are the phone number digits going to be used for the transaction.

Other country codes - shorter/longer phone numbers are allowed as long the maximum length of
the total string passed is 19 char or below. White space in the end is not allowed.

The terminal must be configured to handle scanned bar code transactions, this is done by a param
download, after Verifone has set the terminals configuration in Verifone’s terminal database.

static int (*pcbPutScanBarCode) (int *ScanBarCodeLength, char *ScanBarCodeData) ;

or the Visual Basic interface

static void (WINAPI *pcbPutScanBarCodeVB) (int *ScanBarCodeLength,
BSTR*ScanBarCodeData, int *res);

4.1.2 Saldo and expire data in callback pcbGetReceipt/pcbGetReceiptVB

Two fields added to the extra receipt information, with prepaid info
Saldo;ExpireDateYYMM
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expire date as digits (first: year (bcd) 00-99, second: month (bcd) 01-12)

The terminal must be configured to convey this information ReceiptType with bit 5 set. This is done
by a param download, after Verifone has set the terminals configuration in Verifone’s terminal
database.

4.1.3 Example: binary receipt of prepaid scanned bar code purchase

BINARY RECEIPT:

2015-12-10 10:07;9208607599999904780;3600;0;0;0;208;471;2129592318;105723;0000;0000;8;D53398;
NETS PP Test 999;00990798;2122227; Hotel DCC Test; Ballerup; Lautrupbjerg 10;
2750; 46352966 ; ;0;208;1 ;0;980073
;1;0;8B71D5972C1C6998011C07862D740B869505DF13857EADA1F9712EBAOESEEF52;0;0;0;0;0;0;;0;000000;
;0000;38A447E663329E6A1FBATFAAB6B6ED35A9CA1EBA24D41051C1EOE77C88B64CEG ;
8B71D5972C1C6998011C07862D740B869505DF13857EADA1FO712EBAOESEEFS2; ; ;5 ;DC1

1. TID : 2015-12-10 10:07
2. PAN 1 9208607599999904780
3. TOTAL : 3600

4. EXTRA : 0

5. GEBYR : 0

6. DRIKKEPENGE : 0

7. VALUTAKODE : 208

8. STAN 1 471

9. PSAMCREATOR 1 2129592318

10. PSAMID : 105723

11. STATUS : 0000

12. ASW1ASW2 : 0000

13. CVMSTATUS : 8

14. AUTORISATIONSKODE : D53398

15. KORTNAVN : NETS PP Test 999
16. TERMINALID : 00990798

17. AFTALENUMMER 1 2122227

18. NAVN : Hotel DCC Test
19. BY : Ballerup
20. ADRESSE : Lautrupbjerg 10
21. POSTNUMMER : 2750
22. TELEFON 1 46352966
23. CVR
24. REF.NUMMER. : 0
25. DCC VALUTAKODE : 208
26. DCC KURS : 1
27. CRC : 0
28. BATCH : 980073
29. ANNULLERINGAKTIV : 1
30. MOMS : 0
31. E-KVITTERING : 8B71D5972C1C6998011C07862D740B869505DF13857EADA

1F9712EBAOESEEF52

32. SALDO : 0
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33. BACK : 0

34. DCCTOTAL : 0

35. DCCGEBYR : 0

36. DCCDRIKKEPENGE : 0

37. CARDDATASOURCE : 0

38. AID :

39. ATC : 0

40. AED : 000000

41. ARC :

42. EXPDATE : 0000

43. STOREBOXDK : 38A447E663329E6A1FBA7TFAABE6B6ED35A9CA1EBA24D4105
1C1EQE77C88B64CE6

44 . EKVITTERING : 8B71D5972C1C6998011C07862D740B869505DF13857EADA
1F9712EBAOESEEF52

45. NETSDANMARK

46. STOREBOX

47. vasJsonReceipt :

48. TCC : DC1

4.1.4 Example: binary receipt of completed MobilePay transaction

BINARY RECEIPT:

2017-03-02 11:24;920861615641535085;35;0;0;0;208;12345;0;0;0000;0000;0; 5

MobilePay; ;0; Verifone QA; Herlev; Knapholm 7; 2730; ;
POSDKVF418;0;0;1 ;508;;0;0; 991187170302112423 ;0;0;35;0;0;0;;0;000000;;0000;;;;
5e9e967eeb5d7464993b2b9e831b081a5;
{"time":"11:24","date":"2017-03-02","currency": "DKK" , "amount" :35,
"orderId":"991187170302112423","customerToken":"",
"customerReceiptToken":"5e9e967eebd7464993b2b9e831b081ab",
"transactionId":"61258283","tr":0,"status": "DONE"

};VF1

1. TID : 2017-03-02 11:24

2. PAN 1 920861615641535085

3. TOTAL : 35

4. EXTRA : 0

5. GEBYR : 0

6. DRIKKEPENGE : 0

7. VALUTAKODE : 208

8. STAN 12345 (locationId - "xxxxx"

prefixed 0’s are removed

9. PSAMCREATOR : 0

10. PSAMID : 0

11. STATUS : 0000

12. ASW1ASW2 : 0000

13. CVMSTATUS : 0

14. AUTORISATIONSKODE
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15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44 .
45.
46.
aT.

48.

KORTNAVN
TERMINALID
AFTALENUMMER
NAVN

BY

ADRESSE
POSTNUMMER
TELEFON

CVR
REF.NUMMER.
DCC VALUTAKODE
DCC KURS

CRC

BATCH
ANNULLERINGAKTIV
MOMS
E-KVITTERING
SALDO

BACK

DCCTOTAL
DCCGEBYR
DCCDRIKKEPENGE
CARDDATASOURCE
AID

ATC

AED

ARC

EXPDATE
STOREBOXDK
EKVITTERING
NETSDANMARK
STOREBOX
vasJsonReceipt

TCC

: MobilePay

: 0

: Verifone QA
: Herlev (locationCity[5])
: Knapholm 7
1 2730 (locationCity)

: POSDKVF418

: 5e9e967ee5d7464993b2b9e831b081ab
: {"time":"11:24",

: VF1

(merchantName)

(locationStreet)

(merchantId)

(orderId)

"date":"2017-03-02"
"currency":"DKK",

"amount" :35,
"orderId":"991187170302112423",
"customerToken":"",,
"customerReceiptToken":"5e9e967eebd7464993b2b9e831b0§
"transactionId":"61258283",
"tr":0,,

"status":"DONE"

}

For readability newlines are inserted in the vasJsonReceipt - real data are without newlines.

286

lab",



4.1.5 Example: binary receipt of failed Swipp prepaid scanned bar code purchase

As Swipp is no longer available as a feature, this example should serve as a guideline for imple-
menting MobilePay.

BINARY RECEIPT:

2015-12-10 09:51;4561626605;3600;0;0;0;208;0;0;0;0000;120B;0; ; VAS TYPE 507;
;055 ; ; ;

; ;0;051 ;507;;0;0;;0;0;0;0;0;0;;0;000000;

;000055 ;5 ;{"date":"2015-12-10","time":"09:51", "currency" : "DKK" , "amount" : "3600",

"merch_id":"Verifone","pos_id":"991027","key_id":"3","trans_id":"",
"ref_id":"8c4a53049f2311e58a3100081924a19b" ,"status" : "FAILED","fail_code":"404001"};VF1

1. TID : 2015-12-10 09:51
2. PAN : 4561626605
3. TOTAL : 3600
4. EXTRA : 0

5. GEBYR : 0

6. DRIKKEPENGE : 0

7. VALUTAKODE : 208
8. STAN : 0

9. PSAMCREATOR : 0
10. PSAMID : 0
11. STATUS : 0000
12. ASW1ASW2 : 120B
13. CVMSTATUS : 0
14. AUTORISATIONSKODE :

15. KORTNAVN : VAS TYPE 507
16. TERMINALID :

17. AFTALENUMMER : 0
18. NAVN :

19. BY
20. ADRESSE
21. POSTNUMMER
22. TELEFON
23. CVR
24. REF.NUMMER. : 0
25. DCC VALUTAKODE : 0
26. DCC KURS 1
27. CRC . 607
28. BATCH :
29. ANNULLERINGAKTIV : 0
30. MOMS : 0
31. E-KVITTERING :
32. SALDO : 0
33. BACK : 0
34. DCCTOTAL : 0
35. DCCGEBYR : 0
36. DCCDRIKKEPENGE : 0
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37. CARDDATASQURCE : 0

38. AID :

39. ATC : 0

40. AED : 000000
41. ARC :

42. EXPDATE : 0000
43. STOREBOXDK :
44 . EKVITTERING
45. NETSDANMARK
46. STOREBOX :
47. vasJsonReceipt : {"date":"2015-12-10","time":"09:51",
"currency":"DKK",
"amount":"3600",
"merch_id":"Verifone",
"pos_id":"991027",
"key_id":"3",
"trans_id":"",
"ref_id":"8c4a53049f2311e58a3100081924a19b",
"status":"FAILED",
"fail_code":"404001"
}
48. TCC : VF1

4.2 Local Payment Protocol (LPP)

To support prepaid scanned bar code in the terminal LPP now have to put the scanned bar code
to the terminal.

4.2.1 LPP start scanned bar code transaction

In the PTAG_TRANSACTION the PTAG_CARD_SOURCE must be set to 0x04
CARD_SCAN, this will tell the terminal to wait for the scanned bar code from the ECR.
PTAG_PREPAID is set based on the transaction started:

Purchase TR=0x00 PTAG_PREPAID=0x03
Refund TR=0x01 PTAG_PREPAID=0x02
Original Auth. TR=0x02 PTAG_PREPAID=0x01

The terminal must be configured to handle scanned bar code transactions, this is done by a param
download, after Verifone has set the terminals configuration in Verifone’s terminal database.

4.2.2 LPP prepaid scanned bar code to ECR

Data is put into a PTAG_DATA container, this must have a PTAG_CARDNUMBER containing the
scanned bar code.
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4.2.3 LPP PTAG_RECEIPT now contains PTAG_SALDO and PTAG_EXP_DATE

You can obtain the cards saldo and expire date from the receipt container by looking at PTAG_SALDO
0xC3 it contains a 4 byte unsigned amount and PTAG_EXP_DATE 0xC5 with expire date as 2 byte
(first: year (bcd) 00-99, second: month (bcd) 01-12).

4.2.4 Example: LPP Start of scanned bar code purchase from terminal to ECR

TimeStamp: 08:54:37

STX 02
SEQ ;02
TAG : 65 - PTAG_TRANSACTION Container
TAGlen . 2e
TAG : 4e - PTAG_MI
TAGlen ;01
TAGvalue : 00 .
TAG : 4c - PTAG_CU
TAGlen : DLE 02
TAGvalue : 00 dO >.D?
TAG : b6 - PTAG_TT
TAGlen 01
TAGvalue : 00 >0
TAG : 50 - PTAG_TR
TAGlen 01

TAGvalue : 00 >0

TAG : 4a - PTAG_REF_NO

TAGlen . 04

TAGvalue : 00 01 e2 40 7. .50’
TAG : 48 - PTAG_AMOUNT

TAGlen . 04

TAGvalue : 00 00 00 16 T
TAG : 59 - PTAG_GRATUITY

TAGlen . 04

TAGvalue : 00 00 00 00 T
TAG : B7 - PTAG_VAT

TAGlen . 04

TAGvalue : 00 00 00 00 T
TAG : 94 - PTAG_TERM_ENV

TAGlen . 01

TAGvalue : 00 7.2
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TAG : 92 - PTAG_CARD_SOURCE

TAGlen 01
TAGvalue : 04 ’.0
TAG : 93 - PTAG_PREPAID
TAGlen . 01
TAGvalue : DLE 03 [
ETX : 03
CRC . 38c7

TimeStamp: 08:54:37
ACK : 06
SEQ 02

TimeStamp: 08:54:37

STX ;02
SEQ : 03
TAG : 63 - PTAG_DATA Container
TAGlen : 15
TAG : 52 - PTAG_CARDNUMBER
TAGlen 13

TAGvalue : 36 30 37 35 31 30 30 30 30 30 30 30
30 31 31 34 ’6075100000000114°
TAGvalue : 37 31 31 711

ETX : 03
CRC :  8d6d

4.2.5 Example: LPP Start of Swipp scanned bar code purchase from terminal to

ECR
TimeStamp: 09:50:56
STX . 02
SEQ 07
TAG : 65 - PTAG_TRANSACTION Container
TAGlen ;. 2e
TAG : 4e - PTAG_MI
TAGlen . 01

TAGvalue : 00 7.7

TAG : 4c - PTAG_CU

TAGlen : DLE 02

TAGvalue : 00 dO D’
TAG : b6 - PTAG_TT

TAGlen . 01

TAGvalue : 00 ’?
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TAG : 50 - PTAG_TR
TAGlen . 01
TAGvalue : 00 [

TAG : 4a - PTAG_REF_NO
TAGlen : 04
TAGvalue : 00 00 00 00 oo

TAG : 59 - PTAG_GRATUITY
TAGlen . 04
TAGvalue : 00 00 00 00 o)

TAG : B7 - PTAG_VAT
TAGlen . 04
TAGvalue : 00 00 00 00 T

TAG : c4 - PTAG_BACK
TAGlen . 04
TAGvalue : 00 00 00 00 T

TAG : 94 - PTAG_TERM_ENV
TAGlen 01
TAGvalue : 00 ’.7

TAG : 92 - PTAG_CARD_SOURCE
TAGlen . 01
TAGvalue : 04 ’

TAG : 93 - PTAG_PREPAID

TAGlen . 01

TAGvalue : DLE 03 ’L?
ETX : 03
CRC : 4bad

TimeStamp: 09:50:56
ACK : 06
SEQ : 07

TimeStamp: 09:50:56
STX ;02
SEQ : 08
TAG : 63 - PTAG_DATA Container
TAGlen . Of
TAG : 52 - PTAG_CARDNUMBER
TAGlen : 0d
TAGvalue : 73 77 3a 34 35 36 31 36 32 36 36 30 35 ’sw:4561626605°
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ETX : 03
CRC : 5269

4.3 Configuration

[SCAN_ENTRY]

"01“
[RECEIPT_TYPE]
nagm // bit 5 - 32 must be set for

// SALDO / EXP_DATE in tagged receipt
// 13 + 32 = 45 or 141 + 32 = 173
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5 | Extra App Protocols

5.1 Preface

5.1.1 Format of the header

The header is 4 bytes long and contains the following fields:

char app_no; Application number in terminal
char version; Version of the commands in the data field
char error; 0x00 No error

char last_block; 0xFF Last block of data, 0x00 more blocks

5.1.2 Application number

The terminal can contain up to 8 extra applications the first have an application id of 12 in the
terminal. So app_no has to be between 12 and 19. Verifone Denmark may use app_no above 21
for special tasks.
5.1.3 Version

The version is used to tell how the data field after the header has to be decoded.

0x00 Default the data field is plain text/ XML with newlines
0xFD Status for all extra application from ECR, only to be passed on if needed.
OxFE If the extra application sends this, the terminal will relay the packet back to the

extra application. Used for testing new function in extra application where the
ECR not ready to respond.

OxFF If the terminal gets extra data from the ECR with this version, terminal relay the
packet back to the ECR. Used for testing new function in ECR where the extra
app in the terminal not yet ready to respond.

5.1.4 Error

The error is used to indicate problems found in the data communicated. The version is always set
to 0x00 on errors and the data field following the header contains a text with detail about the error.
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O0xEOQ AppNo %d not allowed - must be above %d

OxE1 Version %d not supported by this %d terminal

OxE2 Length max is 1000 bytes data + 4 byte header - you send %d bytes total

OxE2 Length must be minium 4 the size of header - you send only %d

OxE2 Length overflow in extra app max is %d

OxE3 Host not responding - make sure host listen for extra app data

OxE3 Terminal unable to send to host - current state is %d - %s

OxE3 Host not ready - wait card swipe must be enabled - currentEcrExtendedFunctions
0x%04x need 0x0100 set

OxE3 Terminal unable to send to host — other menu %d running state is %d - %s

OxE3 Host not ready - DLL/OCX not in IP Idle (wait card swipe) or Transaction mode

OxE4 fixldlelPforwarding no connection to terminal

OxE4 fixCardTransaction no connection to terminal

5.1.5 Last block

If the data block you want to send is longer than 1000 bytes, its send in blocks of 1000 bytes +
one block with remainder.

0x00 More blocks of data to come
OxFF Last block of data

5.2 The Data Block

5.2.1 The Data Block

Up to 1000 bytes of data, current version 0x00 uses plaintext/XML. Data block comes right after
the header.
If the first byte is ascii 0x3c - '<’ XML data may be expected, else plain text is used.

5.2.2 Displayline

Text: Max length is 20 char total.
format: Values
left center
right

No: Lineno values

-2 Show Idle Screen

-1 Append to next line

1-6 Display text on specific display line. Not tested.

Xpos is number of spaces put in front of Text. The terminal uses a proportional font - use with
care.
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An example on some displayline data:

<Ext

raAppData>

<Dataltem type="0" format="displayline" typehelp="Display line
with item to buy" clearScreen="false"/>

<L

</

ine>

<Text format="left">Cola 2L</Text>
<Text format="right">25,00</Text>

<No>-01</No>
<Xpos>00</Xpos>
Line>

</ExtraAppData>

5.2.3 Example plaintext data block

Here app_no 12, version 0x00, error 0x00, last_block Oxff

Extra app has received 44 data bytes and performed some action on it

HexDump Size=72

Hex

0000
0010
0020
0030
0040

0 1 2 3 45 6 7- 8 9 A B C
Oc 00 00 ff 45 78 74 72 - 61 20 61 70 70
73 20 72 65 63 65 69 76

D E F
20 68 61
65 64 20 34 34 20 64

....Extra app ha
61 s received 44 da

74 61 20 62 79 74 65 73 - 20 61 6e 64 20 70 65 72 ta bytes and per

66 6f 72 6d 65 64 20 73
6f 6e 20 6f 6e 20 69 74

5.2.4 Example XML data block

Here app_no 12, version 0x00, error 0x00, last_block 0xff

<Ext

raAppData>

6f 6d 65 20 61 63 74 69 formed some acti
on on it

<Dataltem type="0" format="string" typehelp="I1S0-8859-15 strings"/>
<Data>First line of test data</Data>
<Data>Second line of test data</Data>

</ExtraAppData>
Hexdump

Hex 01 2 3 4
0x00 Oc 00 00 ff 3c
0x10 61 3e Oa 20 20
0x20 79 70 65 3d 22
0x30 73 74 72 69 6e
0x40  3d 22 49 53 4f

5 6 7 8 9 A B C D E F
45 78 74 72 61 41 70 70 44 61 74
3c 44 61 74 61 49 74 65 64 20 74
30 22 20 66 6f 72 6d 61 74 3d 22
67 22 20 74 79 70 65 68 65 6¢C 70
2d 38 38 35 39 2d 31 35 20 66 6f
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0x50 72 6d 61 74 65 64 20 73 74 72 69 6e 67 22 2f 3e rmated string"/>
0x60 0Oa 20 20 3c 44 61 74 61 3e 46 69 72 73 74 20 6¢c . <Data>First 1
0x70 69 6e 65 20 6f 66 20 74 65 73 74 20 64 61 74 61 1ine of test data
0x80 3c 2f 44 61 74 61 3e 0a 20 20 3c 44 61 74 61 3e </Data>. <Data>
0x90 53 65 63 6f 6e 64 20 6¢c 69 6e 65 20 6f 66 20 74 Second line of t
0xa0 65 73 74 20 64 61 74 61 3c 2f 44 61 74 61 3e Oa est data</Data>.
0xb0 3c 2f 45 78 74 72 61 41 70 70 44 61 74 61 3e 00 </ExtraAppData>.

5.3 XML format types

5.3.1 String

An example on some string data:

<ExtraAppData>
<Dataltem type="0" format="string" typehelp="some help text go here"/>
<Data>First line of test data</Data>
<Data>Second line of test data</Data>

</ExtralAppData>

5.3.2 Hexstring

An example on some hexstring data with 32 bytes:

<ExtraAppData>
<Dataltem type="0" format="hexstring" typehelp="example with 32 bytes"/>
<Data>000102030405060708090A0BOCODOEOF</Data>
<Data>101112131415161718191A1B1C1D1E1F</Data>

</ExtraAppData>

An example on some hexstring data with 35 bytes:

<ExtraAppData>
<Dataltem type="0" format="hexstring" typehelp="example with 35 bytes"/>
<Data>000102030405060708090A0BOCODOEOF</Data>
<Data>101112131415161718191A1B1C1D1E1F</Data>
<Data>202122</Data>

</ExtraAppData>

5.3.3 Displayline

Current terminal only support line 1, max. length is 20 characters.
Format can be one of
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left
center
right

Xpos is number of spaces put in front of Text.
An example on some displayline data:

<ExtraAppData>
<Dataltem type="0" format="displayline" typehelp="some help text go here"/>
<Line>
<Text>1 Cola 27,50</Text>
<No>01</No>
<Xpos>00</Xpos>
<Format>center</Format>
</Line>
</ExtraAppData>

5.3.4 Select pictures

Terminal has a selection of pictures, obtained by a download, the numbers given in this command
tell the order and of the pictures to be shown and how long in ms. Because of a limitation in the
terminal, the maximum size of the pictures is 320 x 181 pixels when using this method to display
idle images.

Timeout must be above 200 ms.

An example on some selectpictures data:

<ExtraAppData>
<Dataltem type="0" format="selectpictures" typehelp="3 pictures"/>
<IdleScreen>
<Frame>
<Filename>matas_01</Filename>
<Timeout>1000</Timeout>
<Index>001</Index>
<Description>Matas default image</Description>
</Frame>
<Frame>
<Filename>matas_02</Filename>
<Timeout>2500</Timeout>
<Index>007</Index>
<Description>Matas special offer 1</Description>
</Frame>
<Frame>
<Filename>matas_03</Filename>
<Timeout>2500</Timeout>
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<Index>002</Index>
<Description>Matas special offer 2</Description>
</Frame>
</IdleScreen>
</ExtraAppData>

5.3.5 Select picture reply

On each picture 3 buttons can be active, if one is pressed this is sent to the host.
<Filename> The picture shown at button press

<Button> The button pressed Corr, F1, F2, F3, Menu, Num, OK, Stop.
<ExtraAppData>

<Dataltem type="0" format="selectpicturereply" typehelp="some text"/>
<Filename>netto_01</Filename>
<Button>F2</Button>

</ExtraAppData>

5.3.6 Print receipt

The extra application may have some receipt data to be printed. The data must be formatted as
RTF.
An example on some printreceipt data to print:

Some RTF test

<ExtraAppData>
<Dataltem type="0" format="printreceiptrtf" typehelp="RTF receipt"/>
<RTF>{\rtfi\ansi\ansicpg1252\deff0\deflang1030{\fonttbl{\fO\fnil\fcharset0 Courier New;}
{\f1\fnil\fcharsetO Calibri;}{\f2\fnil\fcharsetO Arial;}}
{\*\generator Msftedit 5.41.21.2510;}\viewkind4\uc1\pard\sa200\s1276\slmult1\lang6\f0\fs22 Some\f1 \b\fs28 RTF\bO\fs22 \f2\fs18 test\par
}</RTF>
</ExtraAppData>

5.4 Generic LPP

Used to send generic LPP data to the ECR using known LPP tags.

5.4.1 Generic LPP start extra application - Not implemented - Do not use

<ExtraAppData>
<Dataltem type="0" format="LPPstarttransaction" typehelp="LPP tag and data"/>
<MI>0</MI>
<CU>0</CU>
<TT>0</TT>
<TR>0</TR>
<REF_N0>12345678</REF_NO>
</ExtralAppData>
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5.4.2 Generic LPP extra application transaction completed - Not implemented -
Do not use
<ExtraAppData>
<Dataltem type="0" format="LPPtransactioncompleted" typehelp="LPP tag and data"/>
<TEXT>Extra app transaction performed<br>Line 2 of transaction data<br>Line 3<br><br></TEXT>
<RESULT>0</RESULT>
<BINARY>0</BINARY>
<REF_N0>12345678</REF_NO>
</ExtraAppData>

5.4.3 Generic LPP card data - Not implemented - Do not use

Tell the ECR the card number/crc going to be used for this transaction.

<ExtraAppData>
<Dataltem type="0" format="LPPcarddata" typehelp="LPP tag and data"/>
<CARDNUMBER>92080057000012345678901234</CARDNUMBER >
<CRCNUMBER>0</CRCNUMBER>

</ExtralAppData>

5.4.4 Generic LPP card data reply - Not implemented - Do not use

ECR reply with status indicating if it wants to continue with this transaction and the amount going

to be used.
<RESULT>
0 Cardnumber not OK
1 Cardnumber OK
2 Cardnumber OK amount other
3 Cardnumber OK ask user to confirm amount
<AMOUNT>  Amount in smallest unit of currency
<CU>
208 DKK
352 ISK
392 JPY
578 NOK
752 SEK
756 CHF
826 GBP
840 usb
978 EUR
<ExtraAppData>

<Dataltem type="0" format="LPPcarddatareply" typehelp="LPP tag and data"/>
<RESULT>0</ RESULT >

<AMOUNT>0</AMOUNT>

<CU>0</CU>

299



</ExtraAppData>

5.4.5 Generic LPP info text

Display a line of text on the line no specified in <BINARY> on the terminal, uses ISO-8859-15
encoding.

<ExtraAppData>
<Dataltem type="0" format="LPPinfotext" typehelp="LPP tag and data"/>
<TEXT>Disp. up to 20 char</TEXT>
<BINARY>1</BINARY>

</ExtralAppData>

5.4.6 Generic LPP info TSI (Transaction State Info)

Display a line of text (TSI) on the line no specified in <BINARY> on the terminal, using ISO-8859-
15 encoding.

<ExtraAppData>
<Dataltem type="0" format="LPPinfotsi" typehelp="LPP tag and data"/>
<TSI>Disp. up to 20 char</TSI>
<BINARY>1</BINARY>

</ExtraAppData>

5.4.7 Generic LPP menu

Display a menu of up to 10 lines each separated by <br> of max. 20 characters, using ISO-8859-
15 encoding.

<TEXT> Up to 10 menu lines

<BINARY> Timeout in milliseconds

<ExtraAppData>
<Dataltem type="0" format="LPPmenu" typehelp="LPP tag and data - menu with 2 lines"/>
<TEXT>Menuline 1 up to 20 char\nMenuline 2\nTEXT>
<BINARY>6000</BINARY>

</ExtraAppData>

5.4.8 Generic LPP menu reply

Get the menu reply
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<RESULT>

-2 Timeout

-1 No

0 No

1 First menu line selected/Yes

2 Second menu line selected

10 10th menu line selected
<ExtraAppData>

<Dataltem type="0" format="LPPmenureply" typehelp="LPP tag and data line 1 selected"/>
<RESULT>1</RESULT>
</ExtralAppData>

5.4.9 Generic LPP admin

Start extra administration command, if some data needed it can be set in the <PARAM_STR>
else this can be omitted.

<ExtraAppData>
<Dataltem type="0" format="LPPadmin" typehelp="LPP tag and data"/>
<COMMAND>1</COMMAND>
<PARAM_STR>Some data to be used by the admin function;another
parameter;234</PARAM_STR>

</ExtraAppData>

5.4.10 Generic LPP admin reply

<ExtraAppData>
<Dataltem type="0" format="LPPadminreply" typehelp="LPP tag and data"/>
<TEXT>Extra admin function stopped after performing some action
in the extra application</TEXT>
<PARAM_STR>Optional response data from admin function;another parameter;234</PARAM_STR>
<RESULT>0</RESULT>
</ExtralAppData>

5.4.11 Generic LPP receipt

Print receipt data.

Observe: The text is printed in a fixed pitch with no effects (bold/italic/underline).
<TEXT> the receipt data to be printed, using ISO-8859-15

<BINARY>
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0 Complete - this is last/only part of receipt

1 Missing segments - more receipt parts to come
2 Need signature
<ExtraAppData>

<Dataltem type="0" format="LPPreceipt" typehelp="LPP tag and data"/>
<TEXT>Receipt data to be printed\nMax 24 or 48 chars pr. line\n</TEXT>
<BINARY>0</BINARY>
<REF_N0>12345678</REF_NO>

</ExtraAppData>

5.4.12 Extra app special

Used to send special data - to/from the extra application.

A mix of data formats can be used, as long the extra application in the terminal and the ECR know
how to parse the data.

Example of uses:

Configuration data to setup the extra application

Show special block on the ECR

An example on some ExAppCmd237 data:

<ExtraAppData>
<Dataltem type="0" format="ExAppCmd237" typehelp="some help text go here"/>
<Data237>ExAppCmd237 specific data in format known to the
ECR and Extra app.</Data237>

</ExtraAppData>

5.5 Flexdriver (DLL)

To support the extra applications in the terminal, Flexdriver (flxdrv.dll) now have a new callback
and a function to reply to the extra application in the terminal.

5.5.1 fIxExtraReply

This function is used to send data to the extra application in the terminal, our DLL kasse demo
(no longer surpported) show examples of use of the command.

The ECR must ensure connection to the terminal is running, before sending data to the extra
application in the terminal.

This is done by running flxldlelPforwarding or flxCardTransaction.

int flxExtraReply(struct ExtraAppReplyStruct\_T *ExtraAppData, int extra\_length)
or the Visual Basic interface

int flxExtraReply(struct ExtraAppReplyStruct\_T *ExtraAppData, int extra\_length)
Returns
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0: All OK
-1 : Communication to terminal timed out (after 20 sec) and a callback is made to tell the extra
app, this status.

5.5.2 Callback pcbExtraAppdataReceived

The callback is called as a result of the extra application performing a send data to the ECR. For
this to work the ECR must be listening for the callback, if the function fixldlelPforwarding(2, ref
error); is called. We wait for a card swipe and if some extra application data is received it passed
on in the pcbExtraAppdataReceived callback.

If a card has been swiped, the fIxldleIPforwarding must be stopped, and the flxCardTransaction
called to start a transaction.

This is done by setting the status to abort in the FLX_CALLBACK_ABORT.

In the switch between flxldleIPforwarding and flxCardTransaction the extra app will receive a re-
sponse saying ECR not listening for data from the terminal, this should prevent packets being
lost.

static int (*pcbExtraAppdataReceived) (size\_t ExtraApplength,

const unsigned char *EXTRA\_APP\_DATA\_BLOCK\_block, char AppNo) = NULL;

or the Visual Basic interface

static void (WINAPI *pcbExtraAppdataReceivedVB) (int Extralength,

unsigned char *EXTRA\_APP\_DATA\_BLOCK\_block, char AppNo, int *res) = NULL;

5.5.3 Enabling the pcbExtraAppdataReceived callback

To register the callback in the flxdrv.dll you need to do an

flxInitCallback (FLX\_CALLBACK.FLX\_CALLBACK\_EXTRA\_APP\_DATA\_RECEIVED,
pcbExtraAppdataReceivedDelegate) ;

and set the EcrExtendedFunctions bit 0x0100.

This is be done by:

1. Obtaining EcrExtendedFunctions:

flxGetSetEcrExtendedFunctions (ADMIN\_GET\_ECR\_EXTENDED\_FUNCTIONS, \& EcrExtendedFunctions);

2. Set the bit.

EcrExtendedFunctions = EcrExtendedFunctions | 0x0100;

3. Set the EcrExtendedFunctions in terminal to the new value:

f1xGetSetEcrExtendedFunctions (ADMIN\_SET\_ECR\_EXTENDED\_FUNCTIONS, \& EcrExtendedFunctions);
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5.6 Local Payment Protocol (LPP)

Extra application uses new tag PTAG_EXTRA_APP — 0x53 to communicate the extra application
data to/from the terminal.

5.6.1 LPP Extra application data from terminal to ECR

Data is put into a PTAG_DATA container, this have two fields PTAG_BINARY is used to hold a
copy of the app_no PTAG_EXTRA_APP hold the 4 byte header and up to 1000 bytes data.

5.6.2 Example LPP Extra application data from terminal to ECR

Here app_no 12, version 0x00, error 0x00, last_block Oxff

TimeStamp: 12:33:28

STX . 02
SEQ . 05
TAG : 63 - PTAG_DATA Container
TAGlen : B9

TAG : 80 - PTAG_BINARY
TAGlen 01
TAGvalue : Oc .
TAG : b3 - PTAG_EXTRA_APP
TAGlen : 48
TAGvalue : Oc 00 00 ff 45 78 74 72 61 20 61 70 70 20 68 61 ’...§Extra app ha’
TAGvalue : 73 20 72 65 63 65 69 76 65 64 20 34 34 20 64 61 ’s received 44 da’
TAGvalue : 74 61 20 62 79 74 65 73 20 61 6e 64 20 70 65 72 ’ta bytes and per’
TAGvalue : 66 6f 72 6d 65 64 20 73 6f 6d 65 20 61 63 74 69 ’formed some acti’
TAGvalue : 6f 6e 20 6f 6e 20 69 74 ’on on it?’
TAG : 89 - PTAG_SEQNO
TAGlen 01
TAGvalue : 01 .
TAG : 85 - PTAG_FROMSTATE
TAGlen : 01
TAGvalue : 07 - PSTATE_OPEN 7.2
TAG : 87 - PTAG_EVENT
TAGlen 01
TAGvalue : 6¢c - PEVENT_SIG_EXTRA2HOST 21
TAG : 86 - PTAG_STATE
TAGlen 01
TAGvalue : 07 - PSTATE_OPEN 7.2

ETX : 03

CRC : ae3b
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5.6.3 LPP Extra application data from ECR to terminal

Data is put into a PTAG_DATA_1 container, this have one field PTAG_EXTRA_APP this hold the
4 byte header and up to 1000 bytes data.

5.6.4 Enable ExtraReply in the terminal

Use the ADMIN_GET_ECR_EXTENDED_FUNCTIONS to get current EcrExtendedFunctions value
or the value with 0x0100 and use the ADMIN_SET ECR_EXTENDED FUNCTIONS

TimeStamp: 09:23:57

STX . 02
SEQ : 03
TAG : 67 - PTAG_ADMIN Container
TAGlen : DLE 03
TAG : 88 - PTAG_COMMAND
TAGlen : 01

TAGvalue : 85 - ADMIN_GET_ECR_EXTENDED_FUNCTIONS 7

ETX : 03
CRC : 48b2

TimeStamp: 09:23:57
ACK : 06
SEQ : 03

TimeStamp: 09:23:57

STX 02
SEQ : 04
TAG : 60 - PTAG_INFO Container
TAGlen 17
TAG : 82 - PTAG_TEXT
TAGlen : 00 7
TAG : 90 - PTAG_ECREXTENDEDFUNCTIONS
TAGlen . 04

TAGvalue : 00 00 DLE 02 04 oo ’

TAG : 80 - PTAG_BINARY
TAGlen : 01
TAGvalue : 00 7.2

TAG : 89 - PTAG_SEQNO
TAGlen : 01
TAGvalue : DLE 03 7.0

TAG : 85 - PTAG_FROMSTATE
TAGlen . 01
TAGvalue : 07 - PSTATE_QOPEN 7.2

TAG : 87 - PTAG_EVENT
TAGlen : 01

TAGvalue : 1f PEVENT_ECR_ADMIN 7

305



TAG : 86 - PTAG_STATE

TAGlen . 01

TAGvalue : 2b - PSTATE_ADMIN T+
ETX : 03
CRC 2192

TimeStamp: 09:23:57
ACK : 06
SEQ 04

TimeStamp: 09:23:57

STX . 02
SEQ : 05
TAG : 67 - PTAG_ADMIN Container
TAGlen . Of
TAG : 84 - PTAG_RESULT
TAGlen . 01
TAGvalue : 00 - OK 0
TAG : 89 - PTAG_SEQNO
TAGlen . 01
TAGvalue : DLE 03 7.0
TAG : 85 - PTAG_FROMSTATE
TAGlen . 01
TAGvalue : 2b - PSTATE_ADMIN I+
TAG : 87 - PTAG_EVENT
TAGlen : 01
TAGvalue : 1le - PEVENT_ECR_TRANSACTION_COMPLETED 7.2
TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 07 - PSTATE_QOPEN 7.2
ETX : 03
CRC : 4f565

Now we have the current EcrExtendedFunctions value 0x0204 and need to set the 0x0100 bit by
making EcrExtendedFunctions = EcrExtendedFunctions | 0x0100 giving the result 0x0304 and
we call the admin function ADMIN_SET ECR_EXTENDED FUNCTIONS to set it.

TimeStamp: 09:23:57

STX : 02
SEQ : 04
TAG : 67 - PTAG_ADMIN Container
TAGlen 09
TAG : 88 - PTAG_COMMAND
TAGlen : 01
TAGvalue : 84 - ADMIN_SET_ECR_EXTENDED_FUNCTIONS 7.2
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TAG : 90 - PTAG_ECREXTENDEDFUNCTIONS

TAGlen 04

TAGvalue : 00 00 DLE 03 04 T ’
ETX . 03
CRC ;. e8f3

TimeStamp: 09:23:57
ACK : 06
SEQ ;04

TimeStamp: 09:23:57

STX : 02
SEQ : 06
TAG : 67 - PTAG_ADMIN Container
TAGlen : Of

TAG : 84 - PTAG_RESULT
TAGlen : 01
TAGvalue : 00 - OK 0
TAG : 89 - PTAG_SEQNO
TAGlen . 01
TAGvalue : 04 7.2
TAG : 85 - PTAG_FROMSTATE
TAGlen . 01
TAGvalue : 2b - PSTATE_ADMIN T+
TAG : 87 - PTAG_EVENT
TAGlen . 01
TAGvalue : 1le - PEVENT_ECR_TRANSACTION_COMPLETED 7.2
TAG : 86 - PTAG_STATE
TAGlen : 01
TAGvalue : 07 - PSTATE_QOPEN 0

ETX : 03

CRC ;8729

5.6.5 Tell terminal ECR to listen for extra app data

We use a special version Oxfd and a status by to tell the terminal ECR to listen for data or has
stopped to listen for data from the extra apps in the terminal.

Status ECR stopped listen for extra apps data
0x00

Status ECR listen for extra apps data

0x01

Ex. ECR listen for extra apps data
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Here app_no 12, version 0xfd, error 0x00, last_block Oxff and Status 0x01

TimeStamp: 14:53:19

STX 02
SEQ : 05
TAG : 62 - PTAG_DATA_1 Container
TAGlen 07
TAG : 53 - PTAG_EXTRA_APP
TAGlen : 05
TAGvalue : Oc fd 00 ff 01 2Ly .§.?
ETX : 03
CRC : 9918

TimeStamp: 14:53:19
ACK : 06
SEQ : 05

5.6.6 Example LPP Extra application data from ECR to terminal

Here app_no 12, version 0x00, error 0x00, last_block Oxff

TimeStamp: 12:33:28
STX : 02
SEQ : 03
TAG : 62 - PTAG_DATA_1 Container
TAGlen 33
TAG : 53 - PTAG_EXTRA_APP
TAGlen 31
TAGvalue : Oc 00 00 ff 53 6f 6d 65 20 74 65 73 74 20 64 61 ’...j§Some test da’
TAGvalue : 74 61 20 74 6f 20 45 78 74 72 61 20 74 65 72 6d ’ta to Extra term’
TAGvalue : 69 6e 61 6¢c 20 61 70 70 6¢c 69 63 61 74 69 6f 6e ’inal application’
TAGvalue : 00 7.0

ETX : 03
CRC : 1342

5.7 Extra application example code

We have made an extra application example, to be used for testing the basic connection; it's up
to the extra application programmer to implement this setup to make the connection to/from the
ECR. The ECR must be able to handle the callback and the function to send data as shown in our
DLL demo (no longer surpported) and any parsing/actions to be taken on the data send.

The extra application uses functions in the pointlib.so to send/receive data to/from the ECR.
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ExtraAppNo += 12;
SYSV_init (ExtraAppNo, 0, 0); // First extra app is 12 in applic.ini

Used to tell the system the application number of your extra application — numbered 12 — 19,
Verifone Denmark uses 21 — for special cases.
rc = SYSV_get_next_event( Q_APP, &queue, &Event, timeout_in_ms, &orig_id );

Enables the extra application to listen for events containing extra app data from the ECR.
SYSV_send\event (APP_MERCHANT, &event);

Send data from the extra application to the ECR via the merchant handler running in the terminal.

5.7.1 Usage: Extra application example

Usage: ./extra2host_msq_test ExtraApplicationNo ExtraAppVersion

ExtraAppError Extradatafile timeout_in_ms

ExtraApplicationNo legal vaules 0 - 7 and 21-NN

ExtraAppVersion legal vaules O - 255

ExtraAppError legal vaules 0 - 255

timeout_in_ms minimum 200

The header is filled with ExtraApplicationNo, ExtraAppVersion, ExtraAppError

The Extradatafile contains the data put into the data field after the header bytes. If the file is larger
than 1000 bytes the more_data field in the header is set to 0x00 until less than 1000 bytes remain

and more_data is set to OxFF.
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6 | PointTerminal (DLL)

6.1 Preface

Revision

3.7.20

3.7.14

3.7.12

Terminal properties extended with software build date.
Batch number DCC added.

CTLSTransactions is altered to always return TRUE.

Updated with new added methods:

PTInitCallback, SetCardDataResult, PrintReceiptResult, GetTokenResult, Put-
TokenResult, PcbStopListResult, SetExtendedAmountResult, EIEDataReceive-
dResult, EIEData2HostResult, PutScanBarCodeResult and PcbBreaklPResult.
Updated with new added transaction events:

SetCardData, PrintReceipt, AdviceFlag, EarlyStanPan, GetToken, PutTo-
ken, PcbStopList, PcbBreaklP, GetExtendedAmount, SetExtendedAmount,
EIEDataReceived, EIEData2Host and PutScanBarCode.

Added overloaded method "SetTerminalConfiguration”, enables user to config-
ure whether the receipt should be saved or not.

LoadTerminal only tries to Connect and Open 1 time, instead of trying 3 times
with Connect/Open/Close/Disconnect.

Added the possibility to close "Terminal Display" window, and improved the logic
of when it should reappear.

Pressing "Try Again" on a failed Connect/Open now sends the "LoadFinished"
event correctly.

Manual MobilePay transaction functionality added - See Transaction barcode.
Added support for £DA in RAW print. (ExtededAsciiPrint.txt)

Bug in program download with ip-routing fixed.

Xenta and Xentissimo are no longer supported.

VAS transactions receipts now get’s saved in "Kvitteringer\*VASNAME*
Admin receipts now get’s saved in "Kvitteringer\Administrative".
PostPurchase and PostRefund added.

Manual Swipp transaction functionality added - See Transaction barcode.
TCC and JsonResult fields added in extended receipt

Now it's impossible to close the PointTerminal dialog on the red cross.
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Colorcode:

Additions since last release

Changes since last release

Removals since last release

6.2 State machines for PointTerminalDLL

The following sections give an overview of the overall functionality and the sequences to follow
when using this component.
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6.2.1 Abstract state machine

This is an overall state machine. The machine does not handle different error scenarios but is
intended for the user to have a glance at the whole setup and introduction to the general use of
the DLL for the following sections.

The name of the state describes the state of the terminal.

SetTerminalConfiguration()

SetRawPrintConfiguration

SetDisplayWindowPosition

SetTerminalConfiguration()

SetTerminal-

Configuration() SetWindowsPrintConfiguration

Transaction
Administration
. AdministrationIPSettingsDHCP

LoadTerminal Administration|PSettingsSTATIC
AdministrationGetAdviceReconciliation
AdministrationSetBatchNumber
AdministrationExcludeDatastoreWithSTAN
GetFlexDriverVersion
GetPointTerminalVersion
GetTokenlInfo
GetTransactionResult
SetlnterfaceReceipt
SetPrintHeader
SetPrintFooter
ForcePrint
GetCardSwipe
CTLSTransactions
SetAcceptCardResult
LoadTerminal

ConnectTerminal

OpenTerminal

Terminalen er klar

CloseTerminal

UnloadTerminal

DisconnectTerminal
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6.2.2 LoadTerminal and UnloadTerminal functionality

Connection state machine using the LoadTerminal and UnloadTerminal functionality.

start —

JTerminal restarted

LoadTerminal

Wait for event I CONNECT_OK

Restart terminal

CONNECT_OK CONNECT_OK

Terminalen er klar

UnloadTerminal

Wait for event
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6.2.3 ConnectTerminal, OpenTerminal, CloseTerminal and DisconnectTerminal func-
tionality

Connection state machine using the ConnectTerminal, OpenTerminal, CloseTerminal and Discon-

nectTerminal functionality.
Wait for event

Continue regardless

of the outcome
Wait for event
Continue regardless
DisconnectTerminal

of the outcome
Wait for event
OpenTerminal ‘
I CONNECT_OK
Wait for event

CONNECT_OK

start —

ConnectTerminal ONNECT_OK

I CONNECT_OK

Terminal Pestarted | Restart terminal
CloseTerminal

Terminalen er klar

315



6.3 Interface

6.3.1 Enums

namespace PointTerminal
{
internal enum RETURN_VALUES
{
//Generel return values
SUCCESS = 0x00,
FAILURE = 0x01,
FILE_ERROR = 0x02,
DATALINKERROR = 0x07,
FUNCTION_NOT_POSSIBLE = 0x08,
TIMEOUT_IN_COMMUNICATION = 0x09,
CONNECT_NO_LICENCE = 0xO0A,
CONNECT_INTERNAL_ERROR = 0xOB,
CONNECT_SYSTEM_ERROR = 0x0C,
LOCALCARD_OK = 0x10,
LOCALCARD_NOT_OK = 0x11,
RETURN_INIT_VALUE = OxFFFF,

internal enum PRERESULT_RETURN_VALUES
{
SUCCESS = 0x00,
SUCCESS_SIGNATURE_ACCEPTED = 0x01,
REJECTED_BY_NETS = 0x80,
REJECTED_SIGNATURE = 0x81,
REJECTED = 0x82,

internal enum CONNECT_RETURN_VALUES

{
//Return values related to connecting
CONNECT_OK = 0x00,
CONNECT_COMPORTINITFAILURE,
CONNECT_SW_NOTCOMPATIBLE,
CONNECT_TERM_NOT_RESP,
CONNECT_COMPORTOPEN,
DATA_LINK_ERROR,
FUNCTION_NOT_POSSIBLE,
TIMEQUT_IN_COMMUNICATION,
CONNECT_NO_LICENCE,
CONNECT_INTERNAL_ERROR,
CONNECT_SYSTEM_ERROR,
OPEN_NO_RECEIPT,
CONNECT_INIT_VALUE,

s

internal enum FLX_TRACE_LEVEL

{
FLX_CONF_PARAM = 1, //Placement of inifile
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FLX_CONF_TRACE, //Enable trace
FLX_CONF_EXTTRACE, //Enable extensive tracing
FLX_CONF_EXTTRACE_PLUS, //Enable extensive tracing with append
FLX_NO_TRACE_AT_ALL,

};

internal enum COM_TYPE
{

RS232 = 1,

IP = 2,

public enum FLX_CALLBACK
{
FLX_CALLBACK_SET_CARDDATA = 100, // this gets the _flxxxxVB@nn entries in dll
FLX_CALLBACK_PRINT_RECEIPT,
FLX_CALLBACK_DISPLAY_STATUS,
FLX_CALLBACK_ABORT,
FLX_CALLBACK_EXTCARDCONFIRM,
FLX_CALLBACK_VERSIGCONFIRM, // 5
FLX_CALLBACK_ADVICEFLAG,
FLX_CALLBACK_SET_AMOUNT, // send amount to terminal from ecr
FLX_CALLBACK_SET_AMOUNT_FEE, // send fee to terminal from ecr
FLX_CALLBACK_GET_AMOUNT_FEE, // receive fee from terminal to ecr
FLX_CALLBACK_STATUSTRACE, // 10
FLX_CALLBACK_STATETRACE,
FLX_CALLBACK_ADVICELOG,
FLX_CALLBACK_MENU,
FLX_CALLBACK_MENURESULT,
FLX_CALLBACK_GET_BINARY_RECEIPT, // 15
FLX_CALLBACK_EARLY_STAN_PAN,
FLX_CALLBACK_BREAK_IP,
FLX_CALLBACK_TIMER,
FLX_CALLBACK_PUT_TOKEN,
FLX_CALLBACK_GET_TOKEN, // 20
FLX_CALLBACK_SET_AMOUNT_GRATUITY, // from here is new from TAPA3 - send gratuity to terminal from ecr
FLX_CALLBACK_STOPLIST,
FLX_CALLBACK_PRE_RESULT,
FLX_CALLBACK_SET_ECR_EXTENDED_FUNCTIONS,
FLX_CALLBACK_HOSTADVICE, // 25

FLX_CALLBACK_SET_EXTENDED_AMOUNT = 127,
FLX_CALLBACK_GET_EXTENDED_AMOUNT,
FLX_CALLBACK_EIE_DATA_RECEIVED,
FLX_CALLBACK_EIE_DATA2HOST, // 30
FLX_CALLBACK_PUT_SCAN_BAR_CODE,
FLX_CALLBACK_EXTRA_APP_DATA_RECEIVED,
FLX_CALLBACK_CARD_SWIPE,
FLX_CALLBACK_PRINT_STATUS,

};

// ADMINISTRATION FUNCTIONS

internal enum FLX_ADMIN_FUNCTION
{
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ADMIN_ENDOFDAY = 1,

ADMIN_ENDOFDAYLOG,

ADMIN_REPORT_TERMINALREPORT,

ADMIN_REPORT_TOTALS,

ADMIN_REPORT_LOG, // 5

ADMIN_REPORT_OLDLOG,

ADMIN_LASTRECEIPT,

ADMIN_UNLOCK_RECEIPT,

ADMIN_CLOCKSYNCPBS,

ADMIN_CLOCKSYNCPOINT, //10

ADMIN_SENDLOG,

ADMIN_CLEARDATASTORE,

ADMIN_DOWNLOADPROGRAM,

ADMIN_DOWNLOADPARAM,

ADMIN_DOWNLOADPAN, //15

ADMIN_DOWNLOADTLCMDB,

ADMIN_RESTORETLCMDB,

ADMIN_CONTRASTUP,

ADMIN_CONTRASTDOWN,

ADMIN_RESTARTTERMINAL, //20

ADMIN_EJECTCARD,

ADMIN_MSC, // For future use (fetch the card range table)
ADMIN_BACKLIGHT_ON,

ADMIN_BACKLIGHT_OFF,

ADMIN_NETWORK_REPORT, // 25

ADMIN_RATES_REPORT,

ADMIN_GRATUITY_RECEIPT,
ADMIN_EXCLUDE_DATASTORE_RECORD_WITH_STAN, // for internal use - uses flxTerminalProperties
ADMIN_ADVICEFORWARDING,

ADMIN_REPORT_FILESSTATUS,

ADMIN_RESERVED_FOR_0OCX = 31,

ADMIN_REPORT_PCT,

ADMIN_DOWNLOADDCCRATES,

ADMIN_UPDATEPSAM,

ADMIN_UPDATEFEETABLE, // 35

ADMIN_UPDATESALT,

ADMIN_GETADVICERECON,

ADMIN_SET_BATCH_NUMBERS, // for internal use - use flxTerminalProperties
ADMIN_REPORT_TCS,

ADMIN_REPORT_TPROPS_CVS, // 40

ADMIN_EVENTLOG_PRINT,

ADMIN_EVENTLOG_SEND, // for internal use - uses flxTerminalProperties
ADMIN_EVENTLOG_DELETE, // for internal use - uses flxTerminalProperties
ADMIN_GETIP_SETTINGS,

ADMIN_SETIP_SETTINGS, // 45 for internal use - uses flxTerminalProperties
ADMIN_DOWNLOAD_IMAGES, //

ADMIN_CHECK_CARD,

ADMIN_GETTELEDONE_SETTINGS,

ADMIN_SETTELEDONE_SETTINGS,

ADMIN_CTLS_REPORT, //50

ADMIN_USER_INPUT,

ADMIN_MAX, // last entry

ADMIN_GET_DC_PROPERTIES_STAN = 0x80,
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// TRANSACTION METHODS
internal enum FLX_TRANSTYPE
{

FLX_TRANS_PURCHASE = 0, // Debit transaction
FLX_TRANS_REFUND, // Credit transaction
FLX_TRANS_ORIGINAL_AUTH, // Original Authorization, outputs a token
FLX_TRANS_SUPP_AUTH, // Token based transaction
FLX_TRANS_CAPTURE, // Token based transaction
FLX_TRANS_REVERSAL_AUTH, // Token based transaction
FLX_TRANS_PREPAID_PURCHASE, // Debit prepaid transaction
FLX_TRANS_PREPAID_REFUND, // Credit prepaid transaction
FLX_TRANS_PREPAID_ORIGINAL_AUTH, // Orig auth prepaid transaction, no token output
FLX_TRANS_PREPAID_SCAN_PURCHASE, // Debit prepaid scan transaction
FLX_TRANS_PREPAID_SCAN_REFUND, // Credit prepaid scan transaction
FLX_TRANS_PREPAID_SCAN_ORIGINAL_AUTH, // Orig auth prepaid scan transaction, no token output
FLX_TRANS_CANCELLATION, // Cancellation transaction
FLX_TRANS_CARDCHECK, // card check
FLX_TRANS_POST_PURCHASE, // Post purchase transaction
FLX_TRANS_POST_REFUND // Post refund transaction

};

internal enum FLX_KEY_ENTRY
{
KEY_ENTRY = 0x80

//CURRENCY CODES
public enum FLX_CURR_CODES

{
DKK = 208, //DK Kroner
ISK = 352, //IS Kroner
JPY = 392, //JP Yen
NOK = 578, //N Kroner
SEK = 752, //S Kroner
CHF = 756, //SW Francs
GBP = 826, //GB Pound
USD = 840, //US Dollar
EUR = 978, // Euro
DCC = 999, // DCC

}

internal enum FLX_MERCHANT_INITIATIVE // As Defined by PBS

{
MI_PIN = 0x00,
MI_ONLINE = 0x50,
MI_OFFLINE = 0x60,
MI_FORCED_CVM = 0x80,
MI_FORCED_PIN = 0x81,
MI_FORCED_SIGNATURE = 0x82,

}

public enum FLX_RECEIPT_CALLBACK_RETURN_VALUE
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FLX_RECEIPT_NOTOK = O,
FLX_RECEIPT_OK

public enum FLX_CARDNUMBER_CMD
{
FLX_CARDNUMBER_NOTOK = O,
FLX_CARDNUMBER_OK,

FLX_CARDNUMBER_OK_CONFIRM = 3, //External card confirm ...

FLX_EXTRA_APPLICATION_ACTION_O,
FLX_EXTRA_APPLICATION_ACTION_1,
FLX_EXTRA_APPLICATION_ACTION_2,
FLX_EXTRA_APPLICATION_ACTION_3,
FLX_EXTRA_APPLICATION_ACTION_4,
FLX_EXTRA_APPLICATION_ACTION_5,
FLX_EXTRA_APPLICATION_ACTION_6,
FLX_EXTRA_APPLICATION_ACTION_7,
FLX_EXTRA_APPLICATION_ACTION_S8,
FLX_EXTRA_APPLICATION_ACTION_9,
FLX_EXTRA_APPLICATION_ACTION_10,
FLX_EXTRA_APPLICATION_ACTION_11,
FLX_EXTRA_APPLICATION_ACTION_12,
FLX_EXTRA_APPLICATION_ACTION_13,
FLX_EXTRA_APPLICATION_ACTION_14,
FLX_EXTRA_APPLICATION_ACTION_15,
FLX_EXTRA_APPLICATION_ACTION_16,
FLX_CARDNUMBER_OK_SILENTABORT = 0x80,

public enum FLX_ABORT_CMD

{
FLX_OPERATORWISHTOABORT = 1,
FLX_OPERATORDONOTWISHTOABORT

public enum FLX_SIGNATURE
{
SIGNATURE_NOTOK,
SIGNATURE_OK,
SIGNATURE_NOTKNOWNYET

public enum FLX_CARDTYPE
{

PBS_CARD,

OTHER_CARD

internal enum FLX_PROPSCOMMAND
{
ADMIN_PROPS_NONE = O,
ADMIN_PROPS_GET,
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ADMIN_PROPS_PREPECEIPT,
ADMIN_PROPS_DATASTORE,
ADMIN_PROPS_SET,
ADMIN_PROPS_ADVICERECON,
ADMIN_PROPS_BATCH,
ADMIN_PROPS_GET_LABELS,
ADMIN_PROPS_EVENTLOG_SEND,
ADMIN_PROPS_EVENTLOG_DELETE,
ADMIN_PROPS_SETIP_SETTINGS,
ADMIN_PROPS_GET_EXT_LABELS,
ADMIN_PROPS_SETTELEDONE_SETTINGS

internal enum FLX_ECREXTCMD

{

}

ADMIN_SET_ECR_EXTENDED_FUNCTIONS
ADMIN_GET_ECR_EXTENDED_FUNCTIONS

132,
133,

public enum FLX_AMOUNT_TYPE

{

FLX_AMOUNT_AMOUNT,
FLX_AMOUNT_FEE,
FLX_AMOUNT_GRATUITY,
FLX_AMOUNT_VAT,
FLX_AMOUNT_BACK

internal enum CONNECTION_STATE

{

DISCONNECTED = 0x00,
CONNECTED,
OPEN,

OPEN_NP, // No receipt - INGEN KVITTERING

internal enum FONTSTYLE

{

NORMAL,
KURSIV,
FED,
FEDKURSIV

internal enum TERMINALTYPE

{

PSAM,
FOS5,
SIRIUS

internal enum DISPLAY_STATE

{

MESSAGE,
RECONCILATION,
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VERIFYSIGNATURE,
GODKENDLOCALCARD,
AUTHORIZATIONCODE,
MENU

internal enum DISPLAY_ANSWER
{

JA,

NEJ,

IKKEKLARENDNU

internal enum CARDSWIPED
{
CARD_SWIPED = 0x20,
CARD_REMOVED = 0x21,
TEDO = 0x5465446f // teleload done

internal enum PRINT_TYPE
{
SCREEN,
WINDOWS,
RAW_EPSON,
RAW_AXIOHM,
RAW_IBM,
RAW_BIXOLON,
RAW_EXTENDEDASCIIFILE

internal enum CONF_E
{
CONF_PARAM = 1, // Placement of inifile
CONF_TRACE, // Enable trace
CONF_EXTTRACE, // Enable extensive tracing
CONF_EXTTRACE_PLUS, // Enable extensive tracing with append
CONF_FILEPATH, // Define directory path for flxdrv.ini and trace files
CONF_KISSPARAM,
CONF_NO_TRACE_AT_ALL = 16,
CONF_RESETPORT,
CONF_GUARDTIME,
CONF_RECEIPT_WIDTH,
CONF_PIP_TIMEOUT,
CONF_DOWNLOAD_TIMEOUT,
CONF _DOWNLOAD_BLOCK_SIZE,
CONF_DOWNLOAD_TIMEOUT_NEXT,
CONF_DOWNLOAD_BLOCK_SIZE_NEXT,
CONF _DOWNLOAD_METODE,
CONF_IP_ROUTING_RECV_BUFFER_SIZE,
CONF_USE_GETTIMEOFDAY,

322



6.3.2 Methods

The methods of PointTerminal.dll.

These methods expose all integration functionality in the terminal.

For rules regarding the use of functionality described in this chapter please consult the ORTS
delivered by Nets.

6.3.2.1 SetTerminalConfiguration(7)

SetTerminalConfiguration sets the configuration for the terminal.
That is:

The terminal type

Communication type

Com port or IP address

Baud rate or TCP/IP port

Tracelevel on the POS

Token deletion after transaction

Saving of receipts in folder

Method: SetTerminalConfiguration -

Prototype: PointTerminalUsercontrol.SetTerminalConfiguration(
Terminal type As int,
Communication type As int,
COM port or IP address As string,
Baud rate or TCP/IP port as uint,
Flex trace level as int,
Token as bool,
Saving of receipts in folder as bool);

Input:
Terminal type - terminal type used for the integration. Enum: TERMINALTYPE
Communication type - IP or RS232 communication. Enum: COM_TYPE
COM port or IP address - example: "COMS8" or "10.0.0.48"
Baud rate or TCP/IP port - example: 38400 or 2000
Flex trace level - tracelevel on the POS. Enum: FLX_TRACE_LEVEL
Token deletion after transaction - Used if post purchase/refund is used.
Saving of receipts in folder

Return: as boolean
true - arguments were accepted and configuration set correctly
false - arguments were not accepted. Configuration not set

Fire event: -

6.3.2.2 SetTerminalConfiguration(6)

SetTerminalConfiguration sets the configuration for the terminal.
That is:

323




The terminal type
Communication type

Com port or IP address

Baud rate or TCP/IP port
Tracelevel on the POS

Token deletion after transaction
Saving of receipts in folder

Method: SetTerminalConfiguration -
Prototype: PointTerminalUsercontrol.SetTerminalConfiguration(
Terminal type As int,
Communication type As int,
COM port or IP address As string,
Baud rate or TCP/IP port as uint,
Flex trace level as int,
Token as bool);
Saving of receipts in folder is set to true.
Input:
Terminal type - terminal type used for the integration. Enum: TERMINALTYPE
Communication type - IP or RS232 communication. Enum: COM_TYPE
COM port or IP address - example: "COMS8" or "10.0.0.48"
Baud rate or TCP/IP port - example: 38400 or 2000
Flex trace level - tracelevel on the POS. Enum: FLX TRACE_LEVEL
Token deletion after transaction - Used if post purchase/refund is used.
Return: as boolean
true - arguments were accepted and configuration set correctly
false - arguments were not accepted. Configuration not set
Fire event: -

6.3.2.3 SetTerminalConfiguration(5)

SetTerminalConfiguration sets the configuration for the terminal.
That is:

The terminal type

Communication type

Com port or IP address

Baud rate or TCP/IP port

Tracelevel on the POS

Token deletion after transaction

Saving of receipts in folder

Method: SetTerminalConfiguration -
Prototype: PointTerminalUsercontrol.SetTerminalConfiguration(
Terminal type As int,
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Communication type As int,
COM port or IP address As string,
Baud rate or TCP/IP port as uint,
Flex trace level as int);
Token is set to true. Saving of receipts in folder is set to true.
Input:
Terminal type - terminal type used for the integration. Enum: TERMINALTYPE
Communication type - IP or RS232 communication. Enum: COM_TYPE
COM port or IP address - example: "COMS8" or "10.0.0.48"
Baud rate or TCP/IP port - example: 38400 or 2000
Flex trace level - tracelevel on the POS. Enum: FLX_TRACE_LEVEL.
Return: as boolean
true - arguments were accepted and configuration set correctly
false - arguments were not accepted. Configuration not set
Fire event: -

6.3.2.4 SetWindowsPrintConfiguration

SetWindowsPrintConfiguration sets the configuration for the windows printer used.

Method: SetWindowsPrintConfiguration -
Prototype: PointTerminalUsercontrol.SetWindowsPrintConfiguration(
Windows printer As string,
Windows print font As string,
Windows print font style As int,
Windows print font size As int,
Windows print top margin As uint,
Windows print left margin As uint);
Input:
Windows printer - the name of the printer.
Windows print font - the name of the font.
Windows print font style - the font style. Enum FONTSTYLE can be used.
Windows print font size - the font size.
Windows print top margin - the top margin on the receipt.
Windows print left margin - the left margin on the receipt.
Return: as boolean
true - arguments were accepted
false - arguments were not accepted
Fire event: -

6.3.2.5 SetRawPrintConfiguration

SetRawPrintConfiguration sets the configuration for the raw printer used.

Method: SetRawPrintConfiguration -
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Prototype: PointTerminalUsercontrol.SetRawPrintConfiguration(
Printer As string);
Input:
Printer - the name of the printer.
Return: as boolean
true - argument were accepted
false - argument were not accepted
Fire event: -

6.3.2.6 SetDisplayWindowPosition

SetDisplayWindowPosition sets the position of the display window delivered by PointTerminal.dll.

Method: SetDisplayWindowPosition -
Prototype: PointTerminalUsercontrol.SetDisplayWindowPosition(
Display top position As uint,
Display left position As uint);
Input:
Display top position - the vertical position of the display window.
Display left position - the horisontal position of the display window.
Return: as boolean
true - arguments were accepted
false - arguments were not accepted
Fire event: -

6.3.2.7 LoadTerminal

LoadTerminal connects and opens the terminal.
This method is intended to replace use of the ConnectTerminal and OpenTerminal.

Method: LoadTerminal -

Prototype: PointTerminalUsercontrol.LoadTerminal();

Input: -

Return: as void

Fire event: LoadFinished, TerminalDataFinished if connect and open was succesfull

6.3.2.8 UnloadTerminal

UnloadTerminal closes and disconnects the terminal. This method is intended to replace use of
the CloseTerminal and OpenTerminal methods.

Method: UnloadTerminal -

Prototype: PointTerminalUsercontrol.UnloadTerminal();

Input: -

Return: as void

Fire event: UnloadFinished
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6.3.2.9 ConnectTerminal

ConnectTerminal establishes a connection to the terminal. The terminal goes to 'Velkommen’ if
the method call was succesfull.

Method: ConnectTerminal -

Prototype: PointTerminalUsercontrol.ConnectTerminal();
Input: -

Return: as void

Fire event: ConnectFinished

6.3.2.10 OpenTerminal

OpenTerminal opens the terminal so it is ready to do transactions. The terminal goes to "Termi-
nalen er klar’ if the method call was succesfull.

Method: OpenTerminal -

Prototype: PointTerminalUsercontrol.OpenTerminal();

Input: -

Return: as void

Fire event: OpenFinished, TerminalDataFinished if the open was succesfull

6.3.2.11 CloseTerminal

CloseTerminal closes the terminal. The terminal goes to 'Velkommen’ if the method call was
succesfull.

Method: CloseTerminal -

Prototype: PointTerminalUsercontrol.CloseTerminal();
Input: -

Return: as void

Fire event: CloseFinished

6.3.2.12 DisconnectTerminal

DisconnectTerminal disconnects and releases the connection to the terminal. The terminal goes
to ’Lukket’ if the method call was succesfull.

Method: DisconnectTerminal -

Prototype: PointTerminalUsercontrol.DisconnectTerminal();
Input: -

Return: as void

Fire event: DisconnectFinished

6.3.2.13 Transaction(13)

Starts a transaction.
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Method: Transaction -

Prototype: PointTerminalUsercontrol.Transaction(
Transaction type As int,
Transaction amount As uint,
Fee amount As uint,
Gratuity amount As uint,
VAT amount As uint,
Cash back amount As uint,
Currency As int,
Merchant initiative As int,
Barcode As string,
Key entry As boolean,
Token path As string,
Reference number As uint,
Authorization code As string);

Input:
Transaction type - the type of the transaction. Enum: FLX_TRANSTYPE.
Transaction Amount - the amount without fee, gratuity, VAT and cashback.
Fee amount - fee amount for the transaction.
Gratuity amount - gratuity amount for the transaction.
VAT amount - VAT amount for the transaction.
Cash back amount - cash back amount for the transaction.
Currency - the currency for the transaction. Enum: FLX_CURR_CODES.
Merchant initiative - Ml for the transaction. Enum: FLX_MERCHANT _INITIATIVE.
Barcode - for barcode transactions.
For manuel Swipp transaction: "sw:*landcode**phonenumber* e.g. "sw:4530303030"
Key entry - enable key entry for manual entry of the card number.
Token path - full path for the token for token transactions.
Reference number - internal reference number for the transaction.
Authorization - auth code for offline transactions.

Return: as Boolean
true - arguments were accepted
false - arguments were not accepted

Fire event: TransactionFinished

6.3.2.14 Transaction(11)

Starts a transaction.

Reference number set to 0.
Authorization set to an empty string.

Method: Transaction -
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Prototype: PointTerminalUsercontrol.Transaction(
Transaction type As int,
Transaction Amount As uint,
Fee amount As uint,
Gratuity amount As uint,
VAT amount As uint,
Cash back amount As uint,
Currency As int,
Merchant initiative As int,
Barcode As string,
Key entry As boolean,
Token path As string);

Input:
Transaction type - the type of the transaction. Enum: FLX_TRANSTYPE.
Transaction Amount - the amount without fee, gratuity, VAT and cashback.
Fee amount - fee amount for the transaction.
Gratuity amount - gratuity amount for the transaction.
VAT amount - VAT amount for the transaction.
Cash back amount - cash back amount for the transaction.
Currency - the currency for the transaction. Enum: FLX_CURR_CODES.
Merchant initiative - Ml for the transaction. Enum: FLX_MERCHANT _INITIATIVE.
Barcode - for barcode transactions.
For manuel Swipp transaction: "sw:*landcode**phonenumber* e.g. "sw:4530303030"
Key entry - enable key entry for manual key entry of the card number.
Token path - full path for the token for token transactions.

Return: as Boolean
true - arguments were accepted
false - arguments were not accepted

Fire event: TransactionFinished

6.3.2.15 Transaction(8)

Starts a transaction.

Barcode set to an empty string.

Key entry set to false.

Token path set to an empty string.
Reference number set to 0.
Authorization set to an empty string.

Method: Transaction -

Prototype: PointTerminalUsercontrol.Transaction(
Transaction type As int,
Transaction Amount As uint,
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Fee amount As uint,
Gratuity amount As uint,
VAT amount As uint,
Cash back amount As uint,
Currency As int,
Merchant initiative As int);
Input:
Transaction type - the type of the transaction. Enum: FLX_TRANSTYPE.
Transaction Amount - the amount without fee, gratuity, VAT and cashback.
Fee amount - fee amount for the transaction.
Gratuity amount - gratuity amount for the transaction.
VAT amount - VAT amount for the transaction.
Cash back amount - cash back amount for the transaction.
Currency - the currency for the transaction. Enum: FLX_CURR_CODES.
Merchant initiative - Ml for the transaction. Enum: FLX_MERCHANT _INITIATIVE.
Return: as Boolean
true - arguments were accepted
false - arguments were not accepted
Fire event: TransactionFinished

6.3.2.16 Transaction(5)

Starts a transaction.

Fee amount set to 0.

Gratuity amount set to 0.

VAT amount set to 0.

Barcode set to an empty string.

Key entry set to false.

Token path set to an empty string.
Reference number set to 0.
Authorization set to an empty string.

Method: Transaction -
Prototype: PointTerminalUsercontrol.Transaction(
Transaction type As int,
Transaction Amount As uint,
Cash back amount As uint,
Currency As int,
Merchant initiative As int);
Input:
Transaction type - the type of the transaction. Enum: FLX_TRANSTYPE.
Transaction Amount - the amount without fee, gratuity, VAT and cashback.
Cash back amount - cash back amount for the transaction.
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Currency - the currency for the transaction. Enum: FLX_CURR_CODES.

Merchant initiative - Ml for the transaction. Enum: FLX_MERCHANT _INITIATIVE.
Return: as Boolean

true - arguments were accepted

false - arguments were not accepted Fire event: TransactionFinished

6.3.2.17 Transaction(3)

Starts a transaction.

Currency set to DKK.

Merchant initiative set to online PIN (default).
Fee amount set to 0.

Gratuity amount set to 0.

VAT amount set to 0.

Barcode set to an empty string.

Key entry set to false.

Token path set to an empty string.
Reference number set to 0.

Authorization set to an empty string.

Method: Transaction -
Prototype: PointTerminalUsercontrol.Transaction(
Transaction type As int,
Transaction Amount As uint,
Cash back amount As uint);
Input:
Transaction type - the type of the transaction. Enum: FLX_TRANSTYPE.
Transaction Amount - the amount without fee, gratuity, VAT and cashback.
Cash back amount - cash back amount for the transaction.
Return: as Boolean
true - arguments were accepted
false - arguments were not accepted
Fire event: TransactionFinished

6.3.2.18 Transaction(1)

Starts a transaction.

Transaction type set to purchase (default).
Cash back amount set to 0.

Currency set to DKK.

Merchant initiative set to online PIN (default).
Fee amount set to 0.

Gratuity amount set to 0.
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VAT amount set to 0.

Barcode set to an empty string.

Key entry set to false.

Token path set to an empty string.
Reference number set to 0.
Authorization set to an empty string.

Method: Transaction -
Prototype: PointTerminalUsercontrol.Transaction(
Transaction Amount As uint);
Input:
Transaction Amount - the amount without fee, gratuity, VAT and cashback.
Return: as Boolean
true - argument were accepted
false - argument were not accepted
Fire event: TransactionFinished

6.3.2.19 Refund
Starts a refund in DKK.

Method: Refund -
Prototype: PointTerminalUsercontrol.Refund(
Transaction Amount As uint);
Input: Refund Amount - the amount in DKK without fee, gratuity, VAT and cashback.
Return: as Boolean
true - arguments were accepted
false - arguments were not accepted
Fire event: TransactionFinished

6.3.2.20 Cancellation

Starts a cancellation of the previous transaction.

Method: Cancellation -

Prototype: PointTerminalUsercontrol.Cancellation();

Input: -

Return: as Boolean
true - arguments were accepted and cancellation started correctly.
false - arguments were not accepted

Fire event: TransactionFinished

6.3.2.21 Administration

Starts an administration function on the terminal.
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For administration functions with arguments this method cannot be used.

For ADMIN_SETIP_SETTINGS use the method AdministrationIPSettingsDHCP() or Administra-
tionIPSettingsSTATIC().

For ADMIN_GETADVICERECON use the method AdministrationGetAdviceReconciliation().

For ADMIN_SET BATCH_NUMBERS use the method AdministrationSetBatchNumber().

For ADMIN_EXCLUDE_DATASTORE_RECORD_WITH_STAN use the method
AdministrationExcludeDatastoreWithSTAN().

Method: Administration -
Prototype: PointTerminalUsercontrol.Administration(
Administration function number As int);
Input: Administration function number - Enum FLX_ADMIN_FUNCTION can be used.
Return: as Boolean
true - argument were accepted.
false - argument were not accepted
Fire event: AdministrationFinished

6.3.2.22 AdministrationIPSettingsDHCP

Starts the administration function on the terminal, setting the terminal to use DHCP.

Method: AdministrationIPSettingsDHCP -
Prototype: PointTerminalUsercontrol.AdministrationIPSettingsDHCP();
Input: -
Return: as Boolean
true - administration function started correcly.
false - administration function not started correcly.
Fire event: AdministrationFinished

6.3.2.23 AdministrationIPSettingsSTATIC

Starts the administration function on the terminal, setting the terminal to use a static IP address.

Method: AdministrationIPSettingsSTATIC -
Prototype: PointTerminalUsercontrol.AdministrationIPSettingsSTATIC(
IP address As string,
Subnet As string,
Gateway As string,
DNS1 As string,
DNS2 As string,
Domain As string);
Input:
IP address - IP address of the terminal.
Subnet - the subnet that the terminal is connected to.
Gateway - the gateway the terminal should use.
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DNST1 - the first DNS the terminal should use.
DNS2 - the second DNS the terminal should use.
Domain - the domain the terminal belongs to.
Return: as Boolean
true - arguments accepted and administration function started correcly.
false - administration function not started correcly.
Fire event: AdministrationFinished

6.3.2.24 AdministrationGetAdviceReconciliation

Starts the administration function on the terminal getting the reconciliation for {argument} days
back.

Method: AdministrationGetAdviceReconciliation -
Prototype: PointTerminalUsercontrol. AdministrationGetAdviceReconciliation(
Days back As uint);
Input: Days back - days back from current date that the reconciliation should be.
Return: as Boolean
true - arguments were accepted and administration function was started.
false - arguments were not accepted and administration function not started.
Fire event: AdministrationFinished

6.3.2.25 AdministrationSetBatchNumber

Starts the administration function on the terminal, setting the batch number.

Method: AdministrationSetBatchNumber -
Prototype: PointTerminalUsercontrol.AdministrationSetBatchNumber(
Currency As int,
Batch number As string);
Input:
Currency - currency to be used in the batch. Enum: FLX_CURR_CODES.
Batch number - the batch number for the current batch.
Return: as Boolean
true - arguments were accepted and administration function was started.
false - arguments were not accepted and administration function not started.
Fire event: AdministrationFinished

6.3.2.26 AdministrationExcludeDatastoreWithSTAN

Starts the administration function on the terminal that excludes a transaction with the given STAN.

Method: AdministrationExcludeDatastoreWithSTAN -
Prototype: PointTerminalUsercontrol. AdministrationExcludeDatastoreWithSTAN(
PSAM slot As uint,
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File ID As uint,
File type As uint,
STAN As uint);
Input:
PSAM slot - the slot number the PSAM is placed in.
File ID - ID of the file to look in.
File type - ID of the file that the advice should be moved to.
STAN - the STAN of the transaction that should be excluded.
Return: as Boolean
true - arguments were accepted and administration function was started.
false - arguments were not accepted and administration function not started.
Fire event: AdministrationFinished

6.3.2.27 AdministrationSetTeleDoneSettings

Set the TeleDone settings on the terminal to send a TCP message to the given IP and port and
to receive the result of the program download.

Method: AdministrationSetTeleDoneSettings -
Prototype: PointTerminalUsercontrol.AdministrationSetTeleDoneSettings(
IP As String,
Port As String);
Input:
IP - the IP of the TCP socket listening for the message. An empty string clears the data.
Port - Port number of the TCP socket. An empty string clears the data.
Return: as Boolean
true - arguments were accepted and administration function was started.
false - arguments were not accepted and administration function not started.
Fire event: AdministrationFinished

6.3.2.28 PTInitCallback

Initializes callbacks in PointTerminal.dll
If the callback isn’t initialized, it will be handled in PointTerminal.dll and not sent as a event.
See Events

Method: PTInitCallback
Prototype: PointTerminalUsercontrol.PTInitCallback(
callback as FLX_CALLBACK);
Input: FLX_CALLBACK - The callback you want to initialize.
Return: as void
Fire event: -
Prototype: PointTerminalUsercontrol.PTInitCallback(
List of callbacks as List<FLX_CALLBACKS>);
Input: List<FLX_CALLBACKS> - A list of the callbacks you want to initialize.
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Return: as void
Fire event: -

6.3.2.29 SetAcceptCardResult

If the integration has signed up for the AcceptCard event, then this method will have to be called
after the AcceptCard event was received.
This method is replaced by SetCardDataResult if implemented.

Method: SetAcceptCardResult -

Prototype: PointTerminalUsercontrol.SetAcceptCardResult(
Accept Card As boolean);

Input: Accept Card - Accepts (true) or declines (false) the card.

Return: as void

Fire event: -

6.3.2.30 SetCardDataResult

If the integration has signed up for the SetCardData event, then this method will have to be called
after the SetCardData event was received.
This method replaces SetAcceptCardResult if implemented.

Method: SetCardDataResult -

Prototype: PointTerminalUsercontrol.SetCardDataResult(
Return Code As LX_ CARDNUMBER_CMD);

Input: Return code - Option to accept (true) or decline (false) the card.

Return: as void

Fire event: -

6.3.2.31 PrintReceiptResult

If the integration has signed up for the PrintReceipt event, then this method will have to be called
after the PrintReceipt event was received.

Method: PrintReceiptResult -
Prototype: PointTerminalUsercontrol.PrintReceiptResul{(

Return Code As FLX_RECEIPT_CALLBACK RETURN_VALUE);
Input: Return code - Determine whether to print receipt (0x0X) or not (0x00).
Return: as void
Fire event: -

6.3.2.32 GetTokenResult

If the integration has signed up for the GetToken event, then this method will have to be called
after the GetToken event was received.
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Method: GetTokenResult -
Prototype: PointTerminalUsercontrol.GetTokenResult(

Return Code As FLX_RECEIPT_CALLBACK_RETURN_VALUE);
Input: Return code - Option to accept or decline the authorization.
Return: as void
Fire event: -

6.3.2.33 PutTokenResult

If the integration has signed up for the PutToken event, then this method will have to be called
after the PutToken event was received.

Method: PutTokenResult -

Prototype: PointTerminalUsercontrol.PutTokenResul{(
Arguments As PutTokenEventArgs);

Input: Arguments - Used in Capture or Reversal.

Return: as void

Fire event: -

6.3.2.34 PcbStopListResult

If the integration has signed up for the PcbStopList event, then this method will have to be called
after the PcbStopList event was received.

Method: PcbStopListResult -

Prototype: PointTerminalUsercontrol.PcbStopListResult(
Arguments As PcbStopListEventArgs);

Input: Arguments - Returns 1 if code is ready.

Return: as void

Fire event: -

6.3.2.35 SetExtendedAmountResult

If the integration has signed up for the SetExtendedAmount event, then this method will have to
be called after the SetExtendedAmount event was received.

Method: SetExtendedAmountResult -

Prototype: PointTerminalUsercontrol.SetExtended AmountResult(
Arguments As ExtendedAmountEventArgs);

Input: Arguments - Used to send information from ECR to terminal.

Return: as void

Fire event: -
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6.3.2.36 EIEDataReceivedResult

If the integration has signed up for the EIEDataReceived event, then this method will have to be
called after the EIEDataReceived event was received.

Method: EIEDataReceivedResult -

Prototype: PointTerminalUsercontrol.EIEDataReceivedResult(
Arguments As EIEDataReceivedEventArgs);

Input: Arguments - Determine whether data is sent/received.

Return: as void

Fire event: -

6.3.2.37 EIEData2HostResult

If the integration has signed up for the EIEData2Host event, then this method will have to be called
after the EIEData2Host event was received.

Method: EIEData2HostResult -

Prototype: PointTerminalUsercontrol.EIEData2HostResult(
Arguments As EIEData2HostEventArgs);

Input: Arguments - Determine whether block contains valid data.

Return: as void

Fire event: -

6.3.2.38 PutScanBarCodeResult

If the integration has signed up for the PutScanBarCode event, then this method will have to be
called after the PutScanBarCode event was received.

Method: PutScanBarCodeResult -

Prototype: PointTerminalUsercontrol.PutScanBarCodeResult(
Arguments As PutScanBarCodeEventArgs);

Input: Arguments - Option to initiate bar code transaction.

Return: as void

Fire event: -

6.3.2.39 PcbBreaklPResult

If the integration has signed up for the PcbBreakIP event, then this method will have to be called
after the PcbBreaklP event was received.

Method: PcbBreakIPResult -

Prototype: PointTerminalUsercontrol.PcbBreakIPResult(
Return Code As Int);

Input: Return Code - Option to continue IP forwarding.

Return: as void
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Fire event: -

6.3.2.40 CTLSTransactions

Enable or disable contactless transactions.
Contactless transactions is disabled by default.
Always returns TRUE since it is handled by terminal.

Method: CTLSTransactions -

Prototype: PointTerminalUsercontrol.CTLSTransactions(
Enable Contactless As boolean);

Input: Enable Contactless - Enable contactless transactions.

Return: as void

Fire event: -

6.3.2.41 GetFlexDriverVersion

Get the version of the FlexDriver.

Method: GetFlexDriverVersion -
Prototype: PointTerminalUsercontrol.GetFlexDriverVersion();
Input: -
Return: as string
Example: 3.6.01
Fire event: -

6.3.2.42 GetPointTerminalVersion

Get the version of PointTerminalDLL.

Method: GetPointTerminalVersion -
Prototype: PointTerminalUsercontrol.GetPointTerminalVersion();
Input: -
Return: as string
Example: 1.0.0.0
Fire event: -

6.3.2.43 GetTokenlnfo

Get all info about a token.

Method: GetTokenlInfo -
Prototype: PointTerminalUsercontrol.GetTokenInfo( Token path As string);
Input: Token path - full path for the token
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Return: as string
Example: -
Fire event: -

6.3.2.44 GetTransactionResult

Get info about a transaction.

Method: GetTransactionResult -
Prototype: PointTerminalUsercontrol.GetTransactionResult( STAN As String);
Input: STAN - STAN for the requested transaction info
Return: as Tuple<String,String,String,String,String> -
ltem1: Transaction amount
ltem2: Currency code - FLX_CURR_CODES
ltem3: -
ltem4: -
ltem5: STAN

Example (approved transaction):
ltem1: 66
ltem2: 208
ltem3: 2
ltem4: 1406251622
ltem5: 003916

Example (not approved transaction):
ltem1: 0
ltem2: 0
ltem3: 0
ltem4: 0000000000
ltem5: 000000
Fire event: -

6.3.2.45 SetinterfaceReceipt

Set the interface receipt on the next printed receipt.
This gives the option to set a receipt that is printed before the creditcard receipt from the terminal.

Method: SetInterfaceReceipt -

Prototype: PointTerminalUsercontrol.SetinterfaceReceipt( Receipt As string);
Input: Receipt - the receipt text

Return: as void

Fire event: -
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6.3.2.46 SetPrintHeader

Set the header on the next printed receipt.

Method: SetPrintHeader -

Prototype: PointTerminalUsercontrol.SetPrintHeader( Receipt As string);
Input: Receipt - the receipt header

Return: as void

Fire event: -

6.3.2.47 SetPrintFooter

Set the footer on the next printed receipt.

Method: SetPrintFooter -

Prototype: PointTerminalUsercontrol.SetPrintFooter( Receipt As string);
Input: Receipt - the receipt footer

Return: as void

Fire evet: -

6.3.2.48 ForcePrint

Force a print of a receipt.

Method: ForcePrint -

Prototype: PointTerminalUsercontrol.ForcePrint();
Input: -

Return: as void

Fire event: -

6.3.2.49 GetCardSwipe

Start listening for cardswipe.
Has to be restarted when the event is received.

Method: GetCardSwipe -

Prototype: PointTerminalUsercontrol.GetCardSwipe();
Input: -

Return: as void

Fire event: CardSwiped

6.3.2.50 ShowDisplayWindow

Option to force the display window to be hidden when it would normally be shown.

Method: ShowDisplayWindow -
Prototype: PointTerminalUsercontrol.ShowDisplayWindow(showWindow As Boolean);

341



Input: showWindow - Boolean deciding if the display window should be forcibly hidden.
Return: as void
Fire event: -

6.3.2.51 GetLicense

Get the license flag from the terminal.

Method: GetlLicense -
Prototype: PointTerminalUsercontrol.GetLicense();
Input: -
Return: as Integer
FlexDriver / LPP: 1
PointWare OCX / PointTerminal.dll: 2
PointWare Expedient: 3

Fire event: -

6.3.3 Events
6.3.3.1 Terminal connection

Events regarding the terminal connection.
The events are fired once for each method call made, if you have signed up to receive them.

6.3.3.1.1 LoadFinished This event is fired when load of the terminal (LoadTerminal) has fin-
ished.

The event contains the field:
Name Data type Description

Result uint Result of the called method.
Also describes the terminal state.
Enum: CONNECT_ RETURN_VALUES

6.3.3.1.2 UnloadFinished This event is fired when unload of the terminal (UnloadTerminal)
has finished.
The event contains the same fields as LoadFinished.

6.3.3.1.3 ConnectFinished This event is fired when connect to the terminal (ConnectTermi-
nal) has finished.
The event contains the same fields as LoadFinished.

6.3.3.1.4 OpenFinished This event is fired when opening of the terminal (OpenTerminal) has
finished.
The event contains the same fields as LoadFinished.
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6.3.3.1.5 CloseFinished This event is fired when closing of the terminal (CloseTerminal) has
finished.
The event contains the same fields as LoadFinished.

6.3.3.1.6 DisconnectFinished This event is fired when disconnect from the terminal (Discon-
nectTerminal) has finished.
The event contains the same fields as LoadFinished.

6.3.3.1.7 TerminalDataFinished This event is fired when the terminal is opened correctly, ei-
ther by calling LoadTerminal or OpenTerminal.
The event contains the fields:

Name Data type | Description
TERMINALID string ID of the terminal
RECEIPTTYPE string Internal representation of how the receipt should
be delivered
GRATUITYMODEL string Gratuity on transactions. Represents a boolean.
DCC string DCC on transactions. Represents a boolean.
TOKEN string Token transactions enabled.
Represents a boolean.
PREPAID string Prepaid transactions enabled.
Represents a boolean.
KEYENTRY string Key entry on transactions enabled. Represents a
boolean.
OFFLINE string Offline transactions enabled.
Represents a boolean.
IP_ROUTING string IP routing enabled. Represents a boolean.
MERCHANTNUMBER string Merchant number
MERCHANTNAME string Merchant name
MERCHANTCITY string Merchant city
MERCHANTADDRESS string Merchant address
MERCHANTZIP string Merchant zip code
MERCHANTPHONE string Merchant phone number
MERCHANTBRN string -
FLXTRACELEVEL string Flex trace level. ’16’ is no trace.
LANGUAGE string -
VAT string Additional VAT information. Eg. 250 is 25% VAT.
USERINPUT string Value: 0, 1 or 255. Not used anymore.
COUNTRYCODE string Country code in PSAM.
Enum: FLX_CURR_CODES
DEFAULTCURRENCY string Default currency on transactions.
Enum: FLX_CURR_CODES
CONTACTLESSFLAGS string Not used anymore.
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TERMINAL_TYPE string Type of the terminal. See <TERMINALTYPE> in
Flexdriver documentation.

DCCMARKUP string DCC markup

TCS string TCS level. Can be 0, 1 or 2.

SOFTWARE_VERSION string Terminal software version.

BUILD_DATE string Terminal software build date.

CDP string Card Data Protection level.

PSAM_CDP string PSAM Card Data Protection level.

HARWARENAME string Name of the terminal.

EIE string Extended Issuer Envelope enabled.
Represents boolean.

PSAM_EIE string PSAM Extended Issuer Envelope enabled.
Represents boolean.

ISSUER_ENVELOPE_ string EMV data length

NON_EMV_SIZE

ISSUER_ENVELOPE_ string EMV data length

EMV_SIZE

TOTAL_ISSUER_ string EMV data length

ENVE-LOPE_NON_

EMV_SIZE

TOTAL_ISSUER_ string EMV data length

ENVE-LOPE_EMV_

SIZE

ERECEIPTSCHEMES string E-receipt scheme. See OTRS.

PSAMVERSION string PSAM version

6.3.3.2 Transactions
6.3.3.2.1

TransactionFinished This event is fired when a transaction is finished.
The event contains the fields:

Name Data type | Description

Result uint Transaction result. Enum: RETURN_VALUES

Error uint Transaction error code. '0’ is approved transaction.

Amount uint Transaction amount at start of transaction.

AmountFee uint Fee amount at start of transaction.

AmountGratuity uint Gratuity amount at start of transaction.

AmountVAT uint VAT amount at start of transaction.

AmountCashback uint Cashback amount at start of transaction.

Currency uint Currency at start of transaction. Enum: FLX _CURR
_CODES

STAN string Inital STAN set by terminal.

PAN string Card number
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CRC string Card circuit ID
DTHR string Transaction time (5 byte)
TransType uint Transaction type. Enum: FLX_TRANSTYPE
MI uint Transaction merchant initiative.
Enum: FLX_MERCHANT_INITIATIVE
AuthCode string Authorization code
Token string Full path to token for transaction
RefNr uint Reference number at start of transaction
BarCode string Bar code used for a bar code transaction
BinaryTransactionTime string Transaction time
BinaryAmountTotal string Final transaction total
BinaryAmountExtra string Final extra amount for the transaction
BinaryAmountFee string Final fee amount on the transaction
BinaryAmountGratuity string Final gratuity amount on transaction
BinaryCurrencyCode string Final currency code on transaction.
Enum: FLX _CURR _CODES
BinaryStan string Final STAN of the transaction
BinaryPSAMCreator string PSAM creator
BinaryPSAMID string PSAM ID
BinaryStatus string Final transaction status
BinaryASW1ASW2 string Transaction error code
BinaryCVMStatus string Final card verification status
BinaryAuthorizationCode | string Authorization code for transaction
BinaryCardName string Card name
BinaryTerminallD string ID of terminal used for transaction
BinaryAgreementNumber | string Merchant agreement number
BinaryName string Name on merchant aggreement
BinaryCity string Merchant city
BinaryAddress string Merchant address
BinaryZip string Merchant zip code
BinaryPhone string Merchant phone number
BinaryCVR string Merchant CVR number
BinaryRefNumber string Final reference number in transaction
BinaryDCCCurrency string DCC currency used in transaction
BinaryDCCRate string DCC rate used in transaction
BinaryCRC string Final card group number (card circuit ID)
BinaryBatchNumber string Batch number of transaction
BinaryCancellationActive | string Cancellation active during transaction
BinaryVAT string Final VAT on the transaction. Not used in Denmark.
BinaryEReceipt string E-receipt ID
BinaryBalance string -
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BinaryBack string Final cashback amount on transaction
BinaryDCCTotal string Final total DCC amount on transaction
BinaryDCCFee string Final DCC fee amount on transaction
BinaryDCCGratuity string Final DCC gratuity amount on transaction
BinaryCardDataSource string -

BinaryAlID string EMV application identification
BinaryATC string EMV value. See EMV specification.
BinaryAED string EMV value. See EMV specification.
BinaryARC string EMV value. See EMV specification.
BinaryExpiryData string -

JsonResult string VAS result.

TCC string EMV value. See EMV specification.

6.3.3.2.2 AcceptCard NB! Only called if SetCardData is not implemented.

This event is fired first time the cardnumber is known during a transaction.

It gives the option to accept or decline the card by using the SetAcceptCardResult method. This
method has to be called if the integration has signed up for the event.

The event contains the fields:

Name Data type Description

CardNumber string Card number of card swiped.

CardGroup string Card group of card used. Defined by a table in
the terminal created by Verifone.

CardType string Type of card used.

6.3.3.2.3 SetCardData NB! Replaces AcceptCard if implemented.

This event is fired first time the cardnumber is known during a transaction.

It gives the option to accept or decline the card by using the SetCardDataResult method. This is
a mandatory function to implement.
The event contains the fields:

Name Data type Description

CardNumber string Card number of card swiped.

CardType FLX Type card used.
_CARDTYPE

RC FLX _ CARD- | Return code - 0x00 is CardNumber_NotOK, oth-
NUMBER ers (0x01 etc) are OK.
_CMD

6.3.3.2.4 PrintReceipt This event is fired first time the terminal is asked to print the receipt.

It gives the option to print receipt by using the PrintReceiptResult method. Receipt can be divided
into smaller subsections in case of large text.

In case of return 0x00 (error) no receipt will be printed.

The event contains the fields:
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Name Data type Description
ReceiptStatus int Whether receipt is printed or not; Receipt_OK =
0x01 for received and printed receipt.
Data string Text on receipt.
RC FLX_ RECEIPT| Return code.
_CALLBACK
_RETURN
_VALUE

6.3.3.2.5 EarlyStanPan
have to be sent.

It is used to give transaction STAN and and PAN.
The event contains the field

This event is fired first time transaction STAN and PCI padded PAN

Name

Data type

Description

Data

string

Card data - STAN and PAN of card used.

6.3.3.2.6 GetToken This event is fired first time an original authorization is performed.

It gives the option to accept or decline the authorization by using the GetTokenResult method.
Receipt_OK is returned if token received and saved OK.

The event contains the fields:

Name Data type Description
TokenLength int Length of Token.
TokenData byte[ ] Data from Token.
TokenlD string ID Token.
RC FLX_RECEIPT| Return code.
_CALLBACK
_RETURN
_VALUE

6.3.3.2.7 PutToken This event is fired first time capture or reversal are performed.
Token is used in capture and reversal by applying the PutTokenResult method.
The event contains the fields:

Name Data type Description
TokenLength int Length of Token.
TokenData byte[ ] Data from Token.

6.3.3.2.8 PcbStopList This eventis fired repeatedly until 1 is returned indication that the code

is ready, based on the PcbStopListResult method.
It must be activated if offline transactions are performed.
The event contains the fields:

Name Data type Description

Code string Authorization code - 6 characters + 2 character
stop list status.

RC int Return code.

347




6.3.3.2.9 GetExtendedAmount This event is fired first time a user entered amount is present.

Used to send the amount to the ECR.
The event contains the fields:

Name Data type Description

Value uint The entered amount.

Type FLX Type of entered amount (e.g gratuity, fee etc.).
_AMOUNT
_TYPE

CurrencyCode FLX_CURR E.g. 208 for DKK.
_CODES

6.3.3.2.10 SetExtendedAmount This eventis fired first time a user entered amount is present.
Used to send the amount from the ECR to the terminal by applying the SetExtendedAmountRe-

sult method.

The event contains the same fields as GetExtendedAmount.

6.3.3.2.11 EIEDataReceived This event is fired when data send by issuer host is delivered to
the terminal as part of the transaction flow. Determine whether data is sent/received using the

ElIEDataReceivedResult method.
The event contains the fields:

Name Data type Description

EIELength int Length of data; 1 for resp_mode, +4 for length_ie
and length_eie.

EIE_DATA BLOCK byte[ ] Struct containing the data.

Result int Return code.

6.3.3.2.12 EIEData2Host This event is fired as EIEDataReceived but gives a return value of
1 if the block contains valid data, 0 otherwise. To get result the EIEData2HostResult method is

applied.
The event contains the fields:
Name Data type Description
EIELength int Length of data; 1 for resp_mode, +4 for length_ie
and length_eie.
EIE_DATA_BLOCK byte[ ] Struct containing the data.

6.3.3.2.13 PutScanBarCode This event is fired first time the bar code gets scanned.

It gives the option whether to initiate a bar code transaction based on the PutScanBarCodeResult

method.
The event contains the fields:
Name Data type Description
Length int Length of bar code.
Barcode string Bar code used for a bar code transaction.
RC int Return code.
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6.3.3.3 Administration

6.3.3.3.1 AdministrationFinished This event is fired when an administration function has fin-
ished.
The event contains the fields:

Name Data type Description
Result uint Result of the called administration function.
Enum: RETURN_VALUES.
Error uint Error code of the administration function. 0 =
success.
6.3.3.4 Other

6.3.3.4.1 CardSwiped This eventis fired when a card is swiped in the terminal.
The event does not contain any additional data.

6.3.3.4.2 GetReceipt This eventis fired when a receipt is sent from the terminal.
The event contains the field:

Name Data type Description
Receipt String Receipt from terminal with the ISO-8859-15 en-
coding

6.3.3.4.3 AdviceFlag This eventis fired if the host indicates that a balancing/EndofDay routine
must be called.

This function is mandatory to implement.

The event does not contain any additional data.

6.3.3.4.4 PcbBreaklP This eventis fired repeatedly to check if IP forwarding can be continued
by using the PcbBreaklPResult method.
The event contains the fields:

Name Data type Description
Sync int 1 if terminal synchronize frame detected, O if not.
RC int Return code.
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7 | PointWare Expedient File Interface

7.1 Interface

The file interface is a simple two component interface.

The interface works the way that a command is written in the command file. PWE automatically
gets the event that the command file is rewritten and reads the command.

PWE then processes the command and writes the answer in the answer file.

The different commands is listed in the Commands section.

The structure for the answer written in the answer file depends on the command given.

The overall the structure is:

Integer;Integer, hex or text;Integer;Integer; XML

A:B;C;D:E

Enums from Enums.cs (see PointTerminal section) will be the reference for enums in this chapter.

For rules regarding the use of functionality described in this chapter please consult the OTRS
delivered by Nets.

For connection commands the answer structure is:

a 0: Only possible value.

5 Command Done: Only possible value.

. 0: Only possible value.

. Integer: Can be parsed to CONNECT_RETURN_VALUES.
E:

Terminal data in XML. Only when LoadTerminal and Ready finishes with CONNECT_OK.

For transactions the structure is:
A:
0: Transaction approved
1: Transaction not approved
B:
ASW1ASW2: 0 for an approved transaction. Other values represents a failed transaction.
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C:
0: Always 0 for transactions.
D:
0: Always 0 for transactions.
E:
XML with all transaction info. For failed transactions most fields ary empty.

For administration the structure is:

" 0: Only possible value.

5 Command Done: Only possible value.

“ Integer: Can be parsed to RETURN_VALUES.

. Integer: 0 represents success. Other values represent failure.
E:

Terminal data in XML when LoadTerminal or Ready finishes with D = (CONNECT_OK).

For the card swiped event the answer is:
0;Card Swiped;0;0;

7.2 Commands

Commands accepted by PointWare Expedient

7.2.1 Connection
7.2.1.1 LoadTerminal

Terminal goes to "Terminalen er klar" if succesfull. Command:
-loadterminal

Example results:

Successful load of terminal:
0;Command Done;0;0
<TERMINALID>00990977</TERMINALID>
<RECEIPTTYPE>189</RECEIPTTYPE>
<GRATUITYMODEL>0</GRATUITYMODEL>
<DCC>0</DCC>

<TOKEN>1</TOKEN>
<PREPAID>0</PREPAID>
<KEYENTRY>5</KEYENTRY>
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<QFFLINE>1</0FFLINE>

<IP_ROUTING>0</IP_ROUTING>
<MERCHANTNUMBER>0002122227</MERCHANTNUMBER>
<MERCHANTNAME>Hotel DCC Test</MERCHANTNAME>
<MERCHANTCITY>Ballerup</MERCHANTCITY>
<MERCHANTADDRESS>Lautrupbjerg 10</MERCHANTADDRESS>
<MERCHANTZIP>2750</MERCHANTZIP>
<MERCHANTPHONE>46352966</MERCHANTPHONE>
<MERCHANTBRN></MERCHANTBRN>
<FLXTRACELEVEL>16</FLXTRACELEVEL>
<LANGUAGE>da</LANGUAGE>

<VAT>100</VAT>

<USERINPUT>255</USERINPUT>
<COUNTRYCODE>208</COUNTRYCODE>
<DEFAULTCURRENCY>208</DEFAULTCURRENCY>
<CONTACTLESSFLAGS>0</CONTACTLESSFLAGS>
<TERMINAL_TYPE>34</TERMINAL_TYPE>
<DCCMARKUP>3.0000</DCCMARKUP>

<TCS>1</TCS>
<SOFTWARE_VERSION>3.5.04</SOFTWARE_VERSION>
<CDP>12</CDP>

<PSAM_CDP>12</PSAM_CDP>
<HARWARENAME>VX820</HARWARENAME>

<EIE>0</EIE>

<PSAM_EIE>0</PSAM_EIE>
<ISSUER_ENVELQOPE_NON_EMV_SIZE>0</ISSUER_ENVELOPE_NON_EMV_SIZE>
<ISSUER_ENVELOPE_EMV_SIZE>0</ISSUER_ENVELOPE_EMV_SIZE>
<TOTAL_ISSUER_ENVELOPE_NON_EMV_SIZE>0</TOTAL_ISSUER_ENVELOPE_NON_EMV_SIZE>
<TOTAL_ISSUER_ENVELOPE_EMV_SIZE>0</TOTAL_ISSUER_ENVELOPE_EMV_SIZE>
<ERECEIPTSCHEMES>0</ERECEIPTSCHEMES>
<PSAMVERSION>8.00.07</PSAMVERSION>
<TERMINALID>00990977</TERMINALID>
<RECEIPTTYPE>189</RECEIPTTYPE>
<GRATUITYMODEL>0</GRATUITYMODEL>

<DCC>0</DCC>

<TOKEN>1</TOKEN>

<PREPAID>0</PREPAID>

<KEYENTRY>5</KEYENTRY>

<0FFLINE>1</0FFLINE>

<IP_ROUTING>0</IP_ROUTING>
<MERCHANTNUMBER>0002122227</MERCHANTNUMBER>
<MERCHANTNAME>Hotel DCC Test</MERCHANTNAME>
<MERCHANTCITY>Ballerup</MERCHANTCITY>
<MERCHANTADDRESS>Lautrupbjerg 10</MERCHANTADDRESS>
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<MERCHANTZIP>2750</MERCHANTZIP>
<MERCHANTPHONE>46352966</MERCHANTPHONE>
<MERCHANTBRN></MERCHANTBRN>

<FLXTRACELEVEL>16</FLXTRACELEVEL>

<LANGUAGE>da</LANGUAGE>

<VAT>100</VAT>

<USERINPUT>255</USERINPUT>

<COUNTRYCODE>208</COUNTRYCODE>
<DEFAULTCURRENCY>208</DEFAULTCURRENCY>
<CONTACTLESSFLAGS>0</CONTACTLESSFLAGS>
<TERMINAL_TYPE>34</TERMINAL_TYPE>
<DCCMARKUP>3.0000</DCCMARKUP>

<TCS>1</TCS>

<SOFTWARE_VERSION>3.5.04</SOFTWARE_VERSION>

<CDP>12</CDP>

<PSAM_CDP>12</PSAM_CDP>

<HARWARENAME>VX820</HARWARENAME>

<EIE>0</EIE>

<PSAM_EIE>0</PSAM_EIE>
<ISSUER_ENVELOPE_NON_EMV_SIZE>0</ISSUER_ENVELOPE_NON_EMV_SIZE>
<ISSUER_ENVELOPE_EMV_SIZE>0</ISSUER_ENVELOPE_EMV_SIZE>
<TOTAL_ISSUER_ENVELOPE_NON_EMV_SIZE>0</TOTAL_ISSUER_ENVELOPE_NON_EMV_SIZE>
<TOTAL_ISSUER_ENVELOPE_EMV_SIZE>0</TOTAL_ISSUER_ENVELOPE_EMV_SIZE>
<ERECEIPTSCHEMES>0</ERECEIPTSCHEMES>
<PSAMVERSION>8.00.07</PSAMVERSION>

Unsuccesfull load of terminal:

0;Command Done;0;3

7.2.1.2 UnloadTerminal

Terminal goes to "Lukket" if succesfull. Command:
-unloadterminal

Example results:

Successful load of terminal:
0;Command Done;0;0

Unsuccesfull unload of terminal:

0;Command Done;0;3
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7.2.1.3 Ready

Terminal goes to "Terminalen er klar" if successful. The "-welcome" command will have to be used
first. Command:

-ready

Example results:

Successful open of the terminal:

0;Command Done;0;0
<TERMINALID>00990977</TERMINALID>
<RECEIPTTYPE>189</RECEIPTTYPE>
<GRATUITYMODEL>0</GRATUITYMODEL>
<DCC>0</DCC>

<TOKEN>1</TOKEN>

<PREPAID>0</PREPAID>

<KEYENTRY>5</KEYENTRY>

<QFFLINE>1</0QFFLINE>
<IP_ROUTING>0</IP_ROUTING>
<MERCHANTNUMBER>0002122227</MERCHANTNUMBER >
<MERCHANTNAME>Hotel DCC Test</MERCHANTNAME>
<MERCHANTCITY>Ballerup</MERCHANTCITY>
<MERCHANTADDRESS>Lautrupbjerg 10</MERCHANTADDRESS>
<MERCHANTZIP>2750</MERCHANTZIP>
<MERCHANTPHONE>46352966</MERCHANTPH