BENEFITS AT A GLANCE

o Allows users to select specific Sapphire site
controllers and change the selected user
password on each Sapphire simultaneously

o For added security, ensures usernames and
passwords are not stored in the software or on

the PC to help meet PCI-DSS

o All communications between Multi-Site
Password Change Manager and the selected
Sapphire site controllers utilize secure

connection.

Easily Manage PCI Password Requirements

The Multi-Site Password Change Manager (MSP] is a software tool that allows area managers to man-

age the PCl requirement of updating Sapphire passwords every 90 days. Multi-Site Password Change

Manager is a standalone tool that can be used as a Sapphire Management Suite (SMS] add-on.

Features & Benefits

Multi-Site Password Change
Manager eliminates the
need to change a user’s
password manually at

each Sapphire site via the
Sapphire Management Suite

toolset.

Multi-Site Password Change
Manager allows the user to
select specific Sapphire site
controllers and change the
selected user password on

each server at once.

For security purposes, no
usernames or passwords
are stored in Multi-Site

Password Change Manager.

All communications between
Multi-Site Password Change
Manager and the selected
Sapphire site controllers

utilize a secure connection.

Multi-Site Password Change
Manager automatically
interfaces with SMS to

replace the single-site
password change feature of
SMS. (requires B164)

Multi-Site Password
Change Manager saves
time, money and helps
companies maintain PCI-

DSS compliance.

Multi-Site Password Change Manager

9
D)
i ®)
@)
>
@)
(G
Q)
2
—
@)
o)
)
=
e
o
o
(O
o)

. \eriFone.

T HE W AY T P A Y™



SPECIFICATIONS

PC Requirements:

e Microsoft® Windows® 2000 Professional
(SP3J, XP Professional, or NT 4.0 (SPé)

e Intel Pentium® 133 microprocessor or faster

e 51 MB hard drive space, 128 MB RAM

Sapphire Requirements:

* Base 154 or higher

e SMS Plug-In Functionality - Base 164 or higher
* Must be connected over VPN

Password Guidelines
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@ #® An Administrator can change your password at any time,
# Passwords must be at least seven (7) characters in length and contain at least one (1) digit and one (1} letter.
® Passwords expire at least every 90 days (maybe more frequently, depending on configuration.)
® You cannot reuse your last four passwords,
#® I an invalid password is entered six consecutive times, your user account is inactivated for 30 minutes,
The Administrator can assign & password so that you can log on immediately.

The Password Change Manager allows a user to select specific Sapphire site controllers and change the
password at all of those sites at once. Before using the Password Change Manager, the following information
must be available:

e The username and the password to be changed

e Site names of all Sapphire site controllers to be accessed

3 IP addresses or hostnames of all Sapphire Mini-servers to be accessed

Caution: For security reasons, IP addresses and hostnames should be accessible
only through an established Virtual Private Network (VPN).
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Additional Sapphire Software Module Options:
e  Transaction Set Archiver
Provides a set of scripts used to automate the retrieval of transaction data from one or more Sapphires.

For more information on these Sapphire software modules visit www.verifone.com/petroleum--convenience/
sapphire-management-suite.aspx
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